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1 Introduction 

The RTP Payload for Redundant Audio Data Extensions Protocol is a set of extensions for encoding 
redundant audio data for use with the Real-Time Transport Protocol (RTP) Extensions Protocol, as 
described in [MS-RTP]. This protocol is a proprietary extension of RTP Payload for Redundant Audio 
Data, as described in [RFC2198]. [RFC2198] describes a payload format for use with the Real-Time 
Transport Protocol (RTP). 

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in 
this specification are informative. 

1.1 Glossary 

This document uses the following terms: 

codec: An algorithm that is used to convert media between digital formats, especially between raw 

media data and a format that is more suitable for a specific purpose. Encoding converts the raw 
data to a digital format. Decoding reverses the process. 

dual-tone multi-frequency (DTMF): In telephony systems, a signaling system in which each 
digit is associated with two specific frequencies. This system typically is associated with touch-
tone keypads for telephones. 

lossy network transports: A transport that cannot deliver a data payload reliably from a source 
to a destination. 

Real-Time Transport Protocol (RTP): A network transport protocol that provides end-to-end 
transport functions that are suitable for applications that transmit real-time data, such as audio 
and video, as described in [RFC3550]. 

RTP packet: A data packet consisting of the fixed RTP header, a possibly empty list of contributing 
sources, and the payload data. Some underlying protocols could require an encapsulation of the 

RTP packet to be defined. Typically one packet of the underlying protocol contains a single RTP 
packet, but several RTP packets can be contained if permitted by the encapsulation method. See 
[RFC3550] section 3. 

RTP payload: The data transported by RTP in a packet, for example audio samples or compressed 
video data. For more information, see [RFC3550] section 3. 

RTP session: An association among a set of participants who are communicating by using the 

Real-Time Transport Protocol (RTP), as described in [RFC3550]. Each RTP session maintains 
a full, separate space of Synchronization Source (SSRC) identifiers. 

Session Description Protocol (SDP): A protocol that is used for session announcement, session 
invitation, and other forms of multimedia session initiation. For more information see [MS-SDP] 
and [RFC3264]. 

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined 

in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT. 

1.2 References 

Links to a document in the Microsoft Open Specifications library point to the correct section in the 
most recently published version of the referenced document. However, because individual documents 
in the library are not updated at the same time, the section numbers in the documents may not 

match. You can confirm the correct section numbering by checking the Errata.   

%5bMS-RTP%5d.pdf#Section_26dda7646e96456b810b9ae0275af564
https://go.microsoft.com/fwlink/?LinkId=116461
https://go.microsoft.com/fwlink/?LinkId=90433
%5bMS-SDP%5d.pdf#Section_697845ff53574eb78bcb162a0bc84deb
https://go.microsoft.com/fwlink/?LinkId=90317
https://go.microsoft.com/fwlink/?linkid=850906
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1.2.1 Normative References 

We conduct frequent surveys of the normative references to assure their continued availability. If you 
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will 

assist you in finding the relevant information.  

[MS-SDPEXT] Microsoft Corporation, "Session Description Protocol (SDP) Version 2.0 Extensions". 

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 
2119, March 1997, https://www.rfc-editor.org/info/rfc2119 

[RFC2198] Perkins, C., "RTP Payload for Redundant Audio Data", RFC 2198, September 1997, 
http://www.rfc-editor.org/rfc/rfc2198.txt 

1.2.2 Informative References 

[MS-RTP] Microsoft Corporation, "Real-time Transport Protocol (RTP) Extensions". 

1.3 Overview 

This protocol extends the Real-Time Transport Protocol (RTP) Payload for Redundant Audio Data 
protocol, as described in [RFC2198], by restricting an RTP audio payload to one block of redundant 
audio data. The redundant block of audio data is implemented in the RTP payload along with the 
primary block of audio data. 

1.4 Relationship to Other Protocols 

This protocol relies on the Real-Time Transport Protocol (RTP) Extension protocol, as described in [MS-
RTP], as its transport. 

This document only addresses the redundancy and thereby loss and error tolerance of audio data 
streams. Non-audio data redundancy is beyond the scope of this document. 

1.5 Prerequisites/Preconditions 

Because the Real-Time Transport Protocol (RTP) Extensions Protocol acts as a transport for this 
protocol, a valid RTP session is required to be established. Refer to [MS-RTP] for details. 

It is further assumed that a valid Session Description Protocol (SDP) negotiation has been 
completed to bind the dynamic payload information for the redundancy data. For information about 

SDP, see [MS-SDPEXT]. 

1.6 Applicability Statement 

This protocol is applicable for a real-time audio communication scenario where redundant data 
exchange is needed to mitigate lossy network transports. 

This protocol does not cover all audio data redundancy. It is limited to in-band audio communication 
data. This protocol does not apply to redundancy for audio data such as out-of-band dual-tone 
multi-frequency (DTMF) tones. Out-of-band DTMF tones are defined as exchange of DTMF 
information in a separate band from the media stream. 

1.7 Versioning and Capability Negotiation 

Supported Transports: This protocol is implemented on top of the Real-Time Transport Protocol 
(RTP) Extension protocol as the transport mechanism. 

mailto:dochelp@microsoft.com
%5bMS-SDPEXT%5d.pdf#Section_cd17a549b94842a6aa6bfa707710faac
https://go.microsoft.com/fwlink/?LinkId=90317
https://go.microsoft.com/fwlink/?LinkId=116461
%5bMS-RTP%5d.pdf#Section_26dda7646e96456b810b9ae0275af564
https://go.microsoft.com/fwlink/?LinkId=116461
%5bMS-RTP%5d.pdf#Section_26dda7646e96456b810b9ae0275af564
%5bMS-RTP%5d.pdf#Section_26dda7646e96456b810b9ae0275af564
%5bMS-RTP%5d.pdf#Section_26dda7646e96456b810b9ae0275af564
%5bMS-SDPEXT%5d.pdf#Section_cd17a549b94842a6aa6bfa707710faac
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Protocol Versions: This protocol, as a payload format of RTP, does not provide for versioning 
information within the scope of the protocol itself. However, as a part of the RTP payload, any 

versioning information on the RTP level applies. 

Security and Authentication Methods: This document does not describe any security or 

authentication methods. Security and authentication is dependent on the security method, 
authentication method, or both methods used by the Real-Time Transport Protocol (RTP) Extensions 
protocol. 

Localization: None. 

1.8 Vendor-Extensible Fields 

None. 

1.9 Standards Assignments 

None. 
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2 Messages 

2.1 Transport 

Because this protocol uses the Real-Time Transport Protocol (RTP) Extensions protocol as its 

transport, a successful RTP session MUST be established with valid redundancy payload information 
negotiated. 

This MUST be done with the Session Description Protocol, as specified in [MS-SDPEXT]. 

2.2 Message Syntax 

The structure and syntax of this protocol is defined within the RFC for RTP Payload for Redundant 
Audio Data, as specified in [RFC2198] section 3. This protocol does not cover all audio data 
redundancy. It is limited to in-band audio communication data. This protocol MUST NOT be used to 
carry audio data redundancy for audio data such as out-of-band DTMF tones. 

The deviation from [RFC2198] is as follows: 

[RFC2198] section 2 provides for one or more redundant audio blocks for each RTP payload. This 

protocol description allows for only one redundant block for every RTP payload. Therefore, each RTP 
payload MUST NOT contain more than two blocks total: one redundancy block and one primary block.  

[RFC2198] section 2 describes the mechanism for including the redundancy information in the RTP 
packet header. This protocol does not support redundant information in the RTP header. The RTP 
header MUST NOT contain redundant information. It MUST be made part of a dynamic RTP payload 
type and negotiate as such during SDP negotiation. 

While [RFC2198] section 2 allows for static typing of payload types, systems interoperating with 

implementation of this protocol MUST negotiate for dynamic redundancy payload type using SDP to 
enable redundancy as specified in [MS-SDPEXT] section 3.1.5.3. 

2.2.1 Redundant Block 

See [RFC2198] section 3 for a detailed description of the redundant block layout. 

%5bMS-SDPEXT%5d.pdf#Section_cd17a549b94842a6aa6bfa707710faac
https://go.microsoft.com/fwlink/?LinkId=116461
%5bMS-SDPEXT%5d.pdf#Section_cd17a549b94842a6aa6bfa707710faac
https://go.microsoft.com/fwlink/?LinkId=116461
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3 Protocol Details 

3.1 Receiver Details 

 This protocol can be described using a Sender and Receiver model. This section details the behavioral 

difference between the protocol specified by [RFC2198] and this protocol implementation. 

The Receiver side of this protocol MUST negotiate using SDP for a dynamic payload type binding for 
the redundancy data. The payload type binding MUST be symmetrical. This means the receive payload 
type and send payload type MUST be the same. Asymmetrical payload type information MUST NOT be 
used. 

3.1.1 Abstract Data Model 

None. 

3.1.2 Timers 

None. 

3.1.3 Initialization 

Receivers MUST negotiate a dynamic payload type for the redundancy data as specified in [MS-
SDPEXT] section 3.1.5.3. Receivers MUST NOT expect redundancy data to be part of the RTP 
extended header structure.  

3.1.4 Higher-Layer Triggered Events 

 None. 

3.1.5 Message Processing Events and Sequencing Rules 

None. 

3.1.6 Timer Events 

None. 

3.1.7 Other Local Events 

None. 

3.2 Sender Details 

 This protocol can be described using a Sender and Receiver model. 

This section details the behavioral difference between the protocol specified by [RFC2198] and this 
protocol implementation. 

The Sender side of this protocol MUST negotiate using SDP for a dynamic payload type binding for the 
redundancy data. 

Distance is defined as the number of RTP packets succeeding the primary block for which the 

redundancy block applies. For example, if RTP packet X contains primary block A, and RTP packet X + 

https://go.microsoft.com/fwlink/?LinkId=116461
%5bMS-SDPEXT%5d.pdf#Section_cd17a549b94842a6aa6bfa707710faac
%5bMS-SDPEXT%5d.pdf#Section_cd17a549b94842a6aa6bfa707710faac
https://go.microsoft.com/fwlink/?LinkId=116461
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n contains the redundancy block for primary block A, that redundancy block has a distance of n. The 
redundancy data block MUST NOT have a distance greater than 3. 

There MUST NOT be more than one redundancy block per RTP packet. At most two blocks are allowed 
per RTP packet: one primary block and one redundancy block. 

All redundant audio data from the Sender MUST be the same encoding, or codec, as the primary 
audio block. This requirement deviates from [RFC2198] where secondary, tertiary, and other codecs 
are supported. 

The primary audio block and redundant audio block MUST use the same codec. 

3.2.1 Abstract Data Model 

None 

3.2.2 Timers 

None. 

3.2.3 Initialization 

The Sender MUST negotiate a dynamic payload type for the redundancy data. 

3.2.4 Higher-Layer Triggered Events 

None. 

3.2.5 Message Processing Events and Sequencing Rules 

None. 

3.2.6 Timer Events 

None. 

3.2.7 Other Local Events 

None. 
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4 Protocol Examples 

Refer to [RFC2198] section 7 for examples of this protocol structure. 

https://go.microsoft.com/fwlink/?LinkId=116461
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5 Security 

5.1 Security Considerations for Implementers 

There are no additional protocol security considerations beyond what is described in [RFC2198]. 

5.2 Index of Security Parameters 

None. 

https://go.microsoft.com/fwlink/?LinkId=116461
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6 Appendix A: Product Behavior 

The information in this specification is applicable to the following Microsoft products or supplemental 
software. References to product versions include updates to those products. 

 Microsoft Office Communications Server 2007 

 Microsoft Office Communicator 2007 

 Microsoft Office Communications Server 2007 R2 

 Microsoft Office Communicator 2007 R2 

 Microsoft Lync Server 2010 

 Microsoft Lync 2010 

 Microsoft Lync Server 2013 

 Microsoft Lync Client 2013/Skype for Business 

 Microsoft Skype for Business 2016 

 Microsoft Skype for Business Server 2015 

 Windows 10 v1511 operating system 

 Windows Server 2016 operating system 

 Windows Server 2019 operating system  

 Windows Server 2022 operating system 

 Microsoft Skype for Business 2019 

 Microsoft Skype for Business Server 2019 

 Microsoft Skype for Business 2021 

 Microsoft Skype for Business LTSC 2024 

 Microsoft Skype for Business Server Subscription Edition 

Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base 
(KB) number appears with a product name, the behavior changed in that update. The new behavior 
also applies to subsequent updates unless otherwise specified. If a product edition appears with the 
product version, behavior is different in that product edition. 

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed 
using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the 
SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the 

product does not follow the prescription. 
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7 Change Tracking 

This section identifies changes that were made to this document since the last release. Changes are 
classified as Major, Minor, or None.  

The revision class Major means that the technical content in the document was significantly revised. 
Major changes affect protocol interoperability or implementation. Examples of major changes are: 

 A document revision that incorporates changes to interoperability requirements. 

 A document revision that captures changes to protocol functionality. 

The revision class Minor means that the meaning of the technical content was clarified. Minor changes 
do not affect protocol interoperability or implementation. Examples of minor changes are updates to 
clarify ambiguity at the sentence, paragraph, or table level. 

The revision class None means that no new technical changes were introduced. Minor editorial and 
formatting changes may have been made, but the relevant technical content is identical to the last 

released version. 

The changes made to this document are listed in the following table. For more information, please 
contact dochelp@microsoft.com. 

Section Description Revision class 

6 Appendix A: Product Behavior Updated list of supported products. Major 

mailto:dochelp@microsoft.com
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