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Intellectual Property Rights Notice for Protocol Documentation

e Copyrights. This protocol documentation is covered by Microsoft copyrights.
Regardless of any other terms that are contained in the terms of use forthe
Microsoft website that hosts this documentation, you may make copies of it in
order to develop implementations of the protocols, and may distributéyportiens of
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properly document the implementation. This permission als@ appli€s to any ¥
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e No Trade Secrets. Microsoft does not claim anghtrade secret rightsm this
documentation.

e Patents. Microsoft has patents that may coveryour implementations of the
protocols. Neither this notice nor Mi€rosoft's delivery of the documentation grants
any licenses under those or any other Microsoft patents. However, the protocols
may be covered by Microsoft’s®Open Specification Promise (available here:
http://www.microsoft.com/interop/osp/default.mspx). If you would prefer a
written license, or if the ptotocols are noticovered by the OSP, patent licenses are
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e Trademarks) The names,of companies and products contained in this
documentation may be covered by trademarks or similar intellectual property
rights. Thismetice does not grant any licenses under those rights.

Reservation of Rights. All otheér rights are reserved, and this notice does not grant any
rights other thanyspécifically described above, whether by implication, estoppel, or
otherwise.

Preliminary Documentation. This documentation is preliminary documentation for these
protocols. Sinee the documentation may change between this preliminary version and the
final version, there are risks in relying on preliminary documentation. To the extent that you
incur additional development obligations or any other costs as a result of relying on this
preliminary documentation, you do so at your own risk.
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1 Introduction

An e-mail client provides the user interface for composing, reading and sending messages, and
for accessing and modifying the message items contained in message stores. An e-mail object
represents a single message in a folder of the message store used to send or receive e-mail.

The E-mail Object Protocol specifies:
o The properties of a message object in the message store mailbox

e The transport features specific to an e-mail message object

1.1 Glossary
The following terms are defined in [MS-OXGLOS]:
ANSI character set

ASCII

best body

blind carbon copy recipient ‘
carbon-copy recipient

Drafts folder
FAI

folder object
from propertie’

remote procedure call (RPC)
Rich Text Format (RTF)
ROP request buffer

ROP response buffer
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search folder
sender properties
Sent Mail folder
store

Transport Neutral Encapsulation Format (TNEF)

Unicode

The following terms are specific to this document:

conversation thread: A series of messages and their responses (usually relat
subject).

e-mail object: A message object that represents an e-mail message in
that adheres to the property specifications in this doc
the electronic equivalent of mail.

mail spooler: A program or function that re s requ
mail for a user. It determines which mail transport
of mail.

messaging transport: A networking prot
between a messaging client and

.2.1 Normative References

-OXBBODY] Microsoft Corporation , "Best Body Retrieval Protocol Specification”,
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[MS-OXCDATA] Microsoft Corporation, "Data Structures Protocol Specification", April
2008.

[MS- OXCFOLD] Microsoft Corporation, "Folder Object Protocol Specification", April 2008.

[MS- OXCFXICS] Microsoft Corporation, "Bulk Data Transfer Protocol Specification", April
2008.

[MS-OXCMSG] Microsoft Corporation, "Message and Attachment Object Protocol
Specification", April 2008.

[MS-OXCPRPT] Microsoft Corporation, "Property and Stream Object Protocol
Specification", April 2008.

[MS-OXCROPS] Microsoft Corporation, "Remote Operations (ROP) Listafid'Encoding
Protocol Specification", April 2008.

[MS-OXCSTOR] Microsoft Corporation, "Store Object Protocol Specifieatioh”, April 2008.
[MS- OXCTABL] Microsoft Corporation, "Table Object Proto€ol'Specification", April 2008

[MS-OXGLOS] Microsoft Corporation, "Office Exchangedrotocols Master Glossary", April
2008.

[MS-OXMSG] Microsoft Corporation, ".MSG File #ormat Specifieation", April 2008.

[MS-OXOABK] Microsoft Corporation, "Addi€ssiBook Object Protocol Specification", April
2008.

[MS-OXODLGT] Microsoft Corporatieh, " Delegate Aegess Configuration Protocol
Specification", April 2008.

[MS-OXOSFLD] Micrasoft Corporation, "Special Foelders Protocol Specification", April
2008.

[RFC2119] Bradner, S., "Key words for use imRFCs to Indicate Requirement Levels", BCP
14, RFC 2119, March1997, http:/Aswwww.ietf.org/rfc/rfc2119.txt

[RFC2821] Klensin, J.,"'Simple Mail Transfer Protocol", RFC 2921. April 2001,
http://www.ietf.org/rfc/ffc2 82 1.txt

[RFC2822]} Resniek, P., Ed., "Internet Message Format", RFC 2822, April 2001,
http:/wowaw.1etf.org/efc/rfc 2822 .txt

1.2.2 Informative References

None.

1.3 Protocol Overview (Synopsis)

The E-mail Object Protocol specifies the representation of an e-mail message in a messaging
store. The E-mail Object Protocol extends the Message and Attachment Object Protocol in
that it defines new properties and adds restrictions to the properties that are specified in [MS-
OXCMSQG].
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An e-mail object represents a single e-mail message. The properties that are specific to an
e-mail object facilitate retaining information about the e-mail message's sender, recipients,
subject, message content, and all the options associated with this e-mail set by the sender or
recipient. An e-mail object is stored in a folder object. The E-mail Object Protocol also
specifies how an e-mail object is used to represent a special type of message: Report Message,
which is generated to report the status of a sent message either at the sender's request or at the
request of the system administrator.

1.3.1 E-mail Objects

1.3.1.1 Creating, Opening, and Saving E-mail Objects
E-mail objects adhere to the specifications in [MS-OXCMSG].

1.3.1.2 Sending Messages 7S

A client submits a request to a server to send an e-mail message teranother messaging user.
The server can defer or reject the request based on the properti€s and permissions associated
with the e-mail object.

While the message is queued in the server, the client can abort the send operation.

1.3.1.3 Replying and Forwarding Messages

Replying to a message or forwarding a messdge 1s identical toisending a message except that
both actions have an expanded set of propeiti€s that are specified in section 2.2.1.

1.3.2 Report Messages

Report messages are an extension of the'e-mail objeets Report messages present status
information about a sent mes$age to its sender. There are two general types of reports:

* Read status reports: Readxeceipt reporting occurs when the sent e-mail is
read/opened bypthe recipient'and Nonread receipt reporting occurs when the sent

e-mail‘is not read before,it is deleted or expired.

e Deliverystatus reports: Delivery receipt reporting occurs when the sent e-mail is
deliveredto thesécipient and Nondelivery receipt reporting occurs when the sent

e-mail cannot be delivered.

1,3:2.1 Read Receipt

A read receipt report indicates that a sent e-mail message was read or opened by a
reeipient.

Read receipts are not generated automatically. Senders that want to receive read receipts
explicitly request them.
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1.3.2.2 Nonread Receipt

A nonread receipt is generated during e-mail message deletion operations as defined in [MS-
OXCFOLD], at the expiration of a time limit, or according to client specific criteria. A
nonread receipt is sent to the e-mail's sender or a designated recipient by the e-mail sender's
request.

1.3.2.3 Delivery Receipt

A delivery receipt is generated and sent by the messaging system to the e-mail's sendef on
designated recipient when an e-mail has reached its intended recipient.

1.3.2.4 Non-Delivery Receipt

The nondelivery receipt is generated and sent to the e-mail's sender by th€ messagihg system
when an e-mail could not reach an intended recipient. Nondelivery receipts aredent N
automatically unless a request is made to suppress them.

1.3.2.5 Voting and Tracking

Voting and Tracking are an extension of the e-ndail object. When composing a survey-type
e-mail message, a client can add voting options to the,e-mail message by setting voting verb
properties as specified in section 2.2.1.60 on an outgoing messageand send it to recipients. A
recipient's client can respond to the voting surye¥ by, setting,response properties on a reply
message. The sender's client processes the reply message and maintains the response tracking
information in the original message's recipient tracking status properties, as specified in
section 2.2.1.61.

1.3.3 Controlling sending and delivery of mail

If a client is connected to several e-mail servers at once (not necessarily using the same
protocol), it can cheese to control sending of mail by manipulating the spooler queue of the
message store. If a clientidelivers mail into a folder on the server (such as delivering POP3
messages), it can infomm théserver of'the,new mail through ROP requests.

1.4 Relationship£o OtherProtocols

The E-mail ObjectProtocol has the same dependencies as the Message and Attachment
QbjeetiProtocol, whieh. it extends. For details about the Message and Attachment Object
Protocol, see [MS-OXCMSG].

1.5/ Prerequisites/Preconditions

The E-mail Object Protocol specification is an extension of [MS-OXCMSG], and no further
prerequisites or preconditions exist.

1.6 »Applicability Statement

The E-mail Object Protocol is used to model the exchange of interpersonal mail and messages.
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1.7 Versioning and Capability Negotiation

None.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments

None.

2 Messages

2.1 Transport

The E-mail Object Protocol uses the protocols specified in [MS-
OXCMSQG] as its primary transport mechanism.

The ROP Request Buffers and ROP Responsguffers
respectively sent to and received from the serve
(RPC) transport as specified in [MS-OXCROPS].

2.2 Message Syntax

An e-mail object can be created and modi
below, this section defines constraints
operating on e-mail objects.

ers. Except where noted
d servers MUST adhere when

Clients operate on e-mail‘objects by
OXCMSG]. How z il objects is implemention-dependent, but the

objects adhere to all property constraints specified in
constraints specified in [MS-OXCMSG]. An e-mail object
s’described in [MS-OXPROPS], but these properties have

¢ following properties are specific to e-mail objects.

.1 PidTagBlockStatus
Type: PtypInteger32
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Indicates the user's preference for viewing external content (such as links to images on an
HTTP server) in the message body. A client MAY ignore this value and always allow or block
external content based on other factors (such as whether the sender is on a safe list). If this
property is used, then the default action is to block the external content. However, if the value
of this property falls within a certain range, then viewing external content is allowed. The
allowed value is computed from PidTagMessageDeliveryTime: since the sender of a messag
does not have knowledge of this value, the sender cannot reliably set PidTagBlockStatus to
the allowed values.

To compute the allowed values, convert the value of PidTagMessageDeliveryTi
PtypDouble, floatdate, where the date is represented as the number of days fro
December 30, 1899. Apply the following formula:

result = ((floatdate - floor(floatdate)) * 100000000) + 3;
where floor(x) returns the largest integer < x.
Convert the PtypDouble value result to a 32-bit integer comput,

Clients SHOULD set PidTagBlockStatus to computedvalue.td allow € )
However, when determining whether to accept e&ternal co clients D allow
external content if the absolute value of the difference betw lue and the
value of PidTagBlockStatus is 1 or less.

2.2.1.2 PidTagConversationIndex

Type: PtypBinary
Indicates the relative position of thi in a conversation thread. It MUST be set
according to the descrip" in the 1

versation Index Header (22 bytes)

versation Index Header (continued)

onversation Index Header (continued)

Conversation Index Header (continued)

Conversation Index Header (continued)

Conversation Index Header (continued) Response Level 1(5 bytes)

Response Level 1 (Continued)
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Respsonse Level N (5 bytes)

Respsonse Level N
(continued)

Conversation Index Header (22 bytes):

O[0fO]O[O|O]OfT1

versation Index Header

16 least significant bits

Excluded

Guid (16 Bytes, PtypGuid): Generated for each new conversation thread. The Datal, Data2,
d Data3 fields are stored in big-endian format in the packet.

Response Levels (5 bytes each):
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D Time Delta

Random | response
level

DC (Delta code) and Time Delta are calculated based on the differen
current time and the time stored in the Conversation Index header:

o Ifthe difference is less than 1.7 years (high or
bitwise AND with 0xO0FE0000 resulting in 0
delta is the least significant 31 bits of the di
least significant bits are exclud

15 most significant bits

Excluded
o Ifthe difference is great cars (high order part of the
delta file time bitwise vith\0xOOFEOO00 resulting non-zero), the delta

ast significant 31 bits of the difference
bits are excluded.

code is 1 and the tis
remainirﬁnce the

31 bits | 23 least significant bits

Included | Excluded

TagConversationTopic

ains an unchanging copy of the original subject; it MUST be set to the same value as
1dTagNormalizedSubject, as specified in [MS-OXCMSG] on an e-mail object when it is
itted.

2.2.1.4 PidTagDeferredDeliveryTime
Type: PtypTime
13 0f 76
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Contains the date and time, in UTC, at which the sender prefers the message to be delivered.
This property MAY be absent; if so, the message is delivered as soon as possible. If present, it
MUST have the same value as PidTagDeferredSendTime specified in section 2.2.3.5<1>.
2.2.1.5 PidTagDisplayBcc

Type: PtypString

MUST be set to a list of the display names of blind carbon copy recipients separated by
semicolons if an e-mail has blind carbon copy recipients. Otherwise, this property
contain an empty string as specified in [MS-OXCMSG]. This property is read-only
client.

2.2.1.6 PidTagDisplayCc

Type: PtypString
MUST be set to a list of the display names of carbon copy recipi

semicolons if an e-mail has carbon copy recipients. Otherwise
empty string as specified in [MS-OXCMSG]. This propertysis

2.2.1.7 PidTagDisplayTo

Type: PtypString
MUST be set to a list of the display names o ipients separated by semicolons
if an e-mail has primary recipients. Otherwi 1 T contain an empty string as

dex values

Mail Item Icon Index

OxFFFFFFFF

0x00000100

0x00000101

Submitted mail 0x00000102

14 0f 76

[MS-OXOMSG] - v0.2

E-mail Object Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008



Unsent mail 0x00000103
Receipt mail 0x00000104
Replied mail 0x00000105
Forwarded mail 0x00000106
Remote mail 0x00000107
Delivery Receipt 0x00000108
Read Receipt 0x00000109
Nondelivery Receipt 0x0000010A
Nonread Receipt 0x0000010B
Recall S mails 0x0000010C
Recall F mail 0x0000010D ‘

Tracking mail

0x0000010E

Out of Office mail

0x0000011B

Recall mail

Tracked mail

2.2.1.9 PidTaglnte
Type: PtypInteger32

2 3
5(6|7| 89 {2 9101
X| x| x| x| E18 | M P X| X| X
4|2
Formatl (3 bits): MUST be set to one of the following values:
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Value | Meaning

0x0 Default — The mail system chooses the default encoding scheme, based on other
fields in this property value.

0x1 The message is sent as a MIME with text/plain and text/html body parts.

0x2 The message is sent as plain text with UUENCODED attachments.

0x4 The message is sent as a MIME with text/plain and text/html body part
example, treat as 0x1).

P2 (1 bit): MUST be ignored if Formatl == 0; otherwise, indicates th ferénce, s:

Value | Meaning

0 Ignore M4. ‘

1 Use M4 to determine encoding.

M4 (1 bit): MUST be ignored if Forma ise, indicates the encoding,

Value | Meaning ‘

0

Text/plain and text/html (for example, treat as identical to 0x2).

Text/plain and text/html.
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2.2.1.10 PidTaglInternetMessageld
Type: PtypString

Corresponds to the message-id field as described in [RFC2822]. The property SHOULD be
present on all e-mail messages. See [MS-OXCMAIL] for more information.

2.2.1.11 PidTagInReplyTold
Type: PtypString

Corresponds to the in-reply-to field as described in [RFC2822] and containing the griginal
message's PidTagInternetMessageld value. The property MUST be set on a mes$age replies.

2.2.1.12 PidTagMessageClass

Type: PtypString .

Contains the object type classification. This property MUST be setste." I PMA Note" on e-mail
objects. The value of PidTagMessageClass for report objects i specified in'seetion2.2.2 of
this document.

2.2.1.13 PidTagMessageToMe
Type: PtypBoolean

Indicates that the receiving mailbox owner isfone of the primary recipients of this e-mail. This
property MAY be absent; if so, the default.value of 0x004s used» If the property is present, it
MUST be set to either 0x01, in which gase; theéxreceiving mailbox owner is specifically named
as a primary recipent of this e-mail and is not partof a distribution list; or 0x00, in which case
the receiving mailbox ower is not aprimary recipient of this e-mail.

2.2.1.14 PidTagMessageCcMe
Type: PtypBoolean

Indicates that the re€€iving mailbox owner is a carbon copy recipient of this e-mail. This
property MAY e absent; if 50, the default value of 0x00 is used. If the property is present, it
MUST be set to either0x01, in Which case, the receiving mailbox owner is specifically named
as a carbeh,copy re€ipent of this e-mail and is not part of a distribution list; or 0x00, in which
case, the receiving mailboxddwner is not a carbon copy recipient of this e-mail.

2.2.1.15 "PidTagMessageRecipientMe
Type: PtypBoolean

Ifdicates that the receiving mailbox owner is a primary or a carbon copy recipient of this
e-mail. This property MAY be absent; if so, the default value of 0x00 is used. If the property is
present, it MUST be set to either 0x01, in which case, the receiving mailbox owner is
specifically named as a primary or a carbon copy recipent of this e-mail and is not part of a
distribution list; or 0x00 in which case the receiving mailbox owner is not a primary and not a
carbon copy recipient of this e-mail.
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2.2.1.16 PidTagOriginatorDeliveryReportRequested
Type: PtypBoolean

Indicates whether an e-mail sender requests an e-mail delivery receipt from the messaging
system. This property MUST be set to either 0x01, in which case, the sender requests the
delivery report be sent to the e-mail sender or designated report receiver when the e-mail is
delivered; or 0x00 if the e-mail sender does not want to receive the delivery receipt.

2.2.1.17 PidTagOriginatorNonDeliveryReportRequested
Type: PtypBoolean

Specifies whether an e-mail sender requests suppression of nondelivery receipts. This property
MAY be absent, if so, the server automatically generates and sends a nondeliverysceeipt to
the e-mail sender. If this property is present, it MUST be set to either 000, in whichicase the
e-mail sender requests suppression of nondelivery receipt; or 0x01, in which gase the 4
nondelivery receipt is generated and sent.

2.2.1.18 PidTagOriginalSensitivity
Type: PtypInteger32

Contains the sensitivity value of the original e-mail message. The'property MUST be set on
the replying and forwarding e-mail messages tofth@walue of the PidTagSensitivity as specified
in [MS-OXCMSG] of the original e-mail message.

2.2.1.19 PidTagReceivedRepresentingAddressType
Type: PtypString

Contains the e-mail address type, as spegified in [MS-OXCDATA] recipient row
AddressType andgéetion 2.2:4.3)0f this document, for the end user represented by the
receiving mailbox owner . If the receiving mailbox owner receives the e-mail on his or her
own behalf, this property MUST be'setto the value of PidTagReceivedByAddressType.

2.2.1.20 PidTagReceivedRepresentingEmailAddress
Type: PtypString

Contains the e-mail address{ as specified in [MS-OXCDATA] recipient row E-mailAddress or
ExchangeAddress, forthe'end user represented by the receiving mailbox owner. If the
receiving mailbox owner receives the e-mail on his or her own behalf, this property MUST be
set to the valueef PidTagReceivedByEmailAddress.

2.2:1.21 PidTagReceivedRepresentingEntryld
Type: PtypBinary

An address book entry ID containing an identifier, as specified in [MS-OXCDATA] address
book Entryld, of the end user represented by the receiving mailbox owner. If the receiving
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mailbox owner receives the e-mail on his or her own behalf; this property MUST be set to the
value of PidTagReceivedByEntryld.

2.2.1.22 PidTagReceivedRepresentingName
Type: PtypString

Contains the display name, as specified in [MS-OXCDATA] recipient row DisplayName, for
the end user represented by the receiving mailbox owner. If the receiving mailbox owner
receives the e-mail on his or her own behalf, this property MUST be set to the value of
PidTagReceivedByName.

2.2.1.23 PidTagReceivedRepresentingSearchKey
Type: PtypBinary

An address book SearchKey containing a binary-comparable key, as spegifiedin [MS-%
OXCDATA] recipient row SearchKey, of the end user representediby the réeeiving mailbox
owner. This property is computed in the same way that PidTagReceivedBySearchkey is
computed. If the receiving mailbox owner receives the e-mail\on his or hepown behalf, this
property MUST be set to a value identical to thelvalue of PidTagReceivedBySearchKey.

2.2.1.24 PidTagReadReceiptRequested
Type: PtypBoolean

Specifies whether the e-mail sender requests an read reeeipt from all recipients when this
e-mail is read or opened. This propertyMAY be absent, i which case, no read receipt is sent
to the e-mail's sender. If the propertyis present; it MUST be set to either 0x01, in which case
an e-mail's sender requestsithe read receipt from the messaging system; or 0x00 in which case
no read receipt is requested byyan e-mail's sender.

If an e-mail object, with PidTagReadReceiptRequested set to 0x01, is deleted as a deletion
operation defined in [MS-OXCFOLD], or expires due to the time limit (see section 2.2.3.7
PidTagExpiryTime)before the read receipt for this e-mail is generated, a nonread receipt is
generated and sént to the e-mail's sender or designated receipt recipient.

2.2.1.25 PidTagReceivedByAddressType

Type:LtypString
MUST eontain the e-mail message receiver's e-mail address type as specified in [MS-
OXCDATA] recipient row AddressType and section 2.2.4.3 of this document.

22.1.26 PidTagReceivedByEmailAddress
Type: PtypString

MUST contain the e-mail message receiver's e-mail address as specified in [MS-OXCDATA]
recipient row EmailAddress or ExchangeAddress.
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2.2.1.27 PidTagReceivedByEntryld
Type: PtypBinary

An address book entry ID property that MUST contain the e-mail message receiver of the
e-mail object. The address book entry ID data format is specified in [MS-OXCDATA]
recipient row Entry IDs.

2.2.1.28 PidTagReceivedByName
Type: PtypString
MUST contain the e-mail message receiver's display name, as specified in [MSOXCDATA]

recipient row DisplayName.

2.2.1.29 PidTagReceivedBySearchKey

Type: PtypBinary
An address book SearchKey property that contains a binary-coimparable key used te identify
correlated objects for a search. This property MUST be computed and set by concatenating the
message receiver's AddressType and EmailAddgess with a eglon in between j(for
example,<TYPE>:<E-MAIL ADDRESS>) as specified in [MS-OXOABK] and [MS-
OXCDATA] recipient SearchKey.

4

2.2.1.30 PidTagRecipientReassignmentProhibited
Type: PtypBoolean

Specifies whether adding additionalior different recipients, as with forwarding the message, is
prohibited for the e-maildnessage. This property 18 sét based on the e-mail message's
PidTagSensitivity value as specified in {MS-OXCMSG]. If PidTagSensitivity is set to
0x00000000 (normdal) or 0x00000003 (confidential), this property MUST be set to 0x00 or
absent meaning that'adding additional or ditferent recipients to the e-mail message is allowed.
If the e-mail object's PidTagSensitivityis set to 0x00000001(personal) or 0x00000002
(private), this property MUSTE be set 0x01 to prevent adding additional or different recipients
of this e-mail through forwarding,

2.2.1.31 APidTagRéplyRecipientEntries
Typet PtypBinary

A FLATENTRYLIST of address book entry IDs for recipients that are to get a reply. When
PidTagReplyRecipientEntries and PidTagReplyRecipientNames are defined, the reply is sent
to all of the recipients identified by these two properties. This property MAY be absent, in
which case, a reply is sent only to the user identified by PidTagSenderEntryld. If present, the
property MUST be set to a FLATENTRYLIST of recipient Entrylds as specified in [MS-
OXCDATA].

PidTagReplyRecipientEntries and PidTagReplyRecipientNames properties MUST be set in a
way that they contain the same number of recipients in the same order.
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2.2.1.32 PidTagReplyRecipientNames
Type: PtypString

Contains a list of display names for recipients that are to get a reply. The property MAY be
absent, in which case, a reply is sent only to the user identified by PidTagSenderName. If
present, the property MUST be set to one string, with the address book entry's recipient
display names separated by semicolons as specified in [MS-OXCDATA].

2.2.1.33 PidTagReplyRequested
Type: PtypBoolean

Specifies whether a reply to the e-mail is requested by the e-mail's sender. The propeity MAY
be absent, in which case, the reply to the e-mail message is not requested df'the pteperty. is
present, it MUST be set to either 0x01 if an e-mail sender requests a reply to thes-mail from
recipients; or 0x00 which is the same handling as if the property is absent. 4

2.2.1.34 PidTagResponseRequested
Type: PtypBoolean

Specifies whether an e-mail sender requests a response to a meeting request as specified in
[MS-OXOCAL] or a voting response (see section 2.2.1.60). Thisproperty MAY be absent; if
so, the default value 0x00 is used. If present, itdMIUST be set to either 0x01, in which case, the
response to the e-mail message is requested; or Ox00 amwhich ease, the response to the e-mail
is not requested.

2.2.1.35 PidTagSendRichInfo
Type: PtypBoolean

Specifies whetherhe sender canireceive all message content, including RTF and OLE objects.
This property MAY be&wabsent, inwhich case'the default value of 0x00 is used. If the property
is present, this property MUST be set te either 0x01 indicating that the sender can receive all
message contentsgor 0x00 which indicates that the sender of the e-mail message is using a
different type of €-mail elient:

2.2.1.36 /ARPidTagSénderAddressType

Typet PtypString

MUST contain the sending mailbox owner's e-mail address type as specified in the [MS-
OXCDATAT] Recipient Row section and section 2.2.4.3 of this document.

2.2:1.37 PidTagSenderEmailAddress

Type: PtypString

MUST contain the sending mailbox owner's e-mail address as specified in [MS-OXCDATA]
Recipient Row EmailAddress or Exchange Address.
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2.2.1.38 PidTagSenderEntryld
Type: PtypBinary

An address book entry ID that MUST contain the sending mailbox owner's address book entry
ID as specified in [MS-OXCDATA] Address Book Entry ID.

2.2.1.39 PidTagSenderName
Type: PtypString

MUST contain the sending mailbox owner's display name as specified in [MS-OXCDATA]
Recipient Row DisplayName.

2.2.1.40 PidTagSenderSearchKey

Type: PtypBinary .
An address book SearchKey property that MUST contain a binary=eomparable key computed

by concatenating sending mailbox owner's PidTagAddressTyp€ and PidTagEmail Address
with a colon in between (for example, <TYPE>:<E_MAIL,ADDRESS=)as specified in [MS-
OXOABK] and [MS-OXCDATA] Recipient Réw.

2.2.1.41 PidTagSentRepresentingAddressType
Type: PtypString

Contains an e-mail address type (see section 2.2.4.3 ofithis document) for the end user
represented by the sending mailbox owher. If the sendingmailbox owner is sending on his or
her own behalf; this property MUSE be set to thewalue of PidTagSenderAddressType.

2.2.1.42 PidTagSentRepresentingEmailAddress

Type: PtypString
Contains an e-mail address, as specified in [MS-OXCDATA] Recipient Row EmailAddress
or ExchangeAddressfor théiend usertepresented by the sending mailbox owner. If a sending

mailbox ownerds sending onhis, or her own behalf, this property MUST be set to the value of
PidTagSenderEmail Address.

2.2.1.431 PidTagSentReprésentingEntryld

Typei PtypBinary

An addressbook entry ID, as specified in [MS-OXCDATA] Address Book Entry ID, that
confains the identifier of the end user represented by the sending mailbox owner. If a sending
matlbox owner is sending on his or her own behalf, this property MUST be set to the value of
PidTagSenderEntryld.

2.2.144 PidTagSentRepresentingName
Type: PtypString
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Contains the display name for the end user represented by the sending mailbox owner. If a
sending mailbox owner is sending on his or her own behalf, this property MUST be set to the
value of PidTagSenderName.

2.2.1.45 PidTagSentRepresentingSearchKey

Type: PtypBinary

An address book SearchKey, as specified in [MS-OXCDATA] Recipient Row, containing a
binary-comparable key which represents the end user represented by the sending mailbox

owner. If a sending mailbox owner sends on his or her own behalf, this property MUST be'set
to the value of PidTagSenderSearchKey.

2.2.1.46 PidTagSubjectPrefix

Type: PtypString N
Specified in [MS-OXCMSG]. On an e-mail object, this propertytypically répresents an action

on the e-mail message, such as "RE: " for replying and "FW: {for forwarding,This‘property
MAY be absent in which case, there is no subject prefix fonthe e-mail message.

2.2.1.47 PidTagTransportMessageHeaders
Type: PtypString

Contains transport specific message envelopg information fore-mail, as specified in
[RFC2822]. For outgoing messages withzecipients who havea Simple Mail Transfer Protocol
(SMTP) address type, the client MUST set this\property, and for incoming messages from a
sender who has an SMTP address type, the servetMUST set this property to a copy of the
beginning of the message stream as received from'SMTP, up to the first blank line (double
CRLF).

2.2.1.48 PidLidInternetAccountName
Type: PtypString

Specifies the uger-visible e-maihaccount name through which the e-mail messages is sent. The
format of this §tring is@mplementation dependent. This property can be used by the client to
determinéwhich setver to direct the mail to, but is optional and the value has no meaning to
the senver.

2.2.1.49 "PidLidInternetAccountStamp
Typé: PtypString

Specifies the e-mail account ID through which the e-mail message is sent. The format of this
string is implementation dependent. This property can be used by the client to determine
which server to direct the mail to, but is optional and the value has no meaning to the server.

230f 76

[MS-OXOMSG] - v0.2

E-mail Object Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008



2.2.1.50 PidTagPrimarySendAccount
Type: PtypString

Specifies the first server that a client SHOULD attempt to send the mail with. The format of
this property is implementation dependent. This property can be used by the client to

determine which server to direct the mail to, but is optional and the value has no meaning to
the server.

2.2.1.51 PidTagNextSendAcct
Type: PtypString

Specifies the server that a client is currently attempting to use to send a mail.
this property is implementation dependent. This property can be used by
determine which server to direct the mail to, but is optional and the valye has n
the server.

2.2.1.52 PidLidUseTnef
Type: PtypBoolean

Specifies whether Transport Neutral Encapsulation Forma
included on a message when the message is convert
Mail Extensions (MIME) or SMTP format.
implementers of this protocol MUST NOT i1

ultipurpose Internet
sent, and if so,

e message.

2.2.1.53 Attachments

The client MAY use Att@ments

2.2.1.54 Categorie
The client MAY se

2.2.1.55 Contacts

e client MAY set reminders as specified in [MS-OXORMDR].

.58 Recipients

The'client MUST add recipients to an e-mail message using RopAddRecipients as specified
in [MS-OXCMSG]. PidTagRecipientType MUST be set to 0x00000001 for the Primary
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recipients, 0x00000002 for carbon copy recipients, or 0x00000003 for blind carbon copy
recipients. For complete recipient row definition, see [MS-OXCDATA] Recipient Row
section.

2.2.1.59 PidLidAutoProcessState
Type: PtypInteger32

Specifies the options used in automatic processing of e-mail messages. The property MAY be
absent, in which case the default value of 0x00000000 is used. If set, this property
set to one of the values below.

Value Description

0x00000000 | Don't auto-process the message.

0x00000001 | Process the message automatically or when the

0x00000002 | Process when the message is opened only.

4

2.2.1.60 PidLidVerbStream

Type: PtypBinary
Specifies what voting responses the user can/make

processing of this stream (or the lack of
described below.

o the message. Client
n section 3.1.5. The format is

Count

VoteOptionl (variable)

VoteOptionN (variable)

Version2 VoteOptionsExtras1 (variable)

VoteOptionsExtras2 (variable)
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Version (WORD): MUST be 0x0102
Count (DWORD): Specifies the number of VoteOption and VoteOptionExtras to follow.

VoteOption1 (variable length structure): The first VoteOption structure described in section
2.2.1.61.1.

VoteOptionN (variable length structure): The last VoteOption structure describ
2.2.1.61.1.

Version2 (WORD): MUST be 0x0104.

VoteOptionExtrasl1 (variable length structure): The first VoteOptionExtra:
described in section 2.2.1.61.2.

VoteOptionExtrasN (variable length structure): The last V,
described in section 2.2.1.61.2. ‘

The verb stream contains two parallel arrays of Vote n and ptionExtra
structures. Each element in these two arrays, describe a single voting option
which can be taken by the user in response t rmat of the VoteOption
structure is described below.

2.2.1.60.1 VoteOption Structure

DisplayName (variable)

MsgClsName (variable)

DisplayNameCountR DisplayNameRepeat (variable)
epeat

Internal?
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Internal3 fUseUSHeaders

Internal4

SendBehavior

Internal5

ID

Internal6

VerbType (DWORD): MUST be 4 (0x00000004).
DisplayNameCount (1 byte): Count of characters in the féllowing string.

DisplayName [ANSI String (NOT null terminated)]: The localized display name of the
Voting option (for example, "Yes"), without a null tSgminator.

MsgClsNameCount (1 byte): Count of charaeters in the following string. MUST be 8 (0x08).

MsgClsName [ANSI String (NOT null terminated)]: MUST be "IPM.Note", without a null
terminator.

InternallStringCount (1 byte): Céunt of charagters in the following string. MUST be 0x00
for voting options.

InternallString [ANSI String (NOT null terminated)]: MUST not be present, as
Internal 1 StringCount is,always 0x00 for a voting option.

DisplayNameCountRepeat (1 byte): MUST be the same as DisplayNameCount.

DisplayNameRepeat [ANSI String (NOT null terminated) |: MUST be the same as
DisplayName.

Internal2 (DWORD): MUST be 0 (0x00000000).
Internal3 (1 byte):MUST be 0x00.

fUseUSHeaders (DWORD): Indicates that a US style reply header is to be used in the
response message (as opposed to a localized response header). The value MUST be either
0x00000001, using US style reply header, or 0x00000000 otherwise.

Internal4 (DWORD): MUST be 0x00000001.

SendBehavior (DWORD): Behavior on send. When a user chooses a voting option,
SendBehavior specifies if the user is to be prompted to edit the response mail, or automatically
send it on behalf of the user. The value of this field MUST be one of the values defined in the
following table.

270f 76

[MS-OXOMSG] - v0.2

E-mail Object Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008




Value Description

0x00000001 Automatically send the voting response message.

0x00000002 Prompt the user if he or she would like to automatically send or edit the
voting response first..

Internal5 (DWORD): MUST be 2 (0x00000002).

ID (DWORD): Specifies a numeric identifier for this voting option. The client
specify 1 for the first VoteOption, and monotomically increase this value for ez
VoteOptions.

Internal6 (DWORD): MUST be -1 (OxFFFFFFFF).

Note that because the DisplayNameCount (and DisplayNameC
long and contain the count of characters in DisplayName (an
implies a length limit of 255 characters in the DigﬂayN

2.2.1.60.2 VoteOptionExtras Structure

Each element contains additional information abo
format is described below.

DisplayNameCou DisplayName (variable)

DisplayName DisplayNameRepeat (variable)

ayNameCount (1 byte): Count of Unicode characters (NOT bytes) in the following
ng.
layName [Unicode String (NOT null terminated)]: The display name of this voting
, as a Unicode string, without a null terminator.

DisplayNameCountRepeat (1 byte): Count of characters in the following string. MUST be
the same as DisplayNameCount.
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DisplayNameRepeat [Unicode String (NOT null terminated)]: MUST be the same as
DisplayName.

2.2.1.61 PidLidVerbResponse
Type: PtypString

Specifies the voting option a respondent has selected. This property SHOULD be set to one o
the voting button display names on which the respondent votes.

2.2.1.62 PidTagTargetEntryld

Type: PtypBinary
Used in conjunction with an optimizing send client. See sections 3.1.4.4

2.2.2 Message Status Reports

2.2.2.1 PidTagMessageClass

Type: PtypString

Contains a message object class name. For report messages, T be set to the
value in the form: "REPORT . X.<receipt type original message class
name, such as "IPM.NOTE" for an e-mail obje i ne of the following
receipt types:

IPNRN: Read receipt

IPNNRN: Non-read receipt
DR: Delivery receipt ‘
NDR: Non-delives

M.NOTE message class name are:

Message class name (PtypString)

. IPM.NOTE.IPNRN

REPORT.IPM.NOTE.IPNNRN

REPORT.IPM.NOTE.DR

REPORT.IPM.NOTE.NDR

T be set on read/nonread report objects or replying/forwarding message objects with the
value from PidTagMessageDeliveryTime of the original message.
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2.2.2.3 PidTagOriginalDisplayTo

Type: PtypString
MUST be set on report messages to the value of PidTagDisplayTo from the original message,
if present.

2.2.2.4 PidTagOriginalDisplayCc

Type: PtypString
MUST be set on report messages to the value of PidTagDisplayCc from the origing
if present.

2.2.2.5 PidTagOriginalDisplayBcc
Type: PtypString

MUST be set on report messages to a copy of PidTagDisplayBc
present.

2.2.2.6 PidTagOriginalSenderAddressType ‘
Type: PtypString

MUST be set on delivery report messages to t
PidTagSenderAddressType as specified in [
2.2.2.7 PidTagOriginalSenderEmai
Type: PtypString
MUST be set on dehver? of the original message sender's
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This address book Search Key property MUST be set on delivery report messages to the value
of PidTagSenderSearchKey of the original e-mail message, as specified in section 2.2.1.40.

2.2.2.11 PidTagOriginalSentRepresentingAddressType
Type: PtypString
Contains the address type of the end user represented by the original e-mail message sender. It

MUST be set to the value of PidTagSentRepresentingAddressType of the original e-mail
message as specified in section 2.2.1.41.

2.2.2.12 PidTagOriginalSentRepresentingEmailAddress
Type: PtypString

Contains the e-mail address of the end user represented by the original ¢-mail message sender.
It MUST be set to the value of PidTagSentRepresentingEmailAddress of the griginal e*méi
message as specified in section 2.2.1.42.

2.2.2.13 PidTagOriginalSentRepresentingEntryld
Type: PtypBinary

An address book entry ID property containing the entrytdentifierofthe end user represented
by the original message sender. It MUST be settonthe value of
PidTagSentRepresentingEntryld property of the original message as specified in section
2.2.1.43.

2.2.2.14 PidTagOriginalSentRepresentingName
Type: PtypString

Contains the displagazname of'the.end usertepresented by the original e-mail message sender;
MUST be set to the value of PidTagSentRepresentingName of the original e-mail message as
specified in section 2.2:1.44.

2.2.2.15 PidTagOriginalSentRepresentingSearchKey

Type: PtypBinary

An address book'SearchKey property containing the SearchKey of the end user represented by
the original message sender. [t MUST be set to the value of

PidTagSentR epresentingSearchKey property of the original message as specified in section
2.2.1445.

2.22.16 PidTagOriginalSubject

Type: PtypString
Specifies the subject of the original message and MUST be set to the concatenated values of
the PidTagSubjectPrefix and PidTagNormalizedSubject properties of the original message.
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2.2.2.17 PidTagOriginalSubmitTime
Type: PtypTime

Specifies the original e-mail's submission date and time and MUST be set to the value of
PidTagClientSubmitTime. The property is used in reports only and once set, it MUST NOT
be changed.

2.2.2.18 PidTagParentKey

Type: PtypBinary

Contains the search key used to correlate the original message and the reports
original message. The server MUST set the property on the report message t
PidTagSearchKey of the original e-mail message, as specified in [MS-O

2.2.2.19 PidTagReportTag

Type: PtypBinary
Contains the data used to correlate the report and the origi
absent if the sender does not request a reply or résponse fo
e-mail object has either PidTagResponseRequested
0x01, the property MUST be set on the original e-m

1
O 1{2/3[4/5/6/789/0[1]|2 6|7

‘ Coo

ue Cookie

O0x00 Version

Continue v StoreEntryldSize

Continue StoreEntryld (variable)

FolderEntryldSize

FolderEntryld (variable)

MessageEntryldSize

MessageEntryld (variable)

SearchFolderEntryldSize
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SearchFolderEntryld (variable)

MessageSearchKeySize

MessageSearchKey(variable)

Ansi Text Size

Ansit Text (variable)

Cookie (9 bytes: string): Nine characters used for validation; MUST be "PCDEEB09".

Version ( 4 bytes): MUST be either CurrentVersion (0x00010002) or
NoSearchFolderVersion (0x00010001).

StoreEntryldSize ( 4 bytes): size of StoreEntryld.

StoreEntryld (variable length of bytes): If the size is 0x00000000; this field MUST be
omitted. If the size is not zero, this field MUST be filled with the specifiedinumber of bytes.

FoldeEntryldSize (4 bytes): size of FolderEntryld.

FolderEntryld (variable length of bytes): If the size 15,0x00000000, this field MUST be
omitted. If the size is not zero, the field MUST besfilled with the specified number of bytes.

MessageEntryldSize (4 bytes): size of MessageEntryld.

MessageEntryld (variable length of bytes): If the size 1§ 0x00000000, this field MUST be
omitted. If the size is not zero, the field MUST'befilled with the specified number of bytes.

SearchFolderEntryldSize ( 4 bytes): If Version equals to the CurrentVersion, this MUST be
the real size of SearchFolderEntryld. Otherwise, MUST be set to 0x00000000.

SearchFolderEntryld (variable length of bytes): If size is not zero, this field MUST be the
specified number of bytesiof SearchFolderEntryld. Otherwise, if size is zero, this field MUST
be omitted.

4

MessageSearchKeySize (4 bytes): Size of MessageSearchKey.

MessageSearchKey (variable length of bytes): MUST be set to the specified number of
bytes.

Ansi Text Size (4 bytes): Number of chars in the next field.

Ansi Text (variable bytes): Specified number of chars.

22.2.20 PidTagReportText
Type: PtypString

Contains the optional text for a report message. The property MAY be absent, in which case,
there is no report text from the server. If present, a server MUST set this property to the text
string in response to a report type from the underlying messaging system.
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2.2.2.21 PidTagReadReceiptEntryld

Type: PtypBinary
An address book entry ID property, as specified in [MS-OXCDATA], representing the user to
whom a read receipt is directed. This property is only used and validated if
PidTagReadReceiptRequested is set to 0x01. The property MAY be absent, in which case,
PidTagReportEntryld is used as an alternative. If neither property is present,
PigTagSenderEntryld is used as the user who receives the read receipt.

2.2.2.22 PidTagReadReceiptSearchKey

Type: PtypBinary
An address book SearchKey property, as specified in [MS-OXCDATA]
to whom a read receipt is directed. This property is only used and validated if
PidTagReadReceiptRequested is set to 0x01. The property MAY be absent, i
PidTagReportSearchKey is used as an alternative. If neither pro i
PigTagSenderSearchKey is used as the user who receives the

22223 PidTagSubjectPrefix <

Described in section 2.2.1.46<3>.

2.2.3 E-mail Submission Properties

re properties of recipients in
submission.

The following properties are specified 1

1s a primary recipient.

he recipient is a carbon copy recipient

e recipient is a blind carbon copy recipient.

onally, the following flags can be combined with the above values:
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Flag Description

0x10000000 | If a message failed to be delivered to some recipients, the client can mark the
message as a resend message by setting the mfResend bit (0x00000080) in the
PidTagMessageFlags property.

Combining with the value of PidTagRecipientType, indicates that the server
MUST resend the message to the recipient.

0x80000000 | On a resend message, the recipient received the message successfu
not need to receive it again. The server MUST NOT send the re
to the recipient.

2.2.3.2 PidTagDeferredSendNumber
Type: PtypInteger32

When sending a message is deferred, PidTagDa‘redSen
with PidTagDeferredSendUnits if PidTagDeferredS i
set between 0x00000000 and 0x000003E7 (0 and 9

PidTagDeferredSendNumber is used for co
PidTagDeferredSendTime is not present. Al
and 2.2.3.4 PidTagDeferredSendTime.
2233 PidTagDeferrewndUn’
Type: PtypInteger32

Specifies the unit ndNumber SHOULD be multiplied by. Also
see section 2.2.3.4 P1 dTime. If set, PidTagDeferredSendUnits MUST be one
of the following v :
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PidTagDeferredSendUnits | Meaning (time of)

0x00000000 Minutes, for example 60 seconds
0x00000001 Hours, for example 60x60 seconds
0x00000002 Day, for example 24x60x60 seconds
0x00000003 Week, for example 7x24x60x60 seconds

2.2.3.4 PidTagDeferredSendTime
Type: PtypTime

MAY be present if a client would like to defer sending the message aft
time.

If PidTagDeferredSendUnits and PidTagDeferredSendNumb
PidTagDeferredSendTime is recomputed using the followi
ignored.

PidTagDeferredSendTime = PidTagCl
SendNumber *

rredSendUnits)
If PidTagDeferredSendTime value is
immediately. ‘
2.2.3.5 PidTagExpiryNu
Type: PtypInteger.

(in UTC), the message is sent

Used along with PidTagExpi i efine the expiry send time. If PidTagExpiryNumber
n 0x0000000 and 0x000003E7 (0 and 999).

unit'of time that PidTagExpiryNumber multiplies. If set,
Units MUST be one of the following values:
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PidTagExpiryUnits | Meaning (TimeOf)

0x00000000 Minutes, for example 60 seconds
0x00000001 Hours, for example 60x60 seconds
0x00000002 Day, for example 24x60x60 seconds
0x00000003 Week, for example 7x24x60x60 seconds

2.2.3.7 PidTagExpiryTime
Type: PtypTime

MAY be present when a client would like to receive an expiry event if
late.

If PidTagExpiryNumber and PidTagExpiryUnits are present
is recomputed by the following formula and the i

PidTagExpiryTime = PidTagClient
PidTagExpiryN
TimeOf (P]

2.2.3.8 PidTagDeleteAfterSubmit
Type: PtypBoolean

Indicates that the originaglessage
is not present, the server use

er the message is sent. If the property

d to the Sent Mail folder.

f present, a copy of the message MUST be created in the specified folder after the message is
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2.23.11 PidTagClientSubmitTime
Type: PtypTime

MUST be set by the server to current time in UTC when the e-mail message is submitted.

2.2.4 ROPs Used in Sending Message

The format of the RopSubmitMessage and RopAbortSubmit request and response buffers
are specified in the [MS-OXCROPS] protocol.

2.2.4.1 RopSubmitMessage
RopSubmitMessage request is sent to submit an e-mail message object for send

The messaging client MUST log on as a user with sufficient permissions
because the server needs to modify certain properties (see section 3.2

The message is identified by the handle index which is maintain
client about the message object. The handle index MUST be
RopOpenMessage or RopCreateMessage request.

When a message is submitted, any pending chags on the

2.24.1.1 SubmitFlags

When the messaging client submits the mess di how the message SHOULD be
delivered using the following values:

Name Value
None 0x00 ‘N
PreProcess

NeedsSpooler

2.24.1.2 Re

e return value in the response buffer.

Value Meaning

0x00000000 Success.

hutoffQuotaExceeded | 0x000004DD | Indicates that the maximum storage shut-off
quota has been exceeded.

ecQuotaExceeded 0x000004D9 | Indicates that the storage quota is exceeded
for the mailbox, but the user can still receive
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mail.

ecNotSupported 0x80040102 The server object associated with the input
handle index in the server object table is not
of type Message or the current logon session
is a public logon.

ecTooManyRecips 0x00000505 The number of recipients of the message
exceed the allowed limit. If this error
happens, none of the recipients wi
this message.

ecAccessDenied 0x80070005 The message is an FAI

ecRequiresRefResolve 0x0000047E

resolved.

2.2.4.2 RopAbortSubmit

server Or a client mail spooler, a

Before an e-mail message object is actually p
i empt to abort the submission.

messaging client can send RopAbortSub

If the operation succeeds, the message e server will be removed from
the server. Unless the message is su i , the message will not be
delivered to its recipient‘

The message to be aborted submission ntified by the Folderld and Messageld fields in
the request buffer RopSubmi age ave been invoked upon this message
previously.

ed in the ReturnValue field of the Response Buffer.

Meaning

0x00000000 | Success.

0x80040114 | The operation cannot be aborted.

0x80040601 | The message is no longer in the message store's
spooler queue.

ecNotSupported 0x80040102 | The server object associated with the input handle
index in the server object table is not of type logon or
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the current logon session is a public logon.

ecNotFound 0x8004010F | The parent Folder ID or Message ID is invalid.

2.2.4.3 RopGetAddressTypes

RopGetAddressTypes request is sent by a client to retrieve the address types of recipients
supported by server.

In the request, the server object associated with the input handle index in the se
table is ignored by the server.

2.2.4.3.1 Return Values

The following table describes the return value in the response buffer.

Name Value
ecNone 0x00000000 ‘
ecBufferTooSmall 0x0000047D sponse buffer is not
large'to hold the results.
ecNotSupported e server does not support
returning address types.
3

2(3(4(5|6(7[8({9|0(1

AddressTypeListSize

AddressTypeList (variable)...

ddressTypeListSize (WORD): The total length of the AddressTypeList followed.
dressTypeList (variable): An array of NULL terminated ASCII strings each representing

40076

[MS-OXOMSG] - v0.2

E-mail Object Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008



2.2.5 E-mail Sending and Delivery ROPs

The following ROP requests can be used by a client if it needs to control the receipt of mail
that is not delivered directly to the server, or sending of mail from an e-mail account not
supported on the server.

2.2.5.1 RopSetSpooler

The RopSetSpooler request is sent to inform the server that the client intends to act as a mail
spooler. The syntax of the RopSetSpooler request and response buffers are specifieddin’the
[MS-OXCROPS] protocol. This section specifies the syntax and semantics of varigus fields
that are not fully specified in the Remote Operations (ROP) List and Encoding Ptetocol (see
[MS-OXCROPS]). The server allows multiple clients to act as spoolers.

2.2.5.1.1 Request Buffer

InputHandleIndex: The input handle for this operation is a logon objeet haadle.

2.2.5.1.2 Return Values

The following table describes the return value infthe response buffer:

Name Value Meaning

ecNone 0x00000000 Sugeess.

2.2.5.2 RopGetTranspertFolder

The RopGetTransportFoldér request 1§ sent to retrieve the folder ID (FID) of the transport
folder. Outgoing messages canbestored inthis folder before a RopTransportSend request is
issued. The syntax of'the, RopGetTransportFolder request and response buffers are specified
in the [MS-OXCROPS]protocol. This section specifies the syntax and semantics of various
fields that are not'fully"specified in the Remote Operations (ROP) List and Encoding Protocol
(see [MS-OXCROPS])s

2.2.5.2.¥ Request Buffer
InputHandleIndex: The input handle for this operation is a logon object handle.

2.2.5.2.2 Return Values

The following table describes the return value in the response buffer:

Name Value Meaning

ecNone 0x00000000 Success.
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2.2.5.2.3 Response Buffer
The following fields are returned in the response buffer:

FolderID: Contains the folder ID of the transport folder.

2.2.5.3 RopSpoolerLockMessage

The RopSpoolerLockMessage request is sent to lock the specified message for spooling.
When a message is locked, the server MUST deny RopAbortSubmit requests and other
requests to lock or access the message. Once a client makes a successful request to mark the
message as locked, it MUST subsequently make a request to mark the message as unlocked or
finished. The syntax of the RopSpoolerLockMessage request and response buffets are
specified in the [MS-OXCROPS] protocol. This section specifies the syntaxfandscmantics of
various fields that are not fully specified in the Remote Operations (ROP) List and Encoding
Protocol (see [MS-OXCROPS])). TS

2.2.5.3.1 Request Buffer
InputHandleIndex: The input handle for this operation is@logon objeet handle.

Messageld: Specifies the message to be locked.

LockState (BYTE): Specifies a status to set on the message. The'following table describes
the valid values:

Name Value | Meaning

IstLock 0x00 | Mark the message as locked.

IstUnlock | 0x01 | Markthe messageas unlocked.

IstFinished | 0x02% jMark the message asteady for processing by the server. The server
MUST move or delete the message based on the presence of
PidTagSentMailSvrEID and PidTagDeleteAfterSubmit properties on
the message (specified in section 2.2.3.8 and 2.2.3.10)

2.2.5.3.2  Return Values

The following, table describes the return value in the response buffer.

Name Value Meaning

ecNone 0x00000000 | Success.

ecNoSupport 0x80040102 | The server does not support sent message processing,
or if the client is not the spooler.
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2.2.5.4 RopTransportSend

The RopTransportSend request is used to have the server send an e-mail message to

recipients. The message to be sent is identified by the handle index which is maintained by
both the server and client. The syntax of the RopTransportSend request and response buffers
are specified in the [MS-OXCROPS] protocol. This section specifies the syntax and ics
of various fields that are not fully specified in the Remote Operations (ROP) List
Encoding Protocol (see [MS-OXCROPS]).

2.2.54.1 Request Buffer

InputHandleIndex: The input handle for this operation is the handle
be sent.

2.2.54.2 Return Values
The following table describes the return value i‘e respo ffer:

Name Value Meaning

ecNone 0x00000000

ecNotMe 0x80040502

2.2543

W

21314]15|6(7|8|9

S
[a—

PropertyValues
(variable)

is 0x00.
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PropertyValues (variable): Array of PropertyTag structures. Only exists if
NoPropertiesReturned is 0x00. This field MUST contain PropertyValueCount tags. The
format of PropertyValues is specified in [MS-OXCDATA]. This field contains the properties
set on the message by the server in the process of sending the message.

2.2.5.5 RopTransportNewMail

The RopTransportNewMail request is used notify the server of new mail delivered to the
message store. The syntax of the RopTransportNewMail request and response bufte
specified in the [MS-OXCROPS] protocol. This section specifies the syntax and se
various fields that are not fully specified in the Remote Operations (ROP) List and
Protocol (see [MS-OXCROPS)).

2.2.5.5.1 Request Buffer

[

0({1]2]|3|4(5]/6|7|8|9(0[1(2|3(4|5

Ropld Logonld

Folderld

MessageClass
(variable)

MessageFlags

andle for this operation is a logon object handle.
ssage id of the new message.
¢ location of the new message.

variable): Zero-terminated ANSI string that specifies the value of
ass of the message.

TessageFlags (DWORD): Specifies the value of PidTagMessageFlags of the message.

5.2 Return Values

The following table describes the return value in the response buffer.
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Name Value Meaning

ecNone 0x00000000 Success.

3 Protocol Details

3.1 Client Details

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization

mandate that implementations adhere to this model as long as
consistent with that described in this document.

The E-mail Object Protocol abstract data model‘tends ob i her protocols,
as listed in the following table:

Object Protocol
Property [MS-OXPROPS]
Property Bag

Messaging Item

Messaging User ipi , IMS-OXOABK]

Store

Folder

e-mail object is a messaging object with a message class of "[PM.Note". By default, a
nt implemention stores e-mail items in a folder object which has the container class of
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From the point of view of the currently logged-on messaging user, an e-mail object is either a
Send Note, meaning that the e-mail is to be or has been sent 7o an external messaging user or
user agent, or it is a Receive Note, meaning that the e-mail was sent to the current messaging
user from an external user or user agent.

Within these groupings, an e-mail exists in one of a small number of abstract states, which
determines the default storage location for that particular e-mail object, as specified in the
following table:

E-mail State Description Special Folder

Saved A Send Note stored within an Inter-Personal | Drafts folder
Mail (IPM) folder within a store object.

Submitted A Send Note that is marked to be sent by the | Outhex folder, “§
server.

Sent A Send Note that has been claimed by the Sent Mail folder
messaging transport for delivery to-another
messaging user.

Received A Receive Note that has.been placed in the Inbox folder (default
default Receive Foldet by theserver. Receive Folder)

3.1.1.2 Core Objects

The abstract sub-objects which are corétoevery e-mail object are: Sender, Recipients,
Subject, and Body4

3.1.1.2.1 Sender

Message senders afe idéntified by the ftom properties and the sender properties on an e-mail
object. In general, the from properties and the sender properties will identify the same
messaging user; for example the message appears to have been sent by the actual sender of
the messdge. In some cases, however, a message is sent by one user (the actual sender) on
behalfef anotheruseér,(thea€presented sender). In this case, the from properties identify the
represented sender and the sender properties identify the actual sender.

3.1.1.2.1.1 " Represented Sender

The represented sender of a message is the messaging user or user agent on whose behalf the
fnessage was sent (or will be sent). The from properties associated only with the represented
sender are:

-, PidTagSentRepresentingAddressType
- PidTagSentRepresentingEmail Address
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- PidTagSentRepresentingEntryld

- PidTagSentRepresentingName

- PidTagSentRepresentingSearchKey

- PidTagOriginalSentRepresentingAddressType

- PidTagOriginalSentRepresentingEmail Address

- PidTagOriginalSentRepresentingEntryld

- PidTagOriginalSentRepresentingName

- PidTagOriginalSentRepresentingSearchKey
3.1.1.2.1.2 Actual Sender

The actual sender is the owner of the mailbox that sent (or will send) the e-mai
properties associated with the actual sender are:

- PidTagSenderAddressType
- PidTagSenderEmailAddress

- PidTagSenderEntryld ‘
- PidTagSenderName

- PidTagSenderSearchKey

- PidTagOriginalSenderAddress

3.1.1.2.2

Recipients is a£0 § ients each of which is a messaging user to whom the e-mail
ith senders, there are two types of recipients: represented
Within each of these types, there are three subclasses of

e recipient properties associated with represented recipients are:
PidTagReceivedRepresentingAddressType
PidTagReceivedRepresentingEmail Address
PidTagReceivedRepresentingEntryld

- PidTagReceivedRepresentingName
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- PidTagReceivedRepresentingSearchKey
3.1.1.2.2.2 Actual Recipients

An actual recipient is the receiving mailbox owner of a message. The recipient properties
associated with actual recipients are:

- PidTagMessageRecipientMe
- PidTagReceivedByAddressType

- PidTagReceivedByEmail Address
- PidTagReceivedByEntryld

- PidTagReceivedByName

- PidTagReceivedBySearchKey

- PidTagRecipientType
3.1.1.2.2.3 Other From Properties
Another set of from properties are used to identgt e subc of recipients for an e-mail:
To, Carbon Copy (CC), and Blind Carbon Copy (B
The from properties associated with To Recipi :
- PidTagDisplayTo
- PidTagMessageToMe
- PidTagOriginall‘)layTo

The from properties associa ith C

- PidTagDisp

BCC Recipients are:

ort text string intended to inform a recipient as to the contents or purpose of
e-mail. The properties associated with the Subject are:

- PidTagNormalizedSubject
PidTagSubjectPrefix
- PidTagOriginalSubject

480176

[MS-OXOMSG] - v0.2

E-mail Object Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008



3.1.1.2.4 Body

The Body, specified fully by the [MS-OXBBODY ] protocol, contains the main contents of the
e-mail. The properties associated with the Body are:

- PidTagBlockStatus

- PidTagBody

- PidTagBodyHtml

- PidTagRtfCompressed

- PidTagRtfInSync

- PidTagMessageEditorFormat

3.1.1.3 Other Informational Messaging Properties

Many properties not associated with the preceding core e-mail obj
e-mail in support of other particular sub-objects. These sub-obyj
properties, are:

- Conversations ‘
- PidTagConversationIndex

- PidTagConversationTopic

en a new subject, this e-mail
new PidTagConversationTopic

If the e-mail message in the ¢

PidTagRecipientReassignmentProhibited
idTagReplyRequested
idTagResponseRequested

- PidTagReplyRecipientEntries

- PidTagReplyRecipientNames

- PidLidAutoProcessState
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- PidLidVerbStream
- PidLidVerbResponse

3.1.1.4 Message Delivery Properties

Many properties are set by the messaging system itself or by a client implementation to
control the behavior of the messaging system. These properties are:

- PidTagExpiryTime

- PidTagInternetMessageld

- PidTagOriginatorDeliveryReportRequested

- PidTagOriginatorNonDeliveryReportRequested
- PidTagSendRichInfo

- PidTagTransportMessageHeaders

- PidTagOriginalDeliveryTime

- PidTagOriginalSubmitTime ‘

- PidTagParentKey

- PidTagReportTag

- PidTagReportText

- PidTagMessageFlags

- PidTagMessageDeliveryTi
PidTagDeferredSendNumber

ent can choose to control the sending of mail to the mail transport by implementing its
mail spooler. To do so, it sends the RopSetSpooler request after logging on to the server
ing RopLogon. The client also needs to save the FID of the spooler queue folder retrieved

a RopLogon request for later use.
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3.1.4 Higher-Layer Triggered Events

None.

3.1.4.1 Sending a Message

A messaging client sends a message by sending RopSubmitMessage to the server. The client,
can specify submit flags for sending the message (see section about RopSubmitMessage).
The client can also set the sender information of the message to instruct the server to properly
process the message.

3.1.4.1.1 Represented Sender Properties

The represented sender properties SHOULD be set by a client to represent thessenderthe
message is intended to be sent from.

3.1.4.1.2 Actual Sender Properties y

Actual sender properties MUST be set to represent the sending'mailbox,ownet.

3.1.4.1.3 Sending the Message as the Senderdtself

When a user intends to represent itself as the actual sénder of a message, if the represented
sender properties are present, they MUST be set to thewalues representing the user itself.

3.1.4.1.4 Sending the Message on Behalf of Anothex, Person

If a user sends the message on behalf of another user, thetepresented sender properties MUST
be set to the user the actual sender intends to present. See [MS-OXOCAL].

3.1.4.2 Deferring Sending a Message
PidTagDeferredSéndTime MAY be set bya elient.

If both PidTagDeferredSendNumberand PidTagDeferredSendUnits are present,
PidTagDeferredSeadFime SHOULD becomputed from PidTagDeferredSendNumber and
PidTagDeferredSendUnits.

3.1.4.3 Sending a Message with' Expiry Time
PidTagExpiryTime MAY _be set by a client.

If both, PidFagExpiryNumber and PidTagExpiryUnits are present, PidTagExpiryTime
SHOULD be eomputed from PidTagExpiryNumber and PidTagExpiryUnits.

3444 Optimizing Send

When a messaging client sends a message in a client implementation of an optimization, the
client can set PidTagTargetEntryld to the value equal to the value of PidTagEntryld of the
message being submitted. If this is done, the client MUST move the sent message to its local
Sentltems folder after submission. Eventually, when the client imports its local Sent Mail
folder changes to server, on the server side, the server can make use of PidTagTargetEntryld
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to optimize the operation by moving a copy of the submitted message object to the Sent Items
folder instead of requiring the client to upload the message object content again. See section
3.2.5.1.2.8 for detailed server operation.

3.1.4.5 Resending a Message

If a message fails to be delivered to all recipients, a client MAY mark this message as re-send
by setting mfResend in the PidTagMessageFlags property.

The server will attempt to re-deliver this message only to the recipients who did not gét the
message in the previous delivery attempt.

3.1.5 Message Processing Events and Sequencing Rules

3.1.5.1 Client-to-Client Interop: Voting

Voting is built using a specific set of properties on a message to communicaté voting optic%s
and responses to one another. An overview of the sequence of gvents is as follows:

e A client (Sender) sends a voting messageyto a variétyof recipients (Koters). This
message contains a well-formed PidLidVerbStream asidescribed m section 2.2.1.60,
but is otherwise identical to a non-voting me§sage.

e The Voters, upon receiving the message and displaying it to the user, take note of the
existence of PidLidVerbStream and use the'information contained within to display
additional voting UI to the user

e Ifand when a Voter selectsia voting optionja specifically crafted response mail is
generated and addressed to the Sender.

e The Sender, upon recieving response messages, aggregates them for display to the
user.

It is important to mote that at each pointin this process, the messages sent are identical to non-
voting messagges except dor the presence of PidLidVerbStream and PidLidVerbResponse.

3.1.5.1.14 Sending a Voting Message

Aveliént wishing to'asseeidte a series of voting options with a message MUST set
PidLidVerbStream as described in section 2.2.1.60.

3.1.5.1.2 Interpreting a Voting Message

When a client receives a message, it MUST check the PidLidVerbStream property. If the
client encounters a VoteOption structure that does not have 0x00000004 as the VerbType
field, the client MUST ignore the existence of that VotingOption <5>.

3.1.5.1.3 Crafting a Voting Response Message
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A voting response message MUST contain all of the following:

e PidTagSubjectPrefix set to the DisplayName of the voting option choosen by the
user

e PidLidVerbResponse set to the voting option choosen by the user (see section
2.2.1.61)

Otherwise, the message MUST be formatted as a regular reply e-mail addressed to the initial
voting sender; respecting all user preferences that are applicable to such.

The client MUST honor the SendBehavior field of the VoteOption structure. If the
SendBehavior field specifies SendPrompt, and if the user selects "Edit", the usef MUST be
displayed with the appropriate Ul to edit the automatically generated response:

3.1.5.1.4 Aggregating Voting Responses

The exact method for aggregating and displaying voting responses,is a client implementation
detail <6>.

3.1.5.2 Controlling the Sending of Mail:

When submitting a message for delivery that a clientawishes to‘eontrol the specific server that
submits the message, it MUST be sent using the RopSubmitMessage request with the
NeedsSpooler flag (0x02) set. The message is then put 1nto the spooler queue folder of the
message store on the server.

3.1.5.3 Processing a Mail in the Spogler Queue

When the client finds ane-mail object in the spoeleérqueue folder that the client can
handle<7>, it takes control of the message by sendingthe RopSpoolerLockMessage request
with the LockStatedield set to IstLock. The elient then does any implementation dependent
processing that it needs. If it decides that the'message can be handled by a particular server, it
sends the RopGetTransportFolder tequest to retrieve the Folder ID of a folder where
temporary transportiobjects ean be stored (clients can cache the returned FID and avoid having
to send the requést multiple times), creates the message to be sent to the folder, and then sends
the RopTransportSend request to,have that server deliver the message. If the client handles
deliveringithe maildtself, it MUST set the R flag (0x8000) of the RecipientFlags field of each
recipient in the recipient table that it successfully delivers mail to.

Whenit s done, the client sends the RopSpoolerLockMessage request with the LockState
field set to'lstKinished if the all recipients have been sent the message, or IstUnlock if some
recipients have not yet been sent the message. If some recipients have yet to be processed, the
client MUST determine if there is another server that can deliver the e-mail. If another server
1s found, the client attempts to resubmit the message to the remaining recipients. If no
rémaining transports can deliver the mail, the client SHOULD generate a non-delivery report
(NDR), or notify the user of the error.
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3.1.5.4 Delivering Mail to the Server

When a mail is delivered to an account on the server by the client, such as mail received from
a POP3 server that is set to deliver into a folder on the server, then it SHOULD send a

RopTransportNewMail request for each mail delivered to inform the server of the new mail
so that the server can do new mail processing.

3.1.6 Timer Events

None.

3.1.7 Other Local Events

None.

3.2 Server Details

3.2.1 Abstract Data Model

The server role for The E-mail Object Protocol follows th: tract D 0
the Message and Attachment Object Protocol (s‘[MS-O G)).

3.2.2 Timers
None.
3.2.3 Initialization

None.

cified by

3.24 Higher-Layer 'agg red Ev

ictions on messages that can be submitted. The server checks for messages
eturn the corresponding error code if the condition is met.
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Conditions Error code Value

FAI message is submitted ecAccessDenied 0x80000009

Embedded message is submitted ecNotSupported 0x80040102

Upper limit of recipients is exceeded | ecTooManyRecips | 0x00000505

Mailbox is running out of quota ecQuotaExceeded | 0x000004D9

No write permission on the message | ecAccessDenied 0x80070005

Further, the server MUST check that the sender has sufficient permission$ to send this
message on behalf of the actual sender the current sender intends to present.

4

If the message is sent by another user or user agent, the representedssender properties MUST
be set to the user that the actual sender intends to display on thé message.
3.2.5.1.2 Properties Read and/or Set Upon Suibmission

The following properties are checked and modified biathe server on the submitted message.

3.2.5.1.2.1 PidTagSentMailSvrEID

If PidTagSentMailSvrEID is present, the message MUSTE be ¢opied to the folder identified by
this property after the message is sent ofit.

3.2.5.1.2.2 PidTagDeleteAfterSubmit

If PidTagDeleteAfterSubmit 48, set to 0x01ythe message MUST be deleted after the message is
sent.

3.2.5.1.2.3 PidTagClientSubmitTime

PidTagClientSubmitTime MUST be set to the current time in UTC.

3.2.5.1.2.4 PidTagContentFilterSpamConfidenceLeve

The server sets PidTagConténtFilterSpamConfidenceLeve to OXFFFFFFFF (-1). A client
MAY use this valueas'part of Junk E-mail or "spam" filtering. See [MS-OXCSPAM].

3.2.5.1.2.5 “PidTagMessagelL.ocaleld

The server sets PidTagMessagelLocaleld to the current user logon's locale Id.

3:2.5.1.2.6 PidTagMessageFlags

If'PidTagMessageFlags's mfResend is set, the message is considered a re-send message and
the server will only try to re-deliver the message to those recipients who failed to receive it
previously. See section 3.2.4.1.2.6.
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3.2.5.1.2.7 PidTagRecipientType

If a message is a re-send message, and if a recipients's PidTagRecipientType has 0x80000000
bit set, the server will ignore this recipient; if a recipient's PidTagRecipientType has

0x 10000000 bit set, the server will try to re-deliver the message to this recipient. See [MS-
OXCDATA] Recipient Row.

3.2.5.1.2.8 PidTagTargetEntryld<§>

When working in optimizing send mode and sending a message, a client creates a copy 0fithe
message in a server folder and MAY set the new message's PidTagTargetEntryld yalue equal
to the value of PidTagEntryld on the original message. Upon the invocation of
RopSubmitMessage, the server creates a copy of the submitted message and sets the value of
PidTagEntryld to the value obtained from PidTagTargetEntryld.

If the client sets PidTagTargetEntryld, the client MUST keep a copy ofthe subinitted mcsgage
in the sent mail folder after submission. Eventually, the client wilLimport thé move in its'local
sent mail folder to the server. The server will find the matchingfitem due to the valué of
PidTagEntryld already existing on server. Instead of requiring the client to,upload the message
content again, the server completes the operation'by moving the copy of the submitted
message already persisted on server to the sent mail folder (serverside). See [MS-
OXCFXICS] for other related information.

Other properties that SHOULD be set at the safne time are:

Property Value

PidTagEntryld Saméwalue as PidTagTargetEntryld if PidTagTargetEntryld is
present, Otherwise, a niew ID is generated by the server.

PidTagMessageFlags mfUnsent and mfRead bits MUST be cleared.

PidTagInternetMessageld Copied from the original message.

3.2.5.1.29) Represented Sender Properties

Ifthefuser or user agentawho 1s sending the message is the mailbox owner and the represented
senderproperties are currently not present, the following represented sender properties MUST
be set to the.mailbox owner:

e PidTagSentRepresentingAddressType
e PidTagSentRepresentingEmailAddress
e PidTagSentRepresentingEntryld,

e PidTagSentRepresentingName

e PidTagSentRepresentingSearchKey
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3.2.5.1.2.10 Actual Sender Properties

If the message is sent with send-on-behalf-of and the represented sender properties represent a
public folder or a distribution list, the actual sender properties MUST not be set.Otherwise, the
following actual sender properties MUST be set the values of the mailbox owner:

e PidTagSenderAddressType
e PidTagSenderEmailAddress
e PidTagSenderEntryld

e PidTagSenderName

e PidTagSenderSearchKey

3.2.5.1.2.11 Deferred Properties

When a message arrives with the deferred send properties set, then.the servet MUST honor
the deferred send time.

For a message with both PidTagDeferredSendNumber and®PidTagDeferredSendUnits are
present, during message submission, the server will re-computePidTagDeferredSendTime
from PidTagDeferredSendNumber and PidTagDeferfedSendUnits:

3.2.5.1.2.12 Expiry Properties

When a message arrives with the expiry properties set, then the server MUST honor the expiry
time.

For a message with both PidTagExpiryNumberand PidTagExpiryUnits are present, during
message submission, théserver will reeompute PidTagExpiryTime from
PidTagExpiryNumber and PidTagExpiryUnits.

3.2.5.1.3 Rule Processing

When a message isssubmitted or delivered, it is subject to further processing by Rules (see
[MS-OXORULEY).

3.2.5.2 Handling alRopAbortSubmit Request

Whensa message 18 Submittéd and is still queued on the server pending delivery, the
submiission can be terminated by sending RopAbortSubmit.

If a submittedimessage's PidTagMessageFlags's mfSubmitted bit has not been set yet, sending
RopAbortSubmiit requests that the server stop delivering the message by removing the
niessage from the spooler queue. The mfUnsent bit of the message's PidTagMessageFlags
MUST be set and the mfSubmitted bit of the message's PidTagMessageFlags MUST be
cleared. Even if the message's PidTagDeferredSendTime has been set, the client will not be
notified of defer send event.

RopAbortSubmit MAY fail at the server's discretion. When RopAbortSubmit fails, the
message MAY still be sent.
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3.2.5.3 Handling a RopSetSpooler Request
When the RopSetSpooler request is received, the server marks the user logon to indicate that
this is a spooler logon.

3.2.5.4 Handling a RopGetTransportFolder Request

The server MUST return a FID that identifies a folder that the client can use to temporarily
store messages to be sent.

3.2.5.5 Handling a RopSpoolerLockMessage Request

On receipt of a RopSpoolerLockMessage, a server MUST take the actions base
of LockState:

Value Action

IstLock Locks the message for the client sending the r

IstUnlock Unlock the message

IstFinish

When a client sends either the Ro
not set, or the RopTranspertSend re
intended recipients, For eac ipi recipient table that it can send the e-mail to, it

est, it MUST notify all clients connected to the mailbox
ailNotification as described in [MS-OXCDATA]) of the
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4 Protocol Examples

This section includes examples of message object operations using sequences of ROP requests
and responses that a client and a server might exchange. Note that the examples listed here
only show the relevant portions of the specified ROPs; this is not the final byte sequence
which gets transmitted over the wire. Also note that the data for a multi-byte field appear in
little-endian format, with the bytes in the field presented from least significant to most
significant. Generally speaking, these ROP requests are packed with other ROP requests,
compressed and packed in one or more RPC calls according to the specification in thé'Rémote
Operations (ROP) List and Encoding Protocol (for more details, see [MS-OXCROPS]). These
examples assume the client has already successfully logged on to the server and'have
appropriate permissions on the message objects the operations are performedson.

4.1 Submitting a Message .

In this example, suppose the messaging client has created a new imessage object in the
mailbox and wishes to submit the the message object. The messaging client previously has set
a few message properties to some values which are not particularly interesting i this example
and are not documented here.

4.1.1 ROP Request Buffer

The ROP request buffer in this example would look like:

0000: 32 00 02 00

The composition of the bites is following:
ROPId: 0x32 (RopSubmitMessage)
LogonIndex: 0x00

Handlelndex: 0x02

SubmitFlags: 0X00 (None)

The first 3 bytestefer to theROPId, LogonIndex, HandleIndex, which are the same for all
ROPs specified in [MS*OXCROPS]. The SubmitMessageFlags is None. The message
identified by its handle Index 0x2 was submitted.

4.12 ROP Response Buffer

The ROP response buffer in this example would look like:
0000: 32 02 00 00 00 0O

The composition of the response buffer is as follows:
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ROPId: 0x32 (RopSubmitMessage)
HandleIndex: 0x02
ReturnValue: 0x00000000 (ecNone)

The response's HandleIndex is same as the HandleIndex of the RopSubmitMessage and the
return value is 0x00000000 which is success. From the response, the message was submitted
successfully.

4.2 Submitting a Deferred Message

In this example, suppose the messaging client has created a new message obje
mailbox and wishes to submit the the message object. The client sets properti
deferred send. The client also sets other message properties that are not
4.2.1, but which are not particularly relevant to this example and are n:

4.2.1 ROP Request Buffer

The ROP request buffer in this example would look like:
0000: OA 01 01 OE 00 01 00 40 @® EF 3
0010: 6F C8 01

00xx: 32 01 01 00

The composition of the %es is as
ROPId: 0x0A (RopSetProperties)
LogonIndex: 0x0
HandleIndex: 0x01

ogonlndex: 0x01
ndleIndex: 0x01
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PidTagDeferredSendTime of the message identified by its handleIndex 0x1 was set to
11:11:39PM 02/14/2008 (UTC). The client intends to defer the submission until 11:11:39PM
02/14/2008.

4.2.2 ROP Response Buffer
The ROP response buffer in this example would look like:
0000: OA 01 00 00 00 0O 00 0O

0000: 32 01 00 00 00 OO

The composition of the response buffer is as follows:
ROPId: 0x0A (RopSetProperties)

HandleIndex: 0x01

ReturnValue: 0x00000000 (ecNone)
ProblemPropertyTagCount: 0x0000 ‘

ROPId: 0x32 (RopSubmitMessage)
Handlelndex: 0x01
ReturnValue: 0x00000000 (ecNon:

. If the RopSubmitMessage was issued after this
ubmission until the current time is equal to or is later than

ROP Request Buffer
he ROP request buffer in this example would look like:

34 00 00 01 00 00 03 b4-79 ca 47 01 00 00 03 b7 4
0010: e6 5f a7
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The composition of the request buffer is as follows:

ROPId: 0x34 (RopAbortSubmit)

LogonIndex: 0x00

HandleIndex: 0x00

Folderld: 0001-0003b479ca47 (the Folderld of the parent folder)
Messageld: 0001-0003b7e65fa7 (the message Id of the message submitted)

The message identified by its handleIndex 0x00 was submitted previously. While the'message
is still queued in the server, the client sends RopAbortSubmit request related to this message
to terminate the submission.

4.3.2 ROP Response Buffer

The ROP response buffer in this example would look like:
0000: 34 00 00 00 00 OO

The composition of the response buffer is as follows:
ROPId: 0x34 (RopAbortSubmit)

HandleIndex: 0x00

ReturnValue: 0x00000000 (ecNone)

The response message indicates RopAbertSubmit succeeded. The message has been removed
from the server. The mfUnsent bit is sét (restoréd) and mfSubmitted bit is cleared on the
message's PidTagMessageFlags. Ufiless another RopSubmitMessage is issued on this message
object, the message will not be sent.

4.4 Sending an E-mail from a Messaging User to Another Messaging User

Consider the following'seenario: Joe Healy needs to send a high importance e-mail to inform
his customer, Ed Bantijithat the order request form that Ed sent needs to be signed. Joe also
wants to get a réad receipt whemEd read this e-mail. The following is a description of what a
client might do to accomplishdoe's'intentions and the responses a server might return.

To create an e-mail object, the client uses RopCreateMessage. The server returns a success
code@nd a handle to @meSsage object. Joe types in the e-mail subject and message text (plain
text format). The client sets the e-mail to high importance following Joe's wish and also his
request to getread receipt, and then uses RopSetProperties to transmit Joe's e-mail message
data'to the server

Property Property | Type Value
ID
PidTagBody 0x1000 0x001f (PtypString) | "Please sign the order
request.\LF\CR"
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Property Property | Type Value

ID
PidTagMessageClass 0x001A 0x001F (PtypString) | "IPM.Note"
PidTagMessageFlags 0x0EO07 0x0003 mfUnsent

(PtypInteger32)

PidTagConversationTopic 0x0070 0x001f (PtypString)
PidTagConversationIndex 0x0071 0x0102 (PtypBinary)
PidTagImportance 0x0017

PidTagMessageDeliveryTime

0xOE06

1:53:00.000

PidTagReadReceiptRequested

0x002

0x01 (TRUE)

PidTagSentMailSer[D‘

PidTaglconIn

21 bytes

01 01 0000 0000 10
e7

c1 00 00 00 00 00 00
00

0000000000

1080

0x0003
(PtypInteger32)

OxFFFFFFFF

0x5909

0x0003
(PtypInteger32)

0x00000001 Plain
Text

0x0E28

0x001F (PtypString)

000000023659R9-
All/o=First
Organization/ou=Exch
ange Administrative
Group
(FYDIBOHF23SPDL
T)/cn=Recipients/cn=J
oeHealy Microsoft
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Property

Property | Type
ID

Value

Exchange

PidTagNextSendAcct

0x0E29 | 0x001F (PtypString)

PidTagMessageLocaleld

0x3FF1

PidTagReportTag

0x0031

0000: 50 43 44 4‘45 4
0010: 00 00 00 00 00, 00 O

ail to Ed Banti as the primary r

100 bytes (See Note 1
below)

00 00 00
00 00 00 00 00
ce 17 75 e8 64
9¢c 52 db fb 5a
10 00 00 00 £d
1b da Oc 38 01

ecipient. The client locates Ed

ess data entry from the client's address book and adds Ed Banti's address data to

Value

Description

0x00000001

Row id number
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RecipientType 0x00000001 primary recipient

DataSize 399

RecipientFlag 0x0651 AddressType.EXCH
DisplayName
XmitSameAsDisplay

DNPrefixLen 0x5A (90)

EX-Address.Type 0x00000000

EX-Address.EmailAddress edbanti

DisplayName

SimpleDisplayName ’

The client adds additional p

Property Type Value
PidTagObjectTyp 0x0003 0x00000006
(PtypInteger32) (MAILUSER)
0x3900 0x0003 0x00000000
(PtypInteger32) DT MAILUSER
0x39FF 0x001F Ed Banti
(PtypString)
gSmtpAddress 0x39FE 0x001F edbanti@example.com
(PtypString)
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PidTagSendInternetEncoding | 0x3A71 0x0003 0x00000000
(PtypInteger32)

PidTagNickName 0x6001 0x001F edbanti@example.com
(PtypString)

PidTagAccount 0x3A00 0x001F edbanti
(PtypString)

PidTagDisplayTypeEx 0x3905 0x0003
(PtypInteger32)

PidTagRecipientTrackStatus Ox5SFFF 0x0003

PidTagRecipientResourceState | 0xSFDE ")(0003

PidTagRecipientFlags

0x5FFD

0x00000001

PidTagRecipientDispla)‘me

Ed Banti

PidTagRecipientEn

0x0102

126 bytes

0010:
0020:
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(see the sample value
for
PidTagRecipientEntryld
following this table)

0x5FDF 0x0003 0x00000000
(PtypInteger32)
00 00 00 00 dc a7 40 c8-cO 42 10 la b4 b9 08 00

2b 2f el 82 01 00 00 00-00 00 00 00 2f 6f 3d 46
69 72 73 74 20 4f 72 67-61 6e 69 7a 61 74 69 6f

660f 76




0030: 6e 2f 6f 75 3d 45 78 63-68 61 6e 67 65 20 41 64
0040: 6d 69 6e 69 73 74 72 61-74 69 76 65 20 47 72 6f
0050: 75 70 20 28 46 59 44 49-42 4f 48 46 32 33 53 50
0060: 44 4c 54 29 2f 63 6e 3d-52 65 63 69 70 69 65 6e
0070: 74 73 2f 63 6e 3d 65 64-62 61 6e 74 69 00

Last, Joe sends the e-mail. The client sets the calculated subject properties on the e-mai

Property PropertyID | Type

PidTagSubjectPrefix 0x0003 0x001F (PtypString)

PidTagNormalizedSubject | 0xOE1D 0x001F (PtypString

The client then sends a RopSubmitMessage re

and recipient address data entry details, plea
documents.

4.5 Message with Voting

The complete conte idLi eam in this example are show below. The other
to voting, and are omitted.

00-00 00 03 59 65 73 08 49
00-03 59 65 73 00 00 00 00
00-00 02 00 00 00 02 00 00
FF-FF 04 00 00 00 02 4E 6F
74-65 00 02 4E 6F 00 00 00
00-00 00 02 00 00 00 02 00
FF-FF FF 04 00 00 00 05 4D
4D-2E 4E 6F 74 65 00 05 4D
0080: 61 79 62 65 00 00 00 00-00 0O OO 00 00 01 0O 00
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0090: 00 02 00 00 00 02 00 00-00 03 0O 00 00 FF FF FF
00AO0: FF 04 01 03 59 00 65 00-73 00 03 59 00 65 00 73
00BO: 00 02 4E 00 6F 00 02 4E-00 6F 00 05 4D 00 61 00
00CO: 79 00 62 00 65 00 05 4D-00 61 00 79 00 62 00 65
00DO: 0O

The first 6 bytes contain the Version and Count fields as described in section 2.2.1
0000: 02 01 03 00 00 0O
Version: 0x0102
Count: 0x00000003

This indicates that this structure contains three VoteOptions.
byte 0x0006.

0006: 04 00 00 00 03 59 65 73—& 49 50
0016: 65 00 03 59 65 73 00 00-00 0 00
0026: 00 00 00 02 00 00 00 O 1 00 00 00 FF
0036: FF FF FF
VerbType: 0x00000004
DisplayNameCofit: 0x03

terminated): "Yes"

eaders: False (0x00000000)
Internal4: 0x00000001

SendBehavior: 0x00000002 (SendPrompt)
Internal5: 0x00000002

ID: 0x00000001
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Internal6: OxFFFFFFFF

The second and third VoteOption structures (for "No" and "Ma ybe") begin at bytes 0x0039
and 0x006A respectively. The third VoteOption concludes at byte 0x00A0, and byte 0x00A1
begins the Version?2 field.

00A1: 04 01
Version2: 0x0104

This is followed by three VoteOptionExtras structures; a parallel array containi
information about the three VoteOption structures seen earlier. The first
0x00A3.

00A3: 03 59 00 65 00 73 00 03-59 00 65 00
DisplayNameCount: 0x03
DisplayName: Unicode String (not null &ninate
DisplayNameCountRepeat: 0x03
DisplayNameRepeat: Unicode String (n:

ed through a protocol which is not the
ome other standard such as POP3. Her personal

alizes, it sends a RopSetSpooler request to inform that the mail
¢ for routing mail to the messaging transport:

000: 47 06 00

The'‘composition of the bytes is following:
Ropld: 0x47 (RopSetSpooler)
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Logonld: 0x06
InputHandlelndex: 0x00 (Handle to the logon object)

4.6.1.2 ROP Response Buffer
The server then returns a response buffer:
0000: 47 00 00 00 00 0O

The composition of the response buffer is as follows:
Ropld: 0x47 (RopSetSpooler)

InputHandlelndex: 0x00

ReturnValue: ecNone (Success)

4.6.2 Submission of the Message to the Spo%r

property or somehow informing the spooler whi to use<9>. The server places
the message in the spooler queue folder is folder is returned in the response

Next, the client fin aced in the spooler queue folder. Through an
it determines that it can handle the message<10>. It

ogonld: 0x06
tHandleIndex: 0 (Handle to the logon object)
Messageld: 0001-0003bb9731a7

LockState: 0x00 (lock)
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4.6.3.2 ROP Response Buffer
The server then returns a response buffer:
0000: 48 00 00 00 00 0O

The composition of the response buffer is as follows:
Ropld: 0x48 (RopSpoolerLockMessage)
InputHandlelndex: 0x00

ReturnValue: ecNone (success) (0x00000000)

4.6.4 Determination of the Transport Folder

uted to
. The client
a temporary folder for

The client determines the server (Ellen's work server) that
(which may be the same or different than the sefver holding
sends a RopGetTransportFolder request to reque
transport.

4.6.4.1 ROP Request Buffer
0000: 6D 07 01

omposition of the response buffer is as follows:
Ropld: 0x6D (RopGetTransportFolder)
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InputHandlelndex: 0x01
ReturnValue: ecNone (success) (0x00000000)
FID: 0001-000000000025

4.6.5 Sending the Message

The client examines the locked message, does any processing needed (for example,
determining whether there are any recipients that it knows the server cannot delive
creates a copy of the message to be delivered in the folder just retrieved using th

The client then sends a RopTransportSend request to have the server ac
message.

4.6.5.1 ROP Request Buffer ‘
0000: 4A 07 00

The composition of the bytes is following:
Ropld: 0x4A (RopTransportSend)
Logonld: 0x07 ‘

InputHandlelndex: 0x00 (H RopCreateMessage)

4.6.5.2 ROP Res
The server the
01

ition of the response buffer is as follows:

eturnValue: ecNone (success) (0x00000000)
opertiesReturned: 0x01 (TRUE)

720176

[MS-OXOMSG] - v0.2

E-mail Object Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008



4.6.6 Marking the Message as Ready for Post-Send Server Processing

Finally, the client sends the RopSpoolerLockMessage request with the finish flag to the server
to have it do any post-processing on the sent message:

4.6.6.1 ROP Request Buffer
0000: 48 06 00 01 00 00 03 BB-97 31 A7 02

The composition of the bytes is following:

Ropld: 0x48 (RopSpoolerLockMessage)

Logonld: 0x06

InputHandlelndex: 0x00 (Handle to the logon object)
Messageld: 0001-0003bb9731a7

LockState: 0x02 (finish) ‘

4.6.6.2 ROP Response Buffer
The server then returns a response buffer:
0000: 48 00 00 00 00 00

Considerations for Implementers
al security considerations specific to the [MS-OXOMSG] protocol. General
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6 Appendix A: Office/Exchange Behavior

The information in this specification is applicable to the following versions of
Office/Exchange:

e Office 2003 with Service Pack 3 applied
e Exchange 2003 with Service Pack 2 applied
e Office 2007 with Service Pack 1 applied
e Exchange 2007 with Service Pack 1 applied

Exceptions, if any, are noted below. Unless otherwise specified, any statement of optional
behavior in this specification prescribed using the terms SHOULD or SHOULD NOT
implies Office/Exchange behavior in accordance with the SHOULDfor SHOULED NOT
prescription. Unless otherwise specified, the term MAY implies that Offie€/Exchangey
does not follow the prescription.

<1> Section 2.2.1.4: PidTagDeferredDeliveryTime is honored by, Exchange Server 2003 SP2.
Starting from Exchange 2007 SP1, only PidTagDefémrédSendTime is used. A client SHOULD
set both PidTagDeferredDeliveryTime and PidTagDeferrédSendTime for deferred delivery
message before submission.

<2> Section 2.2.1.8: Outlook computes thiswalue mostof the time, and does not store the
result on the object.

<3> Section 2.2.2.23: Onseport messages, the valueof the PidTagSubjectPrefix property is
typically set as :

Delivery receipts: “Delivered:="

Read receipts: “Read.

Sender Responsgfon read receipt request: “Approved: ”
Non-deliverable receipts: “Undeliverable:

Non-read receiptsi“Not Read: “read: ”

<4>Section 2.2.4.3.1: EXamples of address types are: “EX”, “MAPIPDL”, “SMTP”, “MHS”,
“PROES?, “X400”. It’s possible there are other custom address types generated by third-party
applications,

<5= Section 3.1%5.1.2: Office 2007 SP1 also uses PidLidVerbStream for non-voting
telated actions not covered in this protocol. Each of this actions has a specific VerbType
associated with it. The format of the VoteOption structure is identical for these non-
voting related actions; however, the internal values specific in the struct will vary. Future
verstons of Office may further define additional VerbTypes; it is therefore advised that
clients ignore VoteOption structures which do not specify VerbTypes that they
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understand. Likewise, Office 2007 SP1 ignores VoteOption structures with unknown
VerbTypes.

<6> Section 3.1.5.1.4: Office 2007 SP1 uses a system similar to meeting responses in
order to track voting options. When it receives a voting response, it finds the initial

voting message in the sent mail folder. It then updates the recipients table for the
recipient who sent the response to store the index of their response. If the user op
voting message from the sent mail folder, it then sums the total of each respon
thus far from the recipient table and displays it to the user.

<7> Section 3.1.5.3: Outlook writes to the property PidTagNextSendAcct to.a
value before submitting the message via RopSubmitMessage to inform t
mail transport to use.

above and Exchange 2007 SP1.

<9> Section 4.6.2: Outlook's mail spooler uses the value of
determine the desired mail transport.

<10> Section 4.6.3: Outlook examines the property
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