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Specification

Intellectual Property Rights Notice for Protocol Documentation

e Copyrights. This protocol documentation is covered by Microsoft copyrights.
Regardless of any other terms that are contained in the terms of use for the
Microsoft website that hosts this documentation, you may make copies of it in
order to develop implementations of the protocols, and may distributeyportiens of
it in your implementations of the protocols or your documentation ag‘necessary, to
properly document the implementation. This permission als@ appli€s to any ¥
documents that are referenced in the protocol documentation.

e No Trade Secrets. Microsoft does not claim anghtrade secret rightsm this
documentation.

e Patents. Microsoft has patents that may coveryour impleémentations of the
protocols. Neither this notice nor Mi€rosoft's delivery of the documentation grants
any licenses under those or any other Microsoft patents. However, the protocols
may be covered by Microsoft’sfOpen Specification Promise (available here:
http://www.microsoft.com/interop/osp/default.mspx). If you would prefer a
written license, ot if the ptotocols are noticovered by the OSP, patent licenses are
available by contacting protocol@microseff:com.

e Trademarks) The names,of companies and products contained in this
documentation may be covered by trademarks or similar intellectual property
rights. Thismetice does not grant any licenses under those rights.

Reservation of Rights. All other rights are reserved, and this notice does not grant any
rights other thanyspécifically described above, whether by implication, estoppel, or
otherwise.

Preliminary Documentation. This documentation is preliminary documentation for these
protocols. Sinee the documentation may change between this preliminary version and the
final version, there are risks in relying on preliminary documentation. To the extent that you
incur additional development obligations or any other costs as a result of relying on this
preliminary documentation, you do so at your own risk.
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1 Introduction

A folder is a messaging object that serves as the basic unit of organization for messages.
Folder operations provide a way to manipulate folder properties and messages inside the
folder.

This document specifies the following:

Folder objects
The remote operations (ROPs) available to manipulate Folder objects
The behavior of ROPs and their parameter descriptions
General folder properties

and requirements that are specified in [MS-OXCROPS]. Thos

not repeated in this specification.

1.1  Glossary ¢

The following terms are defined in the [MS-OXGLO
ANSI character set
contents table
entry ID

FAI contents table ‘
folder

folder assoc

property tag
public folder
remote operation (ROP)
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replica
ROP request buffer
ROP response buffer

rule

special folder
store
Unicode

The following data types are defined in [MS-OXCDATA]:
PtypBinary
PtypBoolean
PtypInteger32
PtypInteger64
PtypString
PtypTime

The following terms are specific to this docum

content indexing: Sec full text search.

time. The backup item is referred to as a soft deleted
essaging client to access, restore, or permanently delete

as described in [RFC2119]. All statements of optional behavior use either
SHOULD, or SHOULD NOT.

References

.1 Normative References

[ XCDATA] Microsoft Corporation, "Data Structures Protocol Specification", April

2008.
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http://en.wikipedia.org/wiki/Document
http://en.wikipedia.org/wiki/Database
http://en.wikipedia.org/wiki/Search_engine

[MS-OXCMSG] Microsoft Corporation, "Message and Attachment Object Protocol
Specification", April 2008.

[MS-OXCNOTIF] Microsoft Corporation, "Core Notifications Protocol Specification", April
2008.

[MS-OXCPERM] Microsoft Corporation, "Exchange Access and Operation Permissions
Specification", April 2008.

[MS-OXCPRPT] Microsoft Corporation, "Property and Stream Object Protocol
Specification", April 2008.

[MS-OXCROPS] Microsoft Corporation, "Remote Operations (ROP) Li
Protocol Specification", April 2008.

[MS-OXCRPC] Microsoft Corporation, "Wire Format Protocol

2008.

[MS-OXODLGT] Microsoft Corporati
Specification", April 2008.
[MS-OXOMSG] Microseft Corpora ct Protocol Specification", April 2008.

[MS-OXORULE osoft ration, ail Rules Protocol Specification", April 2008.

[MS-OXOSFLD] Corpor "Special Folders Protocol Specification", April

ration, "Search Folder List Configuration Protocol

oft Corporation, "Office Exchange Protocols Master Property List
|, April 2008.
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1.2.2 Informative References

None.

1.3 Protocol Overview (Synopsis)

A folder is an object in a messaging store that serves as the basic unit of organization for
messages. Folders are arranged hierarchically, and contain properties, messages, folder
associated information (FAI), and other folders.

There are three kinds of folders:

Root folders. Every message store has a root folder. The root folder appears‘atthe top of
the folder hierarchy and can contain properties, messages and other foldétsiRoot folders
cannot be moved, copied, renamed, or deleted. There is only one rogt folder foreach
message store. 'S

Generic folders. Like root folders, generic folders contain me§sages and other folders.
Unlike root folders, they can be moved, copied, renamed, @and deleted. Generiedolders can
be created within the root folder or other generic foldeg$yThe folder 1 which the new
folder is created is referred to as the parent folder of the newsfolder. Generic folders that
have the same parent are called sibling folders.

Search folders. A search folder contains a listiof references to messages that are compiled
by the server according to a set of criterialgiventoithe folder. As such, a search folder
cannot contain any real objects. Any operation on a messagereferenced in a search folder
is performed on the message in theffolder that actually.contains it. For more details about
search folders including usagesgtestrictions and notes, see [MS-OXOSRCH].

1.3.1 Manipulation

Clients send ROPs'to'ereate, copypand delete felders, to copy or move messages, and modify
folder permissions. Fot more details about folder permissions, see [MS-OXCPERM].

1.4 Relationship to Other Protocols

The Folder Object Prédtocol Specification relies on the following:

¢ . Anunderstanding of the Office Exchange Protocols System Overview, as specified in
[MS-OXPROTOJ.

e Anunderstanding of messaging, as specified in [MS-OXCMSG], and of message
objects, as specified in [MS-OXOMSG].

e Anunderstanding of search folders, as specified in [MS-OXOSRCH].

e Anunderstanding of properties, as specified in [MS-OXPROPS], and of setting
properties on message and Folder objects, as specified in [MS-OXCPRPT].
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¢ An understanding of the message store as specified in [MS-OXCSTOR], and of
manipulating tables in the message database, as specified in [MS-OXCTABL] and
[MS-OXCNOTIF].

e Anunderstanding of permissions applied to folders, as specified in [MS-OXCPERM].

1.5 Prerequisites/Preconditions

This specification assumes the messaging client has previously logged on to the server.and has
acquired a handle to the object on which it is going to operate. Methods to open the ebject and
acquire a handle are dependent on the object type and are specified [MS-OXCSTOR] for
stores and [MS-OXCMSG] for messages.

1.6 Applicability Statement

This protocol is designed to provide a hierarchical organization model for mgssages ina store.

1.7 Versioning and Capability Negotiation

None.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignmen(ts

None.
2 Messages

2.1 Transport

The ROP requést buffers and ROP response buffers specified by this protocol are sent to
and received ftom thegerver respeetively by using the underlying Wire Format Protocol
Specification, as spéetfied in [MS-OXCRPC].

2.20 Message Syntax

Folder objeetsican be created and modified by clients and servers. Except where noted below,
thiséection defines constraints under which both clients and servers operate when creating and
nlodifying Folder objects.

‘The following sections specify the format of ROP request buffers that are specific to folder
operations. Before sending these requests to the server, the client MUST be logged on to the
server, and MUST open or acquire handles to the messaging objects used in the ROP requests.
For more details regarding logging on to the server, including usages, restrictions and notes,
see [MS-OXCSTOR]. Also, ROPs that require a folder ID (FID) or message ID (MID)
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MUST acquire those IDs for the objects to be used in the ROP requests. For more details
regarding acquiring MIDs, including usages, restrictions and notes, see [MS-OXCMSG].

2.2.1 RopOpenFolder
RopOpenFolder opens an existing folder.

The client application MUST send a RopRelease request after executing all subsequent
operations on the opened folder.

The syntax of the RopOpenFolder request and response buffers are specified in [
OXCROPS]. This section specifies the syntax and semantics of various fields
specified in [MS-OXCROPS].

2.2.1.1 Request Parameter Overview

2.2.1.1.1 InputHandleIndex

The input handle for this operation is a logon object handle or,
more details about logon objects, see [MS-OXCSTOR].

2.2.1.1.2 OutputHandleIndex
The output handle for this operation is a Folder

2.2.1.1.3 Folderld
The Folderld field contains the FID o

2.2.1.14 OpenModeFl‘
This structure contains a bi t indicates the open folder mode.

The following flag

Name Description
OpenFolder o flags set Indicates opening of an
existing folder.

Indicates opening of an
existing or a soft deleted
folder.

.1.2 Response Parameter Overview

2.1 ReturnValue
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The ReturnValue field indicates the result of the operation. The server MUST return
0x00000000 to indicate success. For more details about common error codes, see [MS-
OXCDATA].

2.2.1.2.2 HasRules

If there are rules on the server associated with this folder, then the server MUST set the
HasRules field value to non-zero. If there are no rules associated with this folder, the flag
value MUST be set to zero.

For more details about rules, see [MS-OXORULE].

2.2.1.2.3 IsGhosted

The IsGhosted field indicates whether the server hosts an active replicaéf the folder. If the
server does not host an active replica of the folder, the server MUST set the IsGhosted, fi
value to non-zero. Otherwise this field value MUST be set to zero, and the résponse buffer
MUST contain the ServerCount, CheapServerCount and Servers fields. The IsGhosted
field is only present for folders in public stores.

For more details about ghosted folders, see RopPublicFolderIsGhosted in [MS-OXCSTOR].

2.2.1.2.4 ServerCount

The ServerCount field contains the number of servers that have a replica of the folder.
This field is only present if the IsGhosted.ficld is non-zete.

For more details about the ServerCount ficld, sec ROPPublicFolderIsGhosted in [MS-
OXCSTOR].

2.2.1.2.5 CheapServerCount

The CheapServerCount field contains the number of the cheapest, same cost servers at the
front of the server list.

This field is onlyfjpresent if the.IsGhosted field is non-zero.

For more details aboutithe CheapServerCount field, sce ROPPublicFolderIsGhosted in
[MS-OXESTOR].

2.2.1.2.6 Servers

The Servers field contains a list of null-terminated strings that specify which servers have
replicas of this foelder.

This field is only present if the IsGhosted field is non-zero.

For more details about the Servers field, see the ROPPublicFolderIsGhosted in [MS-
OXESTOR].
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2.2.2 RopOpenPublicFolderByName

RopOpenPublicFolderByName is used to open an existing folder in a database based on its
name.

The client application MUST send a RopRelease request after executing all subsequent
operations on the opened folder.

The syntax of the RopOpenPublicFolderByName request and response buffers are specified
in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields are
not fully specified in [MS-OXCROPS].

2.2.2.1 Request Parameter Overview

2.2.2.1.1 InputHandleIndex

The input handle for this operation is a logon object handle or a Folder
more details about logon objects, see [MS-OXCSTOR].

2.2.2.1.2 OutputHandleIndex
The output handle for this operation is a FO]dCI‘&]CCt handle:

2.2.2.1.3 NameSize

The NameSize field contains the size of the ing the NULL character.

2.2.2.1.4 Name

The Name field contains the NU
name of the public folder."The folde
does not include the path inf¢ ion i r a mailbox or public folder.

alue MUST be set to zero.
more details about rules, see [MS-OXORULE].

2.2.2.2.3 IsGhosted
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The IsGhosted field indicates whether the server hosts an active replica of the folder. If the
server does not host an active replica of the folder, the server MUST set the IsGhosted field
value to non-zero. Otherwise this field value MUST be set to zero, and the response buffer
MUST contain the ServerCount, CheapServerCount and Servers ficlds. The IsGhosted
field is only present for folders in public stores.

For more details about ghosted folders, see RopPublicFolderIsGhosted in [MS-OXCSTOR]:

2.2.2.2.4 ServerCount
The ServerCount field contains the number of servers that have a replica of the folder.
This field is only present if the IsGhosted field is non-zero.
For more details about the ServerCount field, see RopPublicFolderIsGliosted in [MS-
OXCSTOR].

4
2.2.2.2.5 CheapServerCount

The CheapServerCount field contains the number of the cheapest, same,cost Senvers at the
front of the server list.

This field is only present if the IsGhosted field is nonszero.

For more details about the CheapServerCount ficld, see:RopPublicEolderIsGhosted in
[MS-OXCSTOR].

2.2.2.2.6 Servers

The Servers field contains a list of aull-terminated strings that specify which servers have
replicas of this folder.

This field is only present if the lsGhosted field is non-zero.
For more details about'ithe Serversifield, sscRopPublicFolderIsGhosted in [MS-OXSTOR].

2.2.3 RopCreatéFoldex

RopCreateFolder creates a new'subfolder. This ROP creates either public folders or private
mailbox folders.

The client application MUST send a RopRelease request after executing all subsequent
operations,on the created folder.

The syntax of the RopCreateFolder request and response buffers are specified in [MS-
OXEROPS]. This section specifies the syntax and semantics of various fields that are not fully
specified in [MS-OXCROPS].

2:2.3.1 Request Parameters Overview

2.2.3.1.1 InputHandleIndex
The input handle for this operation is a Folder object handle.
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2.2.3.1.2 OutputHandleIndex
The output handle for this operation is a Folder object handle.

2.2.3.1.3 FolderType
The FolderType field contains the type of folder to be created. One of the following values

MUST be used:

Value Folder Type
0x01 generic folder
0x02 search folder

2.2.3.1.4 UseUnicodeStrings
The UseUnicodeStrings value MUST be non-zero if Display
formatted in Unicode. Otherwise the UseUnicodeStrings

2.2.3.1.5 OpenExisting

2.2.3.1.6 Reserved
Client applications MUWet this

2.2.3.1.7 Display

erminated folder display name string. This
er's PidTagDisplayName property.

The Co n a null-terminated folder comment string associated with
mes the value of the new folder's PidTagComment property.

ReturnValue field indicates the result of the operation. The server MUST return
Jx00000000 to indicate success. For more details about common error codes, see [MS-
DATA].

2.2.3.2.2 Folderld

The Folderld field contains the FID of the folder created or opened.
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2.2.3.2.3 IsExistingFolder

If the name given by FolderDisplayName in the request buffer already existed, the server
MUST set the IsExistingFolder field value to non-zero. If the folder did not exist, the server
MUST set the IsExistingFolder field value to zero. The following fields MUST be present
only if the FolderExistsFlag is non-zero.

2.2.3.2.4 HasRules

If there are rules on the server associated with this folder, then the server MUST set thé
HasRules field value to non-zero. If there are no rules associated with this folder, the’flag
value MUST be set to zero. HasRules field is present only if IsExistingFolderdsinon-zero
and it is a public folder store.

For more details about rules, see [MS-OXORULE].

2.2.3.2.5 IsGhosted y

The IsGhosted field indicates whether the server hosts an active replicaof thexfolder. If the
server does not host an active replica of the folder, the serves MUST setIsGhosted ficld value
to non-zero. Otherwise this field value MUST b€ set to zero, and the responsébuffer MUST
contain the ServerCount, CheapServerCount and Servers fields. The IsGhosted field is
only present for folders in public stores.

For more details about ghosted folders, see ROPPublicFolderIsGhosted in [MS-
OXCSTOR].

2.2.3.2.6 ServerCount

The ServerCount field €ontains the aumber of servers that have a replica of the folder.
This field is only present if the IsGhosted field is non-zero.

For more details about the ServerCeunt ficld, see ROPPublicFolderIsGhosted in [MS-
OXCSTOR].

2.2.3.2.7 CheapServerCount

The CheapServerCount field contains the number of the cheapest, same cost servers at the
front of the server list.

Thisfield is only presentif the IsGhosted field is non-zero.

For more details about the CheapServerCount field, sce ROPPublicFolderIsGhosted in
[MS-OXCSTOR].

2.2.3.2.8 Servers

The Servers field contains a list of null-terminated strings that specify which servers have
replicas of this folder.

This field is only present if the IsGhosted field is non-zero.
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For more details about the Servers field, see ROPPublicFolderIsGhosted in [MS-
OXSTOR].

2.2.4 RopDeleteFolder

RopDeleteFolder removes a subfolder. By default, RopDeleteFolder operates only on empty
folders, but it can be used on non-empty folders by setting the DeleteFolderFlags to also
delete the subfolders and messages inside the folder.

The syntax of the RopDeleteFolder request and response buffers are specified in [
OXCROPS]. This section specifies the syntax and semantics of various fields that
specified in [MS-OXCROPS].

2.2.4.1 Request Parameter Overview

2.2.4.1.1 InputHandleIndex
The input handle for this operation is a Folder object handle.

2.2.4.1.2 DeleteFolderFlags
This structure contains a bitmask of flags that contro

By default, RopDeleteFolder only operates on
on non-empty folders by setting two flags: DEL ™
DEL_FOLDERS flag enables all of the folder's sub
DEL_MESSAGES flag enables all o ! to be removed.

RopDeleteFolder causes a hard de i LETE_HARD DELETE flag
is set.

be used successfully
_ MESSAGES. The

The following flags can be s

Description

Delete all the messages in
the folder.

Delete the subfolder and all
of its subfolders.

0x10 Indicates hard deletion of
the folder.

ARD DELETE

.2.4.1.3 Folderld
olderld field contains the FID of the folder to be deleted.
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2.2.4.2 Response Parameter Overview

2.2.4.2.1 ReturnValue

The ReturnValue field indicates the result of the operation. The server MUST return
0x00000000 to indicate success. For more details about common error codes, see [MS-
OXCDATA].

2.2.4.2.2 PartialCompletion

If the operation failed for a subset of targets, the PartialCompletion field value is
Otherwise, the PartialCompletion field value is zero.

2.2.5 RopDeletePublicFolderByName

RopDeleteFolderByName deletes a subfolder by name. The subfolde
parent folder or the root folder, and it does not include path information®

The syntax of the RopDeletePublicFolderByName request
specified in [MS-OXCROPS)]. This section specifies the s
fields that are not fully specified in [MS-OXCR‘S].

2.2.5.1 Request Parameter Overview

2.2.5.1.1 InputHandleIndex

The input handle for this operation is a

2.2.5.1.2 DeleteFolder

lj bgs
a bitmask of ow to delete the folder. The following
S.

This structure contains

Description

Deletes the messages of the
folder.

Deletes subfolders.

ARD DELETE 0x10 Indicates hard deletion of
the folder.

.3 NameSize

The NameSize field contains the size of the folder name including the NULL character.
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2.2.5.1.4 Name

The Name field contains a null-terminated string that is the name of the folder.
2.2.5.2 Response Parameter Overview

2.2.5.2.1 ReturnValue

The ReturnValue field indicates the result of the operation. The server MUST return

0x00000000 to indicate success. For more details about common error codes, see [MS#
OXCDATA].

2.2.5.2.2 PartialCompletion

If the operation failed for a subset of targets, the PartialCompletion field valueis non-zero.
Otherwise, the PartialCompletion field value is zero. .

2.2.6 RopSetSearchCriteria

RopSetSearchCriteria establishes search criteria for a search folder. The search eriteria are
made up of a restriction (the filter to be applied)@nd a search seope (actual'folders where the
content will be searched).

A search folder contains links to the messages that meet the search €riteria; the actual
messages are still stored in their original locations:

Clients create a search folder by calling RepCreateFolder with'the FolderType input
parameter set to search folder type. Cliénts fill a search folder by setting up and applying
search criteria that determine whichamessages atelincluded in the folder with particular
characteristics. The sear€h’criteria are specified with RopSetSearchCriteria.
RopSetSearchCriteria usesaestrictions eteated by the client and the list of folders indicating
the search scope td identify the messages thatunatch the specified restriction. The messages
that satisfy the criterta appear as links in the search folder. When the client calls
RopGetContentsTable toiaccess the search folder's contents table, the selected messages
appear in the tablé., Conténts tables for search folders contain the same columns as contents
tables for genefic folders. Howewver, for search folders, the PidTagParentEntryid property is
the entry identifier ofthe foldér where the linked message resides. For more details about
Restriction; see [MS-OXCDATA]. For more details about search folders, see [MS-
O@XOSRCH].

When the search results are retrieved, a client can choose to keep the folder for later use or to
delete it. Whenythe search folder is deleted, the message objects found in the search are not
deléted, and the aetual messages remain in their parent folders.

The syntax of the RopSetSearchCriteria request and response buffers are specified in [MS-
OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully
specified in [MS-OXCROPS].
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2.2.6.1 Request Parameter Overview

2.2.6.1.1 InputHandleIndex
The input handle for this operation is a Folder object handle.

2.2.6.1.2 RestrictionDataSize

The RestrictionDataSize field value contains the length of the RestrictionData field. If the
value 0 is passed in the RestrictionDataSize field, the search criteria used most rece

this container is used again. The value 0 MUST NOT be passed in RestrictionDataSi
the container's first search.

2.2.6.1.3 RestrictionData

This field contains a Restriction. For more details about the structure o
Restriction in [MS-OXCDATA].

2.2.6.1.4 FolderIdCount
The FolderIdCount field contains the number . If the value 0
is passed in the FolderIdCont field, the entry identifiers use search this

container are used for the new search. The value 0 sed in FolderldCount
for the first search within a container.
2.2.6.1.5 Folderlds

This is a list of FIDs of the folders tha

2.2.6.1.6 SearchFlags ‘
This structure contains a bi control the search for a search folder.
For more details on t the search, see section 3.2.4.7.

The following fla

Value Description

0x00000001 | Request server to abort the
search. This flag cannot be set

at the same time as the
RESTART SEARCH flag.

0x00000002 | The search MUST be initiated
if this is the first call to
RopSetSearchCriteria; or if
the search MUST be restarted,
or if the search is inactive. This

START_SEARCH
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Name

Value

Description

flag cannot be set at the same
time as the STOP_SEARCH
flag.

RECURSIVE_SEARCH

0x00000004

The search MUST include the
containers specified in the
folder list in the reque

SHALLOW_SEARCH

0x00000008

SIVE_SEARCH
flag. Passing neither
CURSIVE_SEARCH or
SHALLOW_SEARCH
indicates that the search will
use the flag from the previews
execution of
RopSetSearchCriteria.
Passing neither for the first
search defaults on
RECURSIVE_SHALLOW.

FOREGRO

0x00000010

Request the server to run this
search at a high priority
relative to other searches. This
flag cannot be set at the same
time as the
BACKGROUND_SEARCH
flag.

CKGROUND_SEARCH

0x00000020

Request the server to run this
search at normal priority
relative to other searches. This
flag cannot be set at the same
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Name Value Description

time as the
FOREGROUND_SEARCH
flag. Passing neither
FOREGROUND_SEARCH
or
BACKGROUND_SEARCH
indicates that the sea
use the flag from the previo
execution of

RopSetSes ¢\ a.
Passing detther on the

search default \
BACKGR(O SE H.

CONTENT_INDEXED_SEARCH 0x00010000 se conten I'search

. exclusive

NON_CONTENT _INDEXED SEARCH | 0x00020000 er use content-indexed
seare

STATIC_SEARCH 0x00040000 lake the search static.

2.2.6.2 Response Para%ter Ove

2.2.6.2.1 ReturnValue

The ReturnValue field indica result 6
0x00000000 to indica
OXCDATA].

he operation. The server MUST return
ore details about common error codes, see [MS-

.2.7.1 Request Parameter Overview

equest parameters for this ROP are specified in the [MS-OXCROPS] protocol.

2.2.7.1.1 InputHandleIndex
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The input handle for this operation is a Folder object handle.

2.2.7.1.2 UseUnicode

If results are required in Unicode format, this flag MUST be set to non-zero; otherwise, it
MUST be set to zero.

2.2.7.1.3 IncludeRestriction
If the restriction data is required in the response, this flag MUST be set to non-zero.
it MUST be set to zero.

2.2.7.1.4 IncludeFolders
If the folders list is required in the response, this flag MUST be set to nom-zero.
MUST be set to zero.

2.2.7.2 Response Parameter Overview

2.2.7.2.1 ReturnValue

The ReturnValue field indicates the result of the operation.
0x00000000 to indicate success. For more details al
OXCDATA].

2.2.7.2.2 RestrictionDataSize

The RestrictionDataSize field contai rictionData field in bytes. If the
IncludeRestriction ficld i et to zero, RestrictionDataSize will return
0, regardless of the actu

The RestrictionData field contai
folder.

estriction that specifies the restriction for the search

¢ of a restriction, see Restrictions in [MS-OXCDATA].
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The RopGetSearchCriteria returns a SearchFlags structure containing the state of the
current search. For more details about how the flags are used by the server, see section 3.2.5.7.

The following flags can be returned:

Name Value Description
SEARCH_RUNNING 0x00000001 The search is running.
SEARCH_REBUILD 0x00000002 The search is in the (

intensive mode of

peration,
attempting to ~

SEARCH_RECURSIVE

\ 4

ecified containers and all of
ir child containers for
matching entries. If this flag is
not set, only the containers
explicitly included in the last
call to the
RopSetSearchCriteria are
being searched.

SEARCH_FO

000008

The search is running at a high
priority relative to other
searches. If this flag is not set,
the search is running at a normal
priority relative to other

searches.
H | TIC 0x00010000 The search is static.
ARCH_MAYBE STATIC 0x00020000 The search is still being

evaluated.
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2.2.8 RopMoveCopyMessages

RopMoveCopyMessages moves or copies messages from a source folder to a destination
folder. This ROP applies to both public folders and to private mailboxes.

If the call is being processed asynchronously a RopProgress response MAY be returned
instead of the RopMoveCopyMessages response. For more details regarding RopProgress,
including usages, restrictions and notes, see [MS-OXCPRPT].

The syntax of the RopMoveCopyMessages request and response buffers are specifiedsin
[MS-OXCROPS]. This section specifies the syntax and semantics of various fieldsdhat are not
fully specified in [MS-OXCROPS].

2.2.8.1 Request Parameter Overview

2.2.8.1.1 SourceHandleIndex 'S

The source handle for this operation is a Folder object handle.

2.2.8.1.2 DestHandleIndex

The destination handle for this operation is a Folder object handle.

2.2.8.1.3 MessageldCount

The MessageldCount field contains the nuniber of'messagesito move or copy.

2.2.8.1.4 Messagelds
The Messagelds field contains a listef MIDs to'move or copy.

2.2.8.1.5 WantAsynchronous

The WantAsynchronous field value is set to non-zero to request this ROP’s operation to be
performed asynchronously. For the'@peration to be performed synchronously the
WantAsynchroneus field value is settozero. If the WantAsynchronous field value is non-
zero the RopProgress responsedMAY be returned instead of the RopMoveCopyMessages
Response. Forimore détails regarding RopProgress, including usages, restrictions and notes,
see [MS;OXCPRPTY.

2.2.8.1.6 WantCopy
The WantCopy field MUST be non-zero if this is a copy operation, and MUST be zero if this
1s a move operation.

2.2.8.2 Response Parameter Overview

2.2.8.2.1 ReturnValue
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The ReturnValue field indicates the result of the operation. The server MUST return
0x00000000 to indicate success. For more details about common error codes, see [MS-
OXCDATA].

2.2.8.2.2 PartialCompletion

If the operation failed for a subset of targets, the PartialCompletion field value is non-zero.
Otherwise, the PartialCompletion field value is zero.

2.2.9 RopMoveFolder

RopMoveFolder moves a folder from one parent to another. All the content andsubfolders of
the folder are moved with it.

The move can either be within a private mailbox or public folder, or between publiefolder and
private mailbox. TS

If the call is being processed asynchronously a RopProgress respoiise MAY be returned
instead of the RopMoveFolder response. For more details regarding RopProgress; including
usages, restrictions and notes, see [MS-OXCPRPT].

The syntax of the RopMoveFolder request and response buffersiare specified in [MS-
OXCROPS]. This section specifies the syntax and s€mantics of varieus fields that are not fully
specified in [MS-OXCROPS].

2.2.9.1 Request Parameter Overview

2.2.9.1.1 SourceHandleIndex

The source handle for this operationis @ Folder object handle.

2.2.9.1.2 DestHandleIndex

The destination handle for this operation is a Folder object handle.

2.2.9.1.3 WantAsynchronous

The WantAsynchronoéus ficld value is set to non-zero to request this ROP’s operation to be
performedasynchronously. Hor the operation to be performed synchronously the
WantAsynchronous ficld yalue is set to zero. If the WantAsynchronous field value is non-
zero'the RopProgressresponse MAY be returned instead of the RopMoveFolder Response.
For more details regarding RopProgress, including usages, restrictions and notes, see [MS-
OXCPRPTY:

2.2.9.1.4 UseUnicode

If the NewFolderName field is formatted in Unicode, the UseUnicode ficld value MUST be
non-zero; otherwise, it MUST be set to zero.

2.2.9.1.5 Folderld
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The Folderld field contains the FID of the folder to be moved.

2.2.9.1.6 NewFolderName

The NewFolderName contains a null-terminated new folder name for the moved folder.
2.2.9.2 Response Parameter Overview

2.2.9.2.1 ReturnValue

The ReturnValue field indicates the result of the operation. The server MUST retufh
0x00000000 to indicate success. For more details about common error codes, see,[IMS-
OXCDATA].

2.2.9.2.2 PartialCompletion

If the operation failed for a subset of targets, the PartialCompletion field valtie is non-zeﬁ.
Otherwise, the PartialCompletion field value is zero.

2.2.10 RopCopyFolder

RopCopyFolder creates a new folder on the destination parent folder, copying the properties
and content of the source folder to the new folder. The @peration cambe performed on both
public folders and private mailboxes. All messagésyin the seurce folder'are be duplicated on
the new folder.

If the call is being processed asynchronetisly a RopProgress response MAY be returned
instead of the RopCopyFolder response. Formeore details tegarding RopProgress, including
usages, restrictions and netes, see [MS-OXCPRPT}

The syntax of the RopCopyEelder request and response buffers are specified in [MS-
OXCROPS]. Thisgection speeifies the syntax and semantics of various fields that are not fully
specified in [MS-OXCROPS].

2.2.10.1 RequestParameter Overview

2.2.10.1.1 SourcéHandleIndex

The souree handlefor this operation is a Folder object handle.

2.2.10.1.2 DestHandleIndex

The destination handle for this operation is a Folder object handle.

2:2.10.1.3 WantAsynchronous

‘The WantAsynchronous field value is set to non-zero to request this ROP’s operation to be
performed asynchronously. For the operation to be performed synchronously the
WantAsynchronous field value is set to zero. If the WantAsynchronous field value is non-
zero the RopProgress response MAY be returned instead of the RopCopyFolder response.
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For more details regarding RopProgress, including usages, restrictions and notes, see [MS-
OXCPRPT].

2.2.10.14 WantRecursive

The WantRecursive field MUST be non-zero for all subfolders contained in the source folder
to be duplicated in the new folder, including their properties, messages, and subfolders (in a
recursive manner). Otherwise, it MUST be zero.

2.2.10.1.5 UseUnicode

If the NewFolderName field is formatted in Unicode, the UseUnicode field MUST be non-
zero. Otherwise, it MUST be set to zero.

2.2.10.1.6 Folderld

The Folderld field contains the FID of the folder to copy.

2.2.10.1.7 NewFolderName

The NewFolderName contains a null-terminatedwew folder name string forithe copied
folder.

2.2.10.2 Response Parameter Overview

2.2.10.2.1 ReturnValue

The ReturnValue field indicates the résult of the operation. The server MUST return

0x00000000 to indicate success. Fofmore details about common error codes, see [MS-
OXCDATA].

2.2.10.2.2 PartialCompletion

If the operation failed fora subset of targets, the PartialCompletion field value is non-zero.
Otherwise, the Partial€Completion fieldwalue is zero.

2.2.11 RopEmptyFolder

RopEmptyFolder'is used to soft-delete all messages and subfolders from a folder without
deletifg the folderitself. 16 hard delete all messages and subfolders from a folder, use
RopHardDeleteMessagesAndSubfolders.

Messages that'do not exist, have been moved elsewhere, are open with read/write access, or
aresurrently submitted MUST NOT be deleted by the server.

If'the call is being processed asynchronously a RopProgress response MAY be returned
instead of the RopEmptyFolder response. For more details regarding RopProgress,
meluding usages, restrictions and notes, see [MS-OXCPRPT].
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The syntax of the RopEmptyFolder request and response buffers are specified in [MS-
OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully
specified in [MS-OXCROPS].

22111 Request Parameter Overview

2.2.11.1.1 InputHandleIndex
The input handle for this operation is a Folder object handle.

2.2.11.1.2 WantAsynchronous

The WantAsynchronous field value is set to non-zero to request this ROP’s operation to be
performed asynchronously. For the operation to be performed synchronouslythe
WantAsynchronous field value is set to zero. If the WantAsynchrongus field value is nen-
zero the RopProgress response MAY be returned instead of the RopEmptyFolder respobse.
For more details regarding RopProgress, including usages, restrietions and/motes, see [ MS-
OXCPRPT].

2.2.11.1.3 WantDeleteAssociate
To delete all messages, including the FAI messages4the WantDeleteAssociate field value
MUST be non-zero; otherwise, the WantDeleteAssociate. ficld value MUST be zero.

2.2.11.2 Response Parameter Overview

2.2.11.2.1 ReturnValue

The ReturnValue field ifidicates the result of the'operation. The server MUST return
0x00000000 to indicate success. For more,details about common error codes, see [MS-
OXCDATA].

2.2.11.2.2 PartialCompletion

If the operation failed fora subset of targets, the PartialCompletion field value is non-zero.
Otherwise, the/PartialCompletion field value is zero.

2.2.12 RopHardDeleteMessagesAndSubfolders

RopHardDeleteMessagesAndSubfolders is used to hard delete all messages and subfolders
from afolder without deleting the folder itself.

Messages that do,not exist, have been moved elsewhere, are open with read/write access, or
apé currently submitted, MUST NOT be deleted.

If the call is being processed asynchronously a RopProgress response MAY be returned
mstead of the RopHardDeleteMessagesAndSubfolders response. For more details regarding
RopProgress, including usages, restrictions and notes, see [MS-OXCPRPT].
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The syntax of the RopHardDeleteMessagesAndSubfolder request and response buffers are
specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various
fields that are not fully specified in [MS-OXCROPS].

2.2.121 Request Parameter Overview

2.2.12.1.1 InputHandleIndex
The input handle for this operation is a Folder object handle.

2.2.12.1.2 WantAsynchronous

The WantAsynchronous field value is set to non-zero to request that this ROP’s.@peration be
performed asynchronously. For the operation to be performed synchronouslythe
WantAsynchronous field value is set to zero. If the WantAsynchrongus field value is nen-
zero the RopProgress response MAY be returned instead of the 4
RopHardDeletMessagesAndSubfolders response. For more details,regarding RopProgress,
including usages, restrictions and notes, see [MS-OXCPRPT]q

2.2.12.1.3 WantDeleteAssociated

To delete all messages, including the FAI messages4the WantDeleteAssociated field value
MUST be non-zero. Otherwise, the WantDeleteAssociated field value MUST be zero.

2.2.12.2 Response Parameter Overview

2.2.12.2.1 ReturnValue

The ReturnValue field ifidicates the result of the'operation. The server MUST return
0x00000000 to indicate success. For more,details about common error codes, see [MS-
OXCDATA].

2.2.12.2.2 PartialCompletion

If the operation failed fora subset of targets, the PartialCompletion field value is non-zero.
Otherwise, the/PartialCompletion field value is zero.

2.2.13 RopDeleteMessages

RopDeleteMessages deletes one or more messages from a folder. Messages that do not exist,
have been moved elsewhere, are open with read/write access, or are currently submitted
MUST NOT be deleted. Messages deleted with this ROP are soft deleted.

Ifithe call is being processed asynchronously a RopProgress Response MAY be returned
instead of the RopDeleteMessages Response. For more details regarding RopProgress,
including usages, restrictions and notes, see [MS-OXCPRPT].

The syntax of the RopDeleteMessages request and response buffers are specified in the [MS-
OXCROPS] protocol. This section specifies the syntax and semantics of various fields that are
not fully specified in [MS-OXCROPS].

300f 74

[MS-OXCFOLD] - v0.1

Folder Object Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 4, 2008



2.2.13.1 Request Parameter Overview

2.2.13.1.1 InputHandleIndex
The input handle for this operation is a Folder object handle.

2.2.13.1.2 WantAsynchronous

The WantAsynchronous field value is set to non-zero to request this ROP’s operation to be
performed asynchronously. For the operation to be performed synchronously the
WantAsynchronous field value is set to zero. If the WantAsynchronous field valtie is non-
zero the RopProgress Response MAY be returned instead of the RopDeleteMessages
response. For more details regarding RopProgress, including usages, restrictions‘and notes,
see [MS-OXCPRPT].

2.2.13.1.3 NotifyNonRead 4

If the NotifyNonRead field is zero, the server MUST NOT genérate asnon-read receipt for the
messages deleted. If the NotifyNonRead field value is set to non-zero, the servesdMUST
generate non-read receipts for the messages that are beingdeleted and have tequested read-
receipts. A non-read receipt is a notice that a message was deleted before it was read. For
more details about read receipts, see [MS-OXOMS@G].

2.2.13.14 MessageldCount

The MessageldCount field contains the aumber of messages to'delete.

2.2.13.1.5 Messagelds
The Messagelds field contains the list 0f MIDs of thémessages to be deleted.

2.2.13.2 Réspoense Parameter Overyiew

2.2.13.2.1 ReturnValue

The ReturnValiie tield indicates the result of the operation. The server MUST return
0x00000000 t¢ indicaté success. Fer more details about common error codes, see [MS-
OXCDATA].

2.2.13.2.2 PartialCompletion

If the operatien failed for a subset of targets, the PartialCompletion field value is non-zero.
Otherwise, the PartialCompletion field value is zero.

2.2.14 RopHardDeleteMessages

RopHardDeleteMessages hard-deletes one or more messages that are listed in the request
buffer. Messages that do not exist, have been moved elsewhere, are open with read/write
access, or are currently submitted, MUST NOT be deleted.
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If the call is being processed asynchronously a RopProgress response MAY be returned
instead of the RopHardDeleteMessages response. For more details regarding RopProgress,
including usages, restrictions and notes, see [MS-OXCPRPT].

The syntax of the RopHardDeleteMessages request and response buffers are specified in
[MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not
fully specified in [MS-OXCROPS].

2.2.14.1 Request Parameter Overview

2.2.14.1.1 InputHandleIndex
The input handle for this operation is a Folder object handle.

2.2.14.1.2 WantAsynchronous

The WantAsynchronous field value is set to non-zero to request that this ROP’s operatio%be
performed asynchronously. For the operation to be performed synchronously the
WantAsynchronous field value is set to zero. If the WantAsynchronous fieldwalue is non-
zero the RopProgress response MAY be returned instead@f'ithe RopHardDeleteMessages
response. For more details regarding RopProgress, includingusages, restrictions and notes,
see [MS-OXCPRPT].

2.2.14.1.3 NotifyNonRead

If the NotifyNonRead field is zero, the servet MUST NOT genérate a non-read receipt for the
messages deleted. If the NotifyNonRead field value is settonon-zero, the server MUST
generate non-read receipts for the messages that are being deleted and have requested read-

receipts. A non-read rec€ipt is a notice that a message,was deleted before it was read. For
more details about read receipts, see [MS-©XOMSG].

2.2.14.1.4 MessageldCount

The MessageldCount field,contains‘the,number of messages to delete.

2.2.14.1.5 Messagelds
The Messagelds fi€ld contains the list of MIDs of the messages to be deleted.

2.2.14.2 Response Parameter Overview

2.2.14.2.1 ReturnValue

The ReturnValue field indicates the result of the operation. The server MUST return
0x00000000 to indicate success. For more details about common error codes, see [MS-
OXCDATA].

2.2.14.2.2 PartialCompletion
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If the operation failed for a subset of targets, the PartialCompletion field value is non-zero.
Otherwise, the PartialCompletion field value is zero.

2.2.15 RopGetHierarchyTable

RopGetHierarchyTable is used to retrieve the hierarchy table for a folder. This ROP returns
a Table object on which table operations can be performed. For more details about Table
objects and table operations, see [MS-OXCTABL].

The client application MUST send a RopRelease request after executing all subse
operations on the table handle obtained through this ROP.

The syntax of the RopGetHierarchyTable request and response buffers are sp
OXCROPS]. This section specifies the syntax and semantics of various fi
specified in [MS-OXCROPS].

2.2.15.1 Request Parameter Overview

2.2.15.1.1 InputHandleIndex
The input handle for this operation is a Folder o‘ct handle:

2.2.15.1.2 OutputHandleIndex

The output handle for this operation is a Tab
objects see [MS-OXCTABL].

or more details about Table

2.2.15.1.3 TableFlags
This structure contains *mask 0
The following fla

ow information is returned in the table.

can be

Name Description

Depth Fills the hierarchy table with
containers from all levels. If
this flag is not set, the
hierarchy table contains only
the container's immediate

child containers.

redErra 0x08 The ROP response can return
immediately, possibly before
the ROP execution is
complete and in this case the
ReturnValue as well the
RowCount fields in the return
buffer might not be accurate.
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Name Bitmask Description

Only ReturnValues reporting
failure can be considered valid
in this case.

NoNotifications 0x10 Disables all notifications on
this Table object.

SoftDeletes 0x20
UseUnicode 0x40
SuppressesNotifications 0x80
2.2.15.2 Response Parameter Ove

2.2.15.2.1 ReturnValue

The ReturnValue field indicates the
0x00000000 to indicate success. F
OXCDATA].

e syntax of the RopGetContentsTable request and response buffers are specified in [MS-
XCROPS]. This section specifies the syntax and semantics of various fields that are not fully
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2.2.16.1 Request Parameter Overview

2.2.16.1.1 InputHandleIndex
The input handle for this operation is a Folder object handle.

2.2.16.1.2 OutputHandleIndex
The output handle for this operation is a Table object handle. For more details about Table
objects see [MS-OXCTABL].

2.2.16.1.3 TableFlags

This structure contains a bitmask of flags that control how information is r

The following flags can be set:

Name Bitmask

Associated 0x02

ore details about FAI
es, see [MS-

he call MAY return
immediately, possibly before
the ROP execution is
complete and in this case the
ReturnValue and the
RowCount fields in the return
buffer might not be accurate.
Only ReturnValues reporting
failure can be considered valid
in this case.

DeferredErrors

Disables table notifications to
the client.

Enables the client to get a list
of the soft deleted messages in
a folder and to either restore
the messages back to the
original folders or
permanently remove the
messages from the system.
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Name Bitmask Description

UseUnicode 0x40 Requests that the columns
containing string data be
returned in Unicode format.

2.2.16.2 Response Parameter Overview

2.2.16.2.1 ReturnValue

The ReturnValue field indicates the result of the operation. The server M

0x00000000 to indicate success. For more details about common error ¢
OXCDATA].

2.2.16.2.2 RowCount

The RowCount field contains the number of rows in the tabl
the actual count up to the discretion of the serve‘the De

instead of

2.3 Folder Object Properties

Folder objects can be created and modified b
this section defines constraints to which bot
operating on Folder objects.

ers. Except where noted below,
ST adhere when

Unless otherwise specified below,
specified in [MS-OXPR’S]. A Fo
specified in [MS-OXOSFL
[MS-OXPROPS]y

When a property is re only it means that clients SHOULD NOT attempt to
change the value i ers MUST return an error and ignore any request to

Iso contain other properties, as
other properties , which are specified in
impact on the Folder Object Protocol.

e set by the server and MUST be read-only to the client. For details
owing properties, see [MS-OXPRPT].

dTagAccessLevel
ITagChangeKey

PidTagLastModificationTime
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PidTagLastModifierName
PidTagObjectType
PidTagRecordKey
PidTagSearchKey

2.3.2 Folder Object Specific Properties

The following properties are available on Folder objects.
2.3.2.1 Read-Only Properties

2.3.2.1.1 PidTagContentCount

A PtyplInteger32 property that specifies the number of messages in a fi
the message store. The value does not include FAI entries in the folder.
FAI and non-FAI messages, see [MS-OXCMSG].

2.3.2.1.2 PidTagContentUnread
uger f unrea

A PtyplInteger32 property that specifies the n
computed by the message store.

sages in a folder, as

2.3.2.1.3 PidTagDeletedOn
A PtypTime property that specifies t

2.3.2.1.4 PidTagAddressBookE

A PtypBinary property that contains entry identifier of a directory object
referring to a publig folder. ly set for public folders. For more details about

pInteger32 property that contains the aggregate size of messages in the folder.

.1.8 PidTagMessageSizeExtended
ypInteger64 property that specifies the 64-bit version of PidTagNormalMessageSize.

2.3.2.1.9 PidTagSubfolders
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A PtypBoolean property that specifies whether this folder has any subfolders.
2.3.2.2 Read/Write Properties

2.3.2.2.1 PidTagAttributeHidden

A PtypBoolean property that specifies the hide or show status of a folder. The folder
SHOULD be hidden by the client if the PidTagAttrHidden property is non-zero; otherwise,
the folder SHOULD NOT be hidden.

2.3.2.2.2 PidTagComment

A PtypString property that contains a comment about the purpose or conte he
folder.

2.3.2.2.3 PidTagDisplayName
A PtypString property that specifies the display name of the fo

Folders require sibling subfolders to have unique display n

2.3.2.2.4 PidTagFolderType ‘

A PtyplInteger32 property that specifies the type o Ider.
The valid values of PidTagFolderType pro re d in the'table below.
Folder Type Va ription
FOLDER_ROOT 000000 The root folder of the folder hierarchy
‘ table, that is, a folder that has no

parent folder.

00000001 A generic folder that contains
messages and other folders.

0x00000002 A folder containing the results of a
search, in the form of links to
messages that meet search criteria.

perrn1551 s and valid PidTagRights values, see PldTagMembernghts in [MS-
XPERM]. Note that the FreeBusy flags mentioned in the PidTagMembersRights
operty description do not apply to the PidTagRights property.
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3 Protocol Details
3.1 Client Details

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an

implementation maintains to participate in this protocol. The described organization is
provided to facilitate the explanation of how the protocol behaves. This document de¢
mandate that implementations adhere to this model as long as their external behav
consistent with that specified in this document.

3.1.1.1 Hierarchy Table

are used primarily by clients and implemented by message st
folders and subfolders.

There are two hierarchy tables:
e Standard
e Soft deleted

The standard table contains only folders
only folders that have been soft delete

tables contain only standard (non-FAI) messages r. FAI tables contains only
messages. For more details about FAI messages, see [MS-OXCMSG].

soft deleted views contains only messages that have been soft deleted.

A ents table is obtained through RopGetContentsTable.
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3.1.2 Timers

None.

3.1.3 Initialization

None.

3.1.4 Higher-Layer Triggered Events

3.1.4.1 Open a Folder

Before any data can be read from or written to a folder, an implementation MUST ensure that
that the folder exists and open it or create it if it does not exist. Also, the usér MUS T have
sufficient access rights to the folder for this operation to succeed.

To open an existing folder, an implementation sends the RopOpenFolder request. In orde? to
send this request, the implementation first obtains the FID for thé Folder object to be opened.
The FID is accessible from the hierarchy table that contains the Folder’s information by
including PidTagFolderld in a RopSetColumns request’he Handle Indexyreturned by this
ROP can be used in subsequent operations on the'opened folderyAfter all data'manipulation
on this folder is done, a RopRelease request MUSTdbe,sent.

3.1.4.2 Open Folder By Name

RopOpenPublicFolderByName is analogous to RopOpenFelder except for the fact that the
folder is specified by name instead of ID'and itidoes not offex the option to open a soft deleted
folder.

3.1.4.3 Create a Folder

Before any data can be read fromer written toya folder, an implementation MUST ensure that
that the folder exists andhopen it Or teate it it 1t does not exist.

Before a folder cansb&ereated, the parenbfolder MUST already exist.

To create a folder, or opén an existing one by its name, an implementation sends the
RopCreateFolder request. The parameters returned by this ROP can be used in subsequent
operatiofis on the €reated/opened folder. After all data manipulation on this folder is done, a
RopRelease request MUST be sent.

3.1.4.4 Delete a Folder

In efder to be deleted, the folder MUST exist and the client application MUST have the access
rights to delete it. Also, if the folder is not empty, the client application MUST set the
DeleteFolderFlags field to delete all existing sub folders and messages. The
DeleteFolderFlags also can be used to specify hard-deletion, when the
DELETE HARD DELETE flag is set. Besides the ReturnValue, this operation returns a
PartialCompletion flag, indicating whether there are any subfolders or messages that could
not be deleted, and, consequently that the folder was not deleted.
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3.1.4.5 Delete Folder By Name

RopDeleteFolderByName is analogous to RopDeleteFolder, except for the fact that the
folder is specified by name instead of its FID.

3.1.4.6 Set Search Criteria

Clients create a search folder by calling RopCreateFolder with the FolderType input
parameter set to search folder type. Clients fill a search folder by setting up search criteria, or
rules, that serve to filter out messages with particular characteristics. Search criteria ar€ Set,up
by calling RopSetSearchCriteria.

In order to set the search criteria in a folder, the implementation builds Restriction structures to
represent the search criteria to be applied, and specifies FIDs of folders to befused as the
search scope. Then, the implementation sends a RopSetSearchCriteriatequest, specifying a
set of flags controlling details of how the search is performed. After that, the client sends ay
RopGetContentsTable request to access the search folder's contents table, and the messages
that match the criteria appear in the table.

When the client is through using a search folder, the foldey@an either be'deleted or remain
open for later use. Note that if the search folder 1§ deleted, only message links are deleted. The
actual messages remain in their parent folders.

3.1.4.7 Get Search Criteria

RopGetSearchCeriteria is used to obtain the search criteria andithe status of a search for a
search folder. Search criteria are created by sending a RopSetSearchCriteria request.

In order to obtain the search criteriatand search'status of a search folder, the client application
sends a RopGetSearchCriteria requestwith the appropriate flags set in the ROP’s request
buffer.

3.1.4.8 Move/Copy Messages

RopMoveCopyMessages moves or copies the messages specified from the source folder to
the destination folder.

The implementation sénds a RopMoveCopyMessages request, setting the flag parameters
properlyfidentifying the operation (copy or move) and the mode (synchronous or
asynchironous) and ineluding a list of MessagelIDs for the messages to be either moved or
copied:

3.1.4.9 Move Folder

RopMoveFolder moves a folder from one parent to another. All the properties, contents and
subfolders of the folder are moved with the folder.

The,implementation sends a RopMoveFolder request, setting the flag parameters properly,
identifying the mode (synchronous or asynchronous), and the new folder name.
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3.14.10 Copy Folder

RopCopyFolder creates a new folder under the destination folder, copying the properties and
contents of the source folder to the new folder. All messages in the source folder are
duplicated on the new folder. If the WantRecursive flag is used, then the subfolders contained
in the source folder is also duplicated in the new folder, including their properties, messages,
and subfolders (in a recursive manner).

The implementation sends a RopCopyFolder request, setting the flag parameters properly,
identifying the mode (synchronous or asynchronous), the new folder name’s locale and the
new folder name.

3.1.4.11 Empty a Folder

RopEmptyFolder and RopHardDeleteMessagesAndSubfolders are used to delete all
messages and subfolders from a folder without deleting the folder itself. Rop EmptyFoldex'is
used to soft delete and RopHardDeleteMessagesAndSubfolders.is used tofpermanently
delete all messages and subfolders from a folder. Both ROPs béhave the same way and require
the same request parameters.

3.14.12 Delete Messages

To remove existing messages from folders, the client'application canwse the
RopDeleteMessages to have the messages softideléted or RopHardDeleteMessages to have
the messages permanently removed from the database.

3.14.13 Get Hierarchy Table

RopGetHierarchyTablexeturns aTable object eontaining information about the folders in a
message store.

To manipulate a hietarchy Tablewebject associated with a folder, the implementation sends a
RopGetHierarchyTable requestusing the appropriate table flags. Subsequent operations can
be executed on the openeditable anda RopRelease request on the Table object MUST be sent
after all table manipulation has been done.

3.14.14 Get GontentsiT'able

RopGetContentsTable retutns a Table object containing information about messages in a
Mmessage container.

To manipulate a Table object associated with a folder, the implementation sends a
RopGetContentsTable request using appropriate table flags. Subsequent operations can be
exéeuted on the'opened table and a RopRelease request on the Table object MUST be sent
after all table manipulation has been completed.

3.5 Message Processing Events and Sequencing Rules

The following ROPs MAY get a RopProgress response from the server instead of their own
response ROP
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RopHardDeleteMessagesAndSubfolders
RopEmptyFolder
RopHardDeleteMessages
RopDeleteMessages

RopMoveCopyMessages
RopMoveFolder
RopCopyFolder

The client MAY receive a RopProgress response after one of the above ROPs
if the ROP request was sent with the field WantAsynchronous set to non-
the client MAY send RopProgress requests to abort an in-progress ope
information on the progress and/or the final status of the operation. Fo
RopProgress, including usages, restrictions and notes, see [MS-OXC

3.1.6 Timer Events
None. ‘

3.1.7 Other Local Events

None.
3.2 Server Details
3.2.1 Abstract Dat‘/lodel

ossible data organization that an
rotocol. The described organization is

tion
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3.2.4 Higher-Layer Triggered Events

Various agents on the server could issue the same higher-layer triggered events as specified in
section 3.1.4. The same considerations specified in section 3.1.4 for client implementations
apply to server implementations as well.

3.2.5 Message Processing Events and Sequencing Rules

3.2.5.1 RopOpenFolder

RopOpenFolder provides access to an existing folder in the mailbox store. The o
returned by this ROP can then be used on subsequent ROPs, such as

RopGetPropertiesSpecific to get properties, or RopGetContentsTable t
in that folder. For more details about these ROPs, see section 2.2.

RopOpenFolder will succeed only if a folder with the specified ID ac
user has sufficient access rights to view the folder.

If a folder was previously soft deleted, then it can be accesse
flag. If this flag is used, RopOpenFolder MUS
deleted and to folders that are not soft deleted. is flag is Folder MUST
only provide access to folders that are not soft delet

The following specific error codes apply to thi X bout ROP errors
returned, see Error Codes in [MS-OXCDAT

Name

ecNotFound ‘ The folder ID does not
correspond to a folder in the
database.

The user does not have rights to
the folder.

If the folder is soft deleted and
the caller has not specified
OpenSoftDeleted.

0x80040102 The object on which this ROP
was called on is not of type
Folder or Logon.

.2.5.2 RopOpenPublicFolderByName

penPublicFolderByName acts the same way as RopOpenFolder except that the
is specified by name instead of ID.
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The following specific error codes apply to this ROP. For more details about ROP errors
returned, see Error Codes in [MS-OXCDATA].

Name Value Meaning
ecNotFound 0x8004010F A folder with the specified
name does not exist.

OR

3.2.5.3 RopCreateFolder

RopCreateFolder creates a new folder in the database and provides a

folder on the database and does not require a call to anoth

A folder name MUST be specified to create a f(’%r.
folder name MUST be unique within the parent fol
NOT have the same name.

If a folder with the same name already exist
RopCreateFolder MUST fail with err

If a folder with the same name alre i penExisting flag is used, then
i s if RopOpenFolder was called.

Meaning

0x80070057 FolderType was specified as a
search folder on a Public
Folders store.

0x80070005 The user does not have
permissions to create this folder.

OR

The object on which this ROP is
called on is a soft deleted folder.
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Name Value Meaning

ecDuplicateName 0x80040604 A folder with the same name
already exists, and the
OpenlfExists flag was not
specified.

ecNotSupported 0x80040102 If the object on which this,ROP
was called on is not of'a
object.

3.2.5.4 RopDeleteFolder
RopDeleteFolder removes an existing folder from the database.

Ifthe DELETE_HARD_DELETE flag is specified, then the
can no longer be accessed by the user with subsequent ROPs.
DELETE_HARD_DELETE flag is not specified, then t
deleted. ‘

The following specific error codes apply to this RO
returned, see Error Codes in [MS-OXCDAT

about ROP errors

Name Value

ecAccessDenied Attempted to delete the root

folder.
OR

Attempted to delete a special
folder.

OR

User does not have permissions
to delete this folder.

\ 4

0x8004010F Folder with the specified ID
does not exist or the user has no
access to view that folder.

olderHasChildren 0x80040609 The folder has subfolders and
the DEL_FOLDERS flag was
not specified.

ecFolderHasContents 0x8004060A The folder has messages and the
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Name Value Meaning
DEL_MESSAGES flag was
not specified.
ecNotSupported 0x80040102 The object on which this ROP

was called on is not of a Folder
object.

3.2.5.5 RopDeletePublicFolderByName

RopDeletePublicFolderByName acts the same way as RopDeleteFolder

folder is specified by name instead of ID.

The following specific error codes apply to this ROP. For more details

returned, see Error Codes in [MS-OXCDATA].

Name

Value

ecAccessDenied

4

0x80070005

mpted to delete a special

OR

User does not have permissions
to delete this folder.

ecNotFound

Folder with the specified name
does not exist or the user has no
access to view that folder.

0x80040609

The folder has subfolders and
the DEL_FOLDERS flag was
not specified.

0x8004060A

The folder has messages and the
DEL_MESSAGES flag was
not specified.

ptSupported

0x80040102

The object on which this ROP
was called on is not a Folder
object.
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3.2.5.6 RopSetSearchCriteria

RopSetSearchCriteria modifies the search criteria of a search folder. The search criteria is
made up of a restriction and a search scope (the actual folders where the content will be
searched).

After search criteria are applied to a search folder, the user can query the contents of the search
folder using RopGetContents in the same way that the user would query for contents of a
normal folder.

When the new search criteria are applied, the search folder MUST modity its contents to
include only the items that match the new search criteria. The ROP response MAY. return
before the contents are fully updated.

For dynamic search folders, the contents of the search folder MUST contifiue to be,updated as
messages move around the mailbox and start to match or cease to match the search criteriar

For static search folders, the contents of the search folder MUST NOT contifiue to be updated
after the initial population is complete.

The server MAY use context indexing by default. This degision is at the'discretion of the
server implementation, and usually is based on the nature of'théirestriction uséd. When using
context indexing in searches, the server allows the cliént to quicklysearch text in messages
through the use of pre-built indexes, while non-content indexed searches are based on a
sequential scan of all the messages in the seargh scope. Some differences between the use of
context indexing in server searches are listed’in the table,belows

Content Indexed Search Non-content Indexed Search
Based on words, phrases, and sentences Based on a stream of bytes
Ignores punctuatiomiand spaces,‘and is also: Finds only an exact match of all characters

not case sensitive

Searches withinfattachments types that'are Does not search within attachments
supported by the installed filters

Uses fulll-text mdex to locate records Performs a serial scan of the entire folder

Supports enly for text searches Supports the full set of restrictions, which
includes non-text property types such as date
and time.

Ifthe NON_CONTENT _INDEXED SEARCH flag is used, the search MUST NOT use
content indexing.

Ifthe NON_CONTENT _INDEXED_ SEARCH flag is not used then the server uses a
content indexed search for text searches, in which case the search is static regardless of the
STATIC_SEARCH flag.
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If the STATIC_SEARCH flag is used, then the search MUST be static.

If the NON_CONTENT _INDEXED SEARCH flag is used AND the STATIC_SEARCH
flag is not used, then the search MUST be a dynamic search, and not content indexing.

If the STOP_SEARCH flag is used, the server SHOULD stop the initial population of the
search folder. Due to the asynchronous nature of the call, the server MAY complete the
operation before the RopSearchCriteria with STOP _SEARCH is serviced. The server MAY
take some time to stop, and MAY not stop at all.

If the RESTART_SEARCH flag is used, the server MUST restart the population ef the
search folder.

If neither the STOP_SEARCH flag nor RESTART _SEARCH flag is usedythen the search
MUST continue in the previous state and either continue populating or net.

A static search causes the search folder to be populated once with all messagesithat matchghe
search criteria at the point in time where the search is restarted. The search folder MUSTNOT
be updated with messages that enter or exit the search criteria after the initial population. To
trigger an update, another RopSetSearchCriteria with RESTART _SEARCH flag is
required.

A dynamic search causes the search folder to be initidlly populated,with all messages that
match the search criteria at the point in time when the'seatch is restarted. The search folder
will continue to be updated with messages thatfentetior exit'the search criteria. Calling
SetSearchCriteria with the STOP_SEARCH flag doés not have any effect on a dynamic
folder that has already completed its initiél population. STOP SEARCH does not stop the
dynamic nature of the search folder.

If the client needs to kna#ywhen thenitial population of the search folder has been compiled,
the client can issue RopGetSearchCriteria, and if the SEARCH_RUNNING flag is
returned, then the fiitial populatien of the'search folder is still being compiled.

Another way to knowwhen the initial population of the search folder is compiled is to use
RopRegisterNotification (as specified'in [MS-OXCNOTIF]) on the search folder, and wait
for the SearchComplete event.

Note the term initial population ofthe search folder. For a static search, this term refers to the
single populationiof the search folder. For dynamic searches, this refers to the population of
the search folder at the monient in time when the search criterion is changed. The dynamic
search folders will continue to update even after the initial population is completed.

The following,specific error codes apply to this ROP. For more details about ROP errors
returned, see Error Codes in [MS-OXCDATA].

ame Value Meaning

ecNotlnitialized 0x80040605 No folder IDs have been
specified for this search folder.
Note that if the folder IDs were
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Name Value Meaning

specified on a previous call to
RopSetSearchCriteria and no
IDs are specified in the next
RopSetSearchCeriteria call,
then the previous IDs will
continue to be used. If folder
IDs are specified, the
override previous [D

ecNotSearchFolder 0x00001121
ecTooComplex 0x80040117 The res
ecNotSupported 0x80040102

erform a recursive search on a
lic folder.

3.2.5.7 RopGetSearchCriteria

RopGetSearchCriteria returns the ¢ ria (only if the requesting ROP actually
asked for this criteria) and t te of th

Meaning
0x00001121 The object is not a search folder.
0x80040102 The object on which this ROP
was called on is not a Folder
object.

.2.5.8 RopMoveCopyMessages

oveCopyMessages moves or copies the messages specified from the source folder to
stination folder.
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If the client requests asynchronous execution, then the server MAY execute this ROP
asynchronously. For more details regarding RopProgress, including usages, restrictions and
notes, see [MS-OXCPRPT].

If any of the messages fail to move or copy as requested, the server MUST report partial
completion.

The following specific error codes apply to this ROP. For more details about ROP errors
returned, see Error Codes in [MS-OXCDATA].

Name Value

ecNotSupported 0x80040102

3.2.5.9 RopMoveFolder

RopMoveFolder moves a folder from one
the folder are moved with the folder.

If the client requests asynchronous ex
asynchronously. For more details
notes, see [MS-OXCPRPT].

Meaning

There is no folder with the
specified ID.

0x80040102 Either the source or the
destination object is not a Folder
object.

OR

Either the source or the
destination object is a search
folder.
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3.2.5.10 RopCopyFolder

RopCopyFolder creates a new folder on the destination parent folder, copying the properties
and content of the source folder to the new folder.

All messages in the source folder MUST be duplicated in the new folder.

If the WantRecursive flag is used, then the subfolders contained in the source folder MUST
also be duplicated in the new folder, including their properties, messages, and subfolders (in a
recursive manner).

If the client requests asynchronous execution, then the server MAY execute this
asynchronously. For more details regarding RopProgress, including usages, resthicti
notes, see [MS-OXCPRPT].

The following specific error codes apply to this ROP. For more details 2
returned, see Error Codes in [MS-OXCDATA].

Name Value
ecNotFound 0x8004010F ‘
ecNotSupported 0x80040102 source or the

Either the source or the

destination object is a search
folder.

otes, see [MS-OXCPRPT].

he server is unable to remove at least one message or subfolder, then the ROP MUST
non-zero for PartialCompletion.

The following specific error codes apply to this ROP. For more details about ROP errors
returned, see Error Codes in [MS-OXCDATA].
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Name Value Meaning

ecNotSupported 0x80040102 The object on which this ROP
was called on is not a Folder
object.

3.2.5.12 RopHardDeleteMessagesAndSubfolders

RopHardDeleteMessagesAndSubfolders behaves in the same way as RopEmp
except that messages and subfolders removed by this ROP MUST be hard deleted
soft deleted.

The following specific error codes apply to this ROP. For more details a
returned, see [MS-OXCDATA].

Name Value
ecNotSupported 0x80040102
3.25.13 RopDeleteMessages

RopDeleteMessages removes existing

Meaning

ecNotSupport 0x80040102 The object on which this ROP
was called on is not a Folder
object.

OR

The object on which this ROP
was called on is a search folder.

3. 4 RopHardDeleteMessages

RopHardDeleteMessages behaves in the same way as RopDeleteMessages, except that the
deleted messages are hard deleted instead of soft deleted.
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If the client requests asynchronous execution, then the server MAY execute this ROP
asynchronously. For more details regarding RopProgress, including usages, restrictions and
notes, see [MS-OXCPRPT].

The following specific error codes apply to this ROP. For more details about ROP errors
returned, see Error Codes in [MS-OXCDATA].

Name Value Meaning

ecNotSupported 0x80040102 The object on which
was called on is no

3.2.5.15 RopGetHierarchyTable

RopGetHierarchyTable returns a Table obj ec‘& which tab
For more details about Table objects and table oper: s, see [V
object returned MUST allow access to the info i i
object on which this ROP is executed.

If the Depth flag is specified, this ROP all subfolders under the
Folder object on which this ROP is e i bfolders of its subfolders
(recursively).

If the SuppressNotiﬁcagns agis i ions from this client MUST NOT

an be performed.
OXCTABL]. The Table
ofolders of the Folder

The RowCount is a
correct. The client

redErrors is specified, the count might not be
he values of these response fields if DeferredErrors

Value Meaning
ptSupported 0x80040102 If the object on which this ROP
was called on is not a Folder
object.
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3.2.5.16 RopGetContentsTable

RopGetContentsTable returns a Table object on which table operations can be performed.
For more details about Table objects and table operations, see [MS-OXCTABL]. The Table
object returned MUST provide information of messages directly under the Folder object on
which this ROP is executed.

If the Associated flag is specified, the table returned MUST only contain information about
FAI messages directly under the specified folder. If the Associated flag is not specified, the
table returned MUST contain information about only normal (non-FATI) messages diréctly,
under the specified folder.

If the SoftDeletes flag is specified, then the table returned MUST provide access to the
information of messages that have been soft deleted. If the SoftDeleted flagiis not speeified,
then the table returned MUST provide access to the information of mesgages that have not
been soft deleted. TS

If the NoNotifications flag is specified, actions that would normally'triggernotifications on
the table MUST NOT trigger any notifications.

The RowCount is always returned, but if the DeferredErroxs is specified, the count might
not be correct. The client MUST NOT rely on the values of theséiresponse fields if
DeferredErrors is set.

The following specific error codes apply to this§ ROP:, Formere details about ROP errors
returned, see Error Codes in [MS-OXCDATA].

Name Valug Meaning

ecNotSupported 0x80040102 The object on which this ROP
was called on is not a Folder
object.

3.2.6 Timer Evénts

None.

3.2.7 Other Local Events

None.

4 / Protocol Examples

The following examples illustrate the byte order of ROPs in a buffer being prepared for
transmission. Note that the examples in this section only show the relevant portions of the
specified ROPs; this is not the final byte sequence which gets transmitted over the wire. Also
note that the data format for a multi-byte field appear in little-endian format, with the bytes in
the field presented from least significant to most significant. Frequently, these ROP requests
are packed with other ROP requests, compressed, obfuscated, and then packed in one or more
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RPC calls. These examples assume that the client has already successfully logged onto the
server and obtained any server object handles needed to be used as inputs into the ROPs. For
more details about RPC calls, see [MS-OXCRPC].

Examples in this section use the following format for byte sequences:
0080: 45 4d 53 4d 44 42 2e 44-4c 4c 00 00 00 00 00 0O

The bold value at the far left is the offset of the following bytes into the buffer, expressed in
hexadecimal notation. Following the offset is a series of up to 16 bytes, with each two
character sequence describing the value of one byte in hexadecimal notation. The underlined
byte “4d” (01001101) is located 0x83 bytes (131 bytes) from the beginning of the buffer. The
dash between the eighth byte (“44”) and the ninth byte (“4c”) bytes has no semantic value,
and serves only to distinguish the eight byte boundary for readability.

Such a byte sequence is followed by one or more lines interpreting it. I larger eXamples the
byte sequence is shown once in its entirety and then repeated in smaller.¢hunks, with each
smaller chunk interpreted separately.

When explaining HandleIndex values, the example text describes the server-objéct referenced
by the handle index. For more details about seryéiobject handles, see [MS=OXCROPS].

4.1 Creating a New Folder with Rop€reateFolder

The following example describes the content f the ROP tequest and response buffers for a
successful RopCreateFolder operation, as specified i section 2,2.3.

4.1.1 Client Request Buffer

The client request bufferfor the RopCreateFolder example is formatted as follows:
0000: 1c 00 00 01 OZN01 00700s46 00 6f 00 6c 00 64 00
0010: 65 00 72 ©0 31 00300 00=00 00

The first four bytes refer to the ROPId, LogonIndex, HandleIndex, FolderHandleIndex
fields of the RopCreateFolder, format as specified in section 2.2.3.

0000: 1c 00 00401
Ropld:"0xlc (RopCreateFolder)
Logonld: 0x00

InputHandleIndex: 0x00. This value specifies the location where the handle for the
input folder is stored.

OutputHandleIndex: 0x01. This value specifies the location where the handle for the
newly created folder is stored.

Themext four bytes contain the FolderType, UseUnicodeString, OpenExisting, and
HasLongTermld fields of the RopCreateFolder format as specified in section 2.2.3. These
fields affect how the operation is carried out.
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0004: 01 01 00 0O
FolderType: 0x01 (generic). The folder is a generic folder.

UseUnicodeString: 0x01 (TRUE). This value indicates that the folder name is in
Unicode format.

OpenExisting: 0x00 (FALSE). This value indicates that the operation will fail if the
folder already exists.

HasLongTermld: 0x00 (FALSE). This value indicates that the LongTermEIDyficld
is not included in the request.

The next 10 bytes contain the DisplayName field. This field is a null-terminated string
containing the name of the folder to create, and is formatted as Unicode textfasindicated by
the value sent in the UseUnicodeStrings field.

0008: 46 00 6f 00 6¢c 00 64 00-65 00 72 00 31 00 00400
DisplayName: “Folderl”

The Comment field is sent next and, in this example, is a pull-terminated string eonsisting of
zero (0) characters, and follows the same text fofmat (Unicode)as the DisplayName field.

0018: 00 00

(1354

Comment:

4.1.2 Server Responds to Client. Request
0000: 1c 01 00 0O 00 00 0O 00-00),00 0e™91 52 12 0O

The first six bytes contaifi the Ropld, OutputHandleIndex and ReturnValue response fields
specified in section 2.2.3.2:

0000: 1c 01 00,00 007006
Ropld: 0x1c (RopCreateFolder)

OutputHandlelndex:0x01. This is the same index as the OutputHandleIndex
specified in thedequest.

ReéturnValue: 0x00000000. This response indicates that the folder has successfully
been created

The next eight bytes provide the Folderld property for the newly created folder:
0006: 0L 00 OO0 00 Oe 91 52 12
FolderId: 0001-00000e915212
The next byte contains the IsExistingFolder response field.
000E: 00
IsExistingFolder: 0x00 (FALSE). This value indicates that a new folder was created.

Since IsExistingFolder is FALSE, this is the last byte of this ROP response buffer.
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4.2 Deleting an Existing Folder with RopDeleteFolder

The following example describes the content of the ROP request and response buffers for a
successful RopDeleteFolder operation as specified in section 2.2.4.

4.2.1 Client Request Buffer

The client request buffer for the RopDeleteFolder example consists of a 12-byte sequence
formatted as follows:

0000: 1d 00 01 05 01 00 00 00-0e 8e df 36
Ropld: 0x1d (RopDeleteFolder)
Logonld: 0x00

InputHandleIndex: 0x01. This value specifies the location where the liandlefor @e
folder is stored

DeleteFolderFlag: 0x05 (DEL_MESSAGES | DEL AFOLDERS). This value
indicates that the specified folder and all messages and subfolders within'the folder
need to be deleted.

FolderId: 0001-00000e8edf36. This field udiquely identifies the folder to be deleted.

4.2.2 Server Responds to Client Request

The server response buffer for the successful RopDeleteFolder operation consists of a 7-byte
sequence formatted as follows:

0000: 1d 01 00 00, 00 00700
Ropld: 0x1d (RopDeleteFolder)

InputHandleIndex: 0x0 1, This is the same index as the InputHandleIndex specified
in the request.

ReturnValue: 0x00000000. This response indicates that the folder has successfully
been dgleted.

PartialCompletion: 0x00 (FALSE). This response indicates that the operation was
fully completed and.all messages and folders specified in the ROP request were
deleted.

4.3 | Deleting Messages Within a Folder

The following example describes the content of the ROP request and response buffers for a
successful RopDeleteMessages operation as specified in section 2.2.13. In this example, a
folder contains two messages, whose Messageld values are passed in the ROP.
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4.3.1 Client Request Buffer

The client request buffer for the RopDeleteMessages example consists of the sequence of
bytes formatted as follows:

0000: 1e 00 00 00 01 02 00 01-00 OO0 00 Oe 8e f1 48 01
0010: 00 00 00 Oe 8e c3 02

The first five bytes refer to the Ropld, Logonld, InputHandleIndex, WantAsynchronous,
and NotifyNonRead fields of the RopDeleteMessages format as specified in sectio

0000: le 00 00 00 01
Ropld: 0x1e (RopDeleteMessages)
Logonld: 0x00

InputHandleIndex: 0x00. This value specifies the location wh
messages’ parent folder is stored.

WantAsynchronous: 0x00 (FALSE).The ROP is

NotifyNonRead: 0x01 (TRUE). The callér wants a
deleted before it was read.

The remaining bytes in the buffer consist of the li
0005: 02 00 01 00 00 00 Oe 8e
0015: c3 02

MessageldCount: 0x0002 icates how many messages are listed for
deletion in the M@sagelds

Messagelds:
of a message to be deleted.

sageld of a message to be deleted.

ndlelndex: 0x00. This is the same index as the InputHandleIndex specified
in the request buffer.

ReturnValue: 0x00000000. This response indicates that the items were successfully
deleted.
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PartialCompletion: 0xO0(FALSE). This response indicates that the operation was
fully completed and all messages specified in the ROP request were deleted.

4.4 Moving Messages From One Folder to Another

The following example describes the content of the ROP request and response buffers for a
successful RopMoveCopyMessages operation as specified in section 2.2.8. In this example, a
message, specified by its Messageld, is moved from one folder to another, specified by folder
handles.

4.4.1 Client Request Buffer

The client request buffer for the RopMoveCopyMessages example consistsiof the sequence
of bytes formatted as follows:

0000: 33 00 00 01 01 0O 01 00-00 0O Oe 8e ec 5d 0000 4

The first four bytes refer to the Ropld, Logonld, SourceHandleIndex, and
DestHandleIndex fields of the RopMoveCopyMessages format as specificd imséction 2.2.8.

0000: 33 00 00 01
Ropld: 0x33 (RopMoveCopyMessages)
LogonIndex: 0x00

SourceHandleIndex: 0x00. This value specifies,theloeation where the handle for the
messages’ parent folder is storeds

DestHandleIndex: 0x01. This value spegifies the location where the handle for the
destination foldef is stored.

The following 10 bytes consistof the listofimessages to move.

0004: 01 00 OL Q0 00 00y0e 8e=ec 5d

MessageldCount: 0x0001. This, value indicates how many messages are listed for
moving ifi the Messagelds field.

Messagelds:
0001-00000e8eec5d. Messageld of the message to be moved.
Theinal 2 bytes in the buffer contain the WantAsynchronous and WantCopy fields.
000e: 0000
WantAsynchronous: 0x00 (FALSE). The ROP is executed synchronously.

WantCopy: 0x00 (FALSE). This value indicates that the operation is a move rather
than a copy.
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4.4.2 Server Responds to Client Request

The server response buffer for the successful RopMoveCopyMessages operation consists of a
7-byte sequence formatted as follows:

0000: 33 00 00 00 00 00 00
Ropid: 0x33 (RopMoveCopyMessages)

SourceHandleIndex: 0x00. This is the same index as the SourceHandleIndex
specified in the request buffer.

ReturnValue: 0x00000000. This response indicates that the items were suecessfully
moved.

PartialCompletion: 0xO0(FALSE). This response indicates thatthe operation was
fully completed and all messages specified in the ROP request were moved. .

4.5 Moving a Folder

The following example describes the content of the ROP requeést and response buffers for a
successful RopMoveFolder operation as specified in section 2:2.9. In this‘eéxample, a folder,
specified by its Folderld, is moved to a new locationn the folderhierarchy.

4.5.1 Client Request Buffer

The client request buffer for the RopMoveFolder example consists of a 30-byte sequence
formatted as follows:

0000: 35 00 01 02 01 0la0d 00-00 W00 Oe 8e df 36 46 00
0010: 6f 00 6¢c 0064 00 685%0-72 00»31 00 00 00

The first six bytes@fithe request buffer map to the Ropld, Logonld, SourceHandleIndex,
DestHandleIndex, WantAsynchronous, and UseUnicode fields of the RopMoveFolder
format as specified in seetien 2.2.9.

0000: 35 00601 02 01,01
Ropld: 0x35(RopMeveFolder)
Logonld: 0x00

SourceHandlelndex: 0x01. This value specifies the location where the handle for the
parent folder of the folder to move is stored.

DestHandleIndex: 0x02. This value specifies the location where the handle for the
destination folder is located.

WantAsynchronous: 0x01 (TRUE). The ROP is executed asynchronously.

UseUnicode: 0x01 (TRUE). This value indicates that the NewFolderName field is in
Unicode format.

The next eight bytes are the Folderld field.
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0006: 01 00 00 00 Oe 8e df 36
Folderld: 0001-00000e8edf36
The remaining 16 bytes of the request buffer specify the new name of the folder.
000e: 46 00 6f 00 6c 00 64 00-65 00 72 00 31 00 00 00
NewFolderName: “Folder1”

4.5.2 Server Responds to Client Request

The server response buffer for the successful RopMoveFolder operation consists 0f a 7-byte
sequence formatted as follows:

0000: 35 01 00 00 00 00 00
Ropld: 0x35 (RopMoveFolder) N

SourceHandleIndex: 0x01. This is the same index as thesSeurceHandleIndex
specified in the request buffer.

ReturnValue: 0x00000000. This response indicatés that the folder was successfully
moved.

PartialCompletion: 0xO0(FALSE). This response indicates'that the operation was
fully completed.

4.6 Copying a Folder

The following example describes the ¢ontent of the ROP request and response buffers for a
successful RopCopyFolder operation as specified i, section 2.2.10. In this example, a folder,
specified by its Folderld, copied to a new'location in‘the folder hierarchy.

4.6.1 Client Request Buffer

The client request buffer for the RopCopyFolder example consists of a sequence of bytes
formatted as follows:

0000: 36 00 00401 01,0 01 01-00 00 00 Oe 8e df 36 46
0010: (00 of 00 6¢c 00 64 00 65-00 72 00 31 00 00 00

Theirst seven bytesof the request buffer map to the Ropld, Logonld, SourceHandleIndex,
DestHandleIndex, WantAsynchronous, WantRecursive and UseUnicode fields of the
RopCopyFeolder format as specified in section 2.2.10.

0000: 36 00700 01 01 01 01
Ropld: 0x36 (RopCopyFolder)
Logonld: 0x00

SourceHandleIndex: 0x00. This value specifies the location where the handle for the
parent folder of the folder to copy is stored.
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DestFolderHandleIndex: 0x01. This value specifies the location where the handle for
the destination folder is stored.

WantAsynchronous: 0x01 (TRUE). The ROP is executed asynchronously.

WantRecursive: 0x01 (TRUE). The operationrecursively copies all subfolders,
messages and properties.

UseUnicode: 0x01 (TRUE). This value indicates that the NewFolderName argument
is in Unicode format.

The next eight bytes are the Folderld field.
0006: 01 00 00 00 Oe 8e df 36
Folderld: 0001-00000e8edf36
The remaining 16 bytes of the request buffer specify the new name of the foldef. *
000e: 46 00 6f 00 6c 00 64 00-65 00 72 00 3dm00 00 00
NewFolderName: “Folder1”

4.6.2 Server Responds to Client Request

The server response buffer for the successful RopCopyKFolder operation consists of a 7-byte
sequence formatted as follows:

0000: 36 01 00 00 00 00 00
Ropld: 0x36 (RopCopyFolder)

SourceHandleIndex: 0x01. This is the same index as the SourceHandleIndex
specified in the réquest buffer:

ReturnValue: 0x00000000. This response indicates that the folder was successfully
moved.

PartialCompletion: OxOO(FALSE). This response indicates that the operation was
fully completed.

4.7 Getting the List of Subfolders Within a Message Folder

This ekample demonstrates' what the buffer for a successful RopGetHierarchyTable call
looksilike as specified in'section 2.2.15. For more details about tables, see [MS-OXCTABL].

4.74 Client Request Buffer

The client request buffer for the RopGetHierarchyTable example consists of a 5-byte
sequence formatted as follows:

0000: 04 00 01 02 0O
Ropld: 0x04 (RopGetHierarchyTable)

Logonld: 0x00
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InputHandleIndex: 0x01. This value specifies the location where the handle for the
folder to retrieve the hierarchy table for is stored.

OutputHandleIndex: 0x02. This value specifies the location where the handle for the
hierarchy table will be stored.

TableFlags: 0x00. For details about TableFlags values, see section 2.2.15.1.1.

4.7.2 Server Responds to Client Request

The server response buffer for the successful RopGetHierarchyTable operation censists ofa
10-byte sequence formatted as follows:

0000: 04 02 00 00 00 00 15 00-00 00
Ropld: 0x04 (RopGetHierarchyTable)

OutputHandleIndex: 0x02. This is the same index as the OutputHandleIndex 4
specified in the request buffer.

Return Value: 0x00000000. This response indicates that the hierarchy table was
retrieved.

RowCount: 0x00000015. The table contains®21 rows.

4.8 Setting the Search Criteriadora Search Folder

This example illustrates the buffer contents for a successful RopSetSearchCriteria operation
as specified in section 2.2.6. The searcH folder in questionisieferred to by the HandleIndex
parameter, and the search criteria filtet specifies testrictions that limit the items in the search
folder to mail items who§ePidTagimpertance property is set to 0x00000002 (High). For
more details about the structuze of a restri¢tion, see SRestriction in [MS-OXCDATA].

4.8.1 Client Request Buffer

The client request buffer fonthe example,RopSetSearchCriteria operation consists of a 316-
byte sequence formatted as follows:

0000: 30 Q0 01429 019 Q0 02 00-00 07 00 02 03 02 00 01
0010: (00 1F 00 1A Q00 1F 00 1A-00 49 00 50 00 4D 00 Z2E
0020: 00 41 00=F0"00 70 00 6F-00 69 00 6E 00 74 00 6D
0030: 00 %5 00 6E 00 74 00 00-00 02 03 02 00 01 00 1F
0040: 00 IA»00 1F 00 1A 00 49-00 50 00 4D 00 2E 00 43
0050: 00 6F 00 6E 00 74 00 61-00 63 00 74 00 00 00 02
0060: 03 02 00 01 00 1F 00 1A-00 1F 00 1A 00 49 00 50
0070: 00 4D 00 2E 00 44 00 69-00 73 00 74 00 4C 00 69
0080: 00 73 00 74 00 00 00 02-03 02 00 01 00 1F 00 1A
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0090: 00 1F 00 1A 00 49 00 50-00 4D 00 2E 00 41 00 63
00AO0: 00 74 00 69 00 76 00 69-00 74 00 79 00 00 00 02
00BO: 03 02 00 01 00 1F 00 1A-00 1F 00 1A 00 49 00 50
00CO: 00 4D 00 2E 00 53 00 74-00 69 00 63
00DO: 00 4E 00 6F 00 74 00 65-00 00 00 02
O0OEO: 00 1F 00 1A 00 1F 00 1A-00 49 00 50
O0FO0: 00 54 00 61 00 73 00 6B-00 00 00 02
0100: 00 1F 00 1A 00 1F 00 1A-00 49 00 50
0110: 00 54 00 61 00 73 00 6B-00 2E 00 0O
0120: 04 04 03 00 17 00 03 00-17 00 02 00
0130: 01 00 00 00 00O 00 14 88-2A 00 02 0O

The first three bytes of the request buffer map to the Ropld,
fields of the RopCopyFolder format as speciﬁcgn secti

0000: 30 00 01
Ropld: 0x30 (RopSetSearchCriteria)
Logonld: 0x00

InputHandleIndex: 0x01. This
search folder to configure is s

The next 299 bytes comptise the
folder, broken down in further detail

on where the handle for the

nes the search criteria for the search

00 01 00 1F 0O
00 2E 00 41 00
00 6D 00 65 00
00 1F 00 1A 00
00 43 00 6F 00
00 02 03 02 00
00 50 00 4D 00
00 69 00 73 00
00 1A 00 1F 0O
00 63 00 74 00
00 02 03 02 00
00 50 00 4D 00
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00C3:
00D3:
O0E3:
00F3:
0103:
0113:
0123:

2E
oF
1A
61
1A
61
00

00
00
00
00
00
00
17

53
74
1F
73
1F
73
00

00
00
00
00
00
00
03

74 00 69 00-63 00 6B 00 79 00 4E 00
65 00 00 00-02 03 00 00 01 00 1F 0O
1A 00 49 00-50 00 4D 00 2E 00 54 00
6B 00 00 00-02 03 02 00 01 00 1F QO
1A 00 49 00-50 00 4D 00 2E 00 54 00
6B 00 2E 00-00 00 00 01 00 04 04 03
00 17 00 02-00 00 0O

RestrictionDataSize: 0x0129. This value specifies that the size of the réstriction block
is 297 bytes.

RestrictionData: Bytes 0005-012A, which translate into the following restriction:

1. RestrictType: 0x00 (RES _AND) y
RestrictCount: 0x0002

a. RestrictType: 0x00 (RES_AND).
RestrictCount: 0x0007

[MS-OXCFOLD] - v0.1
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1.

1.

iii.

1v.

RestrictType: 0x02 (RES\WNOT)

RestrictType: 0x03 (RESTCONTENT)

FuzzyLevel: 0x00010002 (FI. PREFIX [FL._ IGNORECASE)
PropTagl: 0x001a001f (PidTagMessageClass)

PropTag2: 0x001a001f (PidTagMessageClass)

PropRule: “IPM:Appointment™

RestrictType: 0x02 (RES NOT)

RestrictTypes0x03 (RES_CONTENT)

Fuzzyl evel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTagl: 0x0012001f (PidTagMessageClass)
PropTag2:0x001a001f (PidTagMessageClass)
PropRule:*IPM.Contact”

RestrictType: 0x02 (RES_NOT)

RestrictType: 0x03 (RES_CONTENT)

FuzzyLevel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTagl: 0x001a001f (PidTagMessageClass)

PropTag2: 0x001a001f (PidTagMessageClass)

PropRule: “IPM.DistList”

RestrictType: 0x02 (RES_NOT)

RestrictType: 0x03 (RES_CONTENT)

FuzzyLevel: 0x00010002 (FL_PREFIX | FL_ IGNORECASE)
PropTagl: 0x001a001f (PidTagMessageClass)

PropTag2: 0x001a001f (PidTagMessageClass)

PropRule: “IPM.Activity”
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V.

VL.

Vil.

RestrictType: 0x02 (RES_NOT)

RestrictType: 0x03 (RES_CONTENT)

FuzzyLevel: 0x00010002 (FL._ PREFIX | FL. IGNORECASE)
PropTagl: 0x001a001f (PidTagMessageClass)

PropTag2: 0x001a001f (PidTagMessageClass)

PropRule: “IPM.StickyNote”

RestrictType: 0x02 (RES_NOT)

RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010000 (FL_ FULLSTRING |
FL_IGNORECASE)

PropTagl: 0x001a001f (PidTagMessageClass)
PropTag2: 0x001a001f (PidTagMessageClas$)
PropRule: “IPM.Task”

RestrictType: 0x02 (RES_NOT) y
RestrictType: 0x03 (RES_CONTENT)

FuzzyLevel: 0x00010002 (FL_PREFIX|FL_IGNORECASE)
PropTagl: 0x001a00l1f (Pid FagMessageClass)

PropTag2: 0x001a001f (PidTagMessageClass)

PropRule: “IPM.Task.”

b. RestrictType: 0x00 (RES AND).
RestrictCount: 0x0001

i

RestrictType: 0x04 (RES_PROPERTY)
RelOp: 0x04 (RELOP_EQ)

PropTagl: 0x00170003,(PidTaglmportance)
PropTag2: 0x00170003 (PidTaglmportance)
PropValue: 0x00000002

A shorthand description,of the above, restriction is:

((PidTagMessageClass 1s not equal t@ “IPM.Appointment” AND

AND

PidTagMessageClass is,not equal to “IPM.Contact” AND
PidTagMessageClass is not equal to “IPM.DistList” AND
PidTagMessageClass is not equal to “IPM.Activity” AND
PidTagMessageClass is not equal to “IPM.StickyNote” AND
PidTagMessageClass is not equal to “IPM.Task” AND
PidTagMessageClass is not equal to “IPM.Task.”)

(PidTagItemTmpFlags bit 0x00000001 is not equal to zero))

The next 10 bytes consist of the FolderldCount and FolderIds fields:
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012E: 01 00 01 00 00 00 00 00-14 88

FolderIdCount: 0x0001. This value specifies the number of folders within the scope of the
search folder.

Folderlds: 0001-000000001488. Identifies the folder to be searched.
0138: 2A 00 02 00

SearchFlags: 0x0002002A (RESTART SEARCH | SHALLOW_ SEARCH |
BACKGROUND SEARCH |[NON CONTENT INDEXED SEARCH)

4.8.2 Server Responds to Client Request

The server response buffer for the RopSetSearchCriteria operation consistS of'a 6-byte
sequence formatted as follows:

0000: 30 01 00 00 00 00 A4
Ropld: 0x30 (RopSetSearchCriteria)

InputHandleIndex: 0x01. This is the same index as,the InputHandleIndex specified
in the request buffer.

ReturnValue: 0x00000000. This response fidicates that'the search criteria were set
on the folder.

4.9 Getting the Search Criteria for a Search Folder

This example illustrates the buffer contents for asuccessful RopGetSearchCriteria operation
as specified in section 2.2.7. The seateh folder in question is referred to by the HandleIndex
parameter, and the search'Criteria filter that is returnedvspecifies restrictions that limit the items
in the search folderto mail itéms whose PidTaglmportance property is set to 0x00000002
(High). For more details about théstructure'of'a restriction, see SRestriction in [MS-
OXCDATA].

4.9.1 ClientRequest Buffer

The client request buffer for the RopGetSearchCriteria example consists of a sequence of
bytes formatted asdollows:

0000:»31 00 00w 0L 00
Ropld: 0x31 (RopGetSearchCriteria)
Logonld: 0x00

InputHandleIndex: 0x00. This value specifies the location where the handle for the
search folder to query for criteria is stored.

UseUnicode: 0x01 (TRUE). This value indicates that the response restriction is
expected to include Unicode strings.
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IncludeRestriction: 0x01. This value indicates that the server response is expected to
include the restriction data for the search folder.

IncludetFolders: 0x00. This value indicates that the server response is not expected to
include the set of folders within the search scope.

4.9.2 Server Responds to Client Request

The server response buffer for the successful RopGetSearchCriteria operation consists of a
312-byte sequence formatted as follows:

0000: 31 00 00 00 00 00 29 01-00 02 00 00 07 00 02 03
0010: 02 00 01 00 1F 00 1A 00-1F 00 1A 00 49 00 50 00
0020: 4D 00 2E 00 41 00 70 00-70 00 6F 00 69 00 6E 00
0030: 74 00 6D 00 65 00 6E 00-74 00 00 00 02 03 02 00 4
0040: 01 00 1F 00 1A 00 1F 00-1A 00 49 00 50 00 4D 00
0050: 2E 00 43 00 6F 00 6E 00-74 00 61 00 63 00 74 00
0060: 00 00 02 03 02 00 01 00-1F 00 1A 00 1F 00 1A 00
0070: 49 00 50 00 4D 00 2E 00-44 00 69 00 73 00 7400
0080: 4C 00 69 00 73 00 74 00-00 00 02 03 02:00:01K00
0090: 1F 00 1A 00 1F 00 1A 00-49 00 50,00 4D 00 2E 00
00A0: 41 00 63 00 74 00 69 00-76 00/69 00 74 00 79 00
00B0: 00 00 02 03 02 00°01 00-1F 00 LA 00 1F 00 RA 00
00C0: 49 00 50 004D 00 2E00-53 00 7400 69 00 63 00
00DO0: 6B 00 79 004Ex00 6F 00-74,00 65 00100 00 02 03
00E0: 00 00 01 00 1E 00 TA 00-1F 00 LA 00 49 00 50 00
00F0: 4D 00 2E 00 54 00 61700-73 00 6B 00 00 00 02 03
0100: 02 00 0100 1LE00 1A 00-1F 00 1A 0049 00 50 00
0110: 4D 00 2EQ0 54 00 64 00-73 00 6B 00 2E 00 00 00
0120:.00 01 00 04 0403700 17-00 03 00 17 00 02 00 00
0130: 00 00:00,00 01 00 00 00

The first six bytes contain the Ropld, InputHandleIndex, and ReturnValue response fields
specified in section 2.2.7.2:

0000: 31 00 00 00 00 00
Ropld: 0x31 (RopGetSearchCriteria)
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InputHandleIndex: 0x00. This is the same index as the InputHandleIndex specified
in the request buffer.

ReturnValue: 0x00000000. This response indicates that the search criteria for the
search folder were successfully retrieved.

The next 299 bytes comprise the SRestriction that defines the search criteria for the search
folder, broken down in further detail as follows:

0006: 29 01 00 02 00 00 07 00-02 03 02 00 01 00 1F 00
0016: 1A 00 1F 00 1A 0049 00-50 00 4D 00 2E 00 41 00
0026: 70 00 70 00 6F 00 69 00-6E 00 74 00 6D 00 65 00
0036: 6E 00 74 00 00 00 02 03-02 00 01 00 1F 00 1A 00
0046: 1F 00 1A 00 49 00 50 00-4D 00 2E 00 43 00 6F 00
0056: 6E 00 74 00 61 00 63 00-74 00 00 00 02 03 02 00
0066: 01 00 1F 00 1A 00 1F 00-1A 00 49 00 50 00 4D 00
0076: 2E 00 44 00 69 00 73 00-74 00 4C 00 69‘73 00
0086: 74 00 00 00 02 03 02 00-01 00 1F 00 1A 00 0
0096: 1A 0049 00 50 00 4D 00-2E 00 41 00
00A6: 69 00 76 00 69 00 74 00-79 00 00 00
00B6: 01 00 1F 00 1A 00 1F 00-1A 0
00Cé6: 2E 00 53 00 74 0%9 00-6
00D6: 6F 00 74 00 65 0000 00-02 0

0106: 1A 00 IF @

RestrictCount: 0x0002

a. RestrictType: 0x00 (RES_AND).
RestrictCount: 0x0007
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ii.

iii.

1v.

V1.

VIL.
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RestrictType: 0x02 (RES_NOT)

RestrictType: 0x03 (RES_CONTENT)

FuzzyLevel: 0x00010002 (FL._ PREFIX | FL. IGNORECASE)
PropTagl: 0x001a001f (PidTagMessageClass)

PropTag2: 0x001a001f (PidTagMessageClass)

PropRule: “IPM.Appointment”

RestrictType: 0x02 (RES_NOT)

RestrictType: 0x03 (RES_CONTENT)

FuzzyLevel: 0x00010002 (FL_ PREFIX | FL._ IGNORECASE)
PropTagl: 0x001a001f (PidTagMessageClass)

PropTag2: 0x001a001f (PidTagMessageClass)

PropRule: “IPM.Contact”

RestrictType: 0x02 (RES_NOT)

RestrictType: 0x03 (RES_CONTENT) y
FuzzyLevel: 0x00010002 (FL_ PREFIX3|\FL. IGNORECASE)
PropTagl: 0x001a001f (PidTagMessageClass)

PropTag2: 0x001a001f (Pid FagMessageClass)

PropRule: “IPM.DistList”

RestrictType: 0x02 (RES_NOT)

RestrictType: 0x03(RES CONTENT)

FuzzyLevel: 0x00010002 (FL “PREFIX | FL. IGNORECASE)
PropTagl: 0x001a001f (Pid EagMessageClass)

PropTag2: 0x0012001f (PidTagMessageClass)

PropRule: “IPM.Activity”

RestrictType: 0x02 (RES' NOT)

RestrictType: 0x03 (RES_CONTENT)

Fuzzykevel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTagl: 0x001a001f (PidTagMessageClass)

PropTag2; 0x001a001f (PidTagMessageClass)

PropRule: “IPM.StickyNote”

RestrictType: 0x02 (RES_NOT)

RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010000 (FL._ FULLSTRING |
FL_IGNORECASE)

PropTagl: 0x001a001f (PidTagMessageClass)
PropTag2: 0x001a001f (PidTagMessageClass)
PropRule: “IPM.Task”

RestrictType: 0x02 (RES_NOT)

RestrictType: 0x03 (RES_ CONTENT)

FuzzyLevel: 0x00010002 (FL_PREFIX | FL. IGNORECASE)
PropTagl: 0x001a001f (PidTagMessageClass)
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PropTag2: 0x001a001f (PidTagMessageClass)
PropRule: “IPM.Task.”

b. RestrictType: 0x00 (RES_AND).
RestrictCount: 0x0001

c. RestrictType: 0x04 (RES_PROPERTY)
RelOp: 0x04 (RELOP_EQ)
PropTagl: 0x00170003 (PidTagIlmportance)
PropTag2: 0x00170003 (PidTaglmportance)
PropValue: 0x00000002

A shorthand pseudocode description of the above restriction is:
((PidTagMessageClass is not equal to “IPM.Appointment” AND
PidTagMessageClass is not equal to “IPM.Contact” AND
PidTagMessageClass is not equal to “IPM.DistList” AND
PidTagMessageClass is not equal to “IPM.Activity” AND
PidTagMessageClass is not equal to “IPM.StiON ote”
PidTagMessageClass is not equal to “IPM.Task”
PidTagMessageClass is not equal to “IPM.T
AND

The final five bytes of tl@erver T tain the LogonIndex and
SearchStateFlag fields.

0133: 0001000
LogonIndex: 0x00.
SearchStateFla H_RUNNING)

sed in a previous ROPLogon call.

ecial security considerations specific to this specification. General security
rtaining to the underlying ROP-based transport apply.

Index of Security Parameters
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6 Appendix A: Office/Exchange Behavior

The information in this specification is applicable to the following versions of
Office/Exchange:

Office 2003 with Service Pack 3 applied
Exchange 2003 with Service Pack 2 applied
Office 2007 with Service Pack 1 applied
Exchange 2007 with Service Pack 1 applied

Exceptions, if any, are noted below. Unless otherwise specified, any statement of
behavior in this specification prescribed using the terms SHOULD or SHOUL
Office/Exchange behavior in accordance with the SHOULD or SHOULD
Unless otherwise specified, the term MAY implies Office/Exchange do
prescription.
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