[MS -GRVSSTP]:
Simple Symmetric Transport Protocol (SSTP)

Intellectual Property Rights Notice for Open Specifications Documentation

A Technical Documentation. Mi crosoft publishes Open Specifications do
documentationo) for protocols, file formats, data portabi
support. Additionally, overview documents cover inter -protocol relationships and interactions.

A co pyrights . This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you can make copies of it in order to develop implementations of the technologies
that are described in this documentation and can distribute portions of it in your implementations
that use these technologies or in your documentation as necessary to properly document the
implementation. You can also distribute in your i mplementation, with or without modification, any
schemas, IDLs, or code samples that are included in the documentation. This permission also
applies to any documents that are referenced in the Open Specifications documentation.
No Trade Secrets . Microsoft does not claim any trade secret rights in this documentation.
Patents . Microsoft has patents that might cover your implementations of the technologies
described in the Open Specifications documentation. Neither this notice nor Microsoft's delivery of
thi s documentation grants any licenses under those patents or any other Microsoft patents.
However, a given Open Specifications document might be covered by the Microsoft Open
Specifications Promis e or the Microsoft Community Promise . If you would prefer a written license,
or if the technologies described in this documentation are not covered by the Open Specifications
Promise or Communit y Promise, as applicable, patent licenses are available by contacting
iplg@microsoft.com
License Programs . To see all of the protocols in scope under a specific license program and the
associated patents, visitt  he Patent Map .
Trademarks . The names of companies and products contained in this documentation might be
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights. For a list of Microsoft trademarks, visit
www.microsoft.com/trademarks
A Fictitious Names . The example companies, organizations, products, domain names, em ail
addresses, logos, people, places, and events that are depicted in this documentation are fictitious.
No association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferre d.

> >

>

>

Reservation of Rights . All other rights are reserved, and this notice does not grant any rights other
than as specifically described above, whether by implication, estoppel, or otherwise.

Tools . The Open Specifications documentation does not require th e use of Microsoft programming
tools or programming environments in order for you to develop an implementation. If you have access

to Microsoft programming tools and environments, you are free to take advantage of them. Certain

Open Specifications document s are intended for use in conjunction with publicly available standards
specifications and network programming art and, as such, assume that the reader either is familiar

with the aforementioned material or has immediate access to it.

Support.  For question s and support, please contact dochelp@microsoft.com

1/ 117

[MS -GRVSSTP] - v20171212

Simple Symmetric Transport Protocol (SSTP)
Copyright © 2017 Microsoft Corporation
Release: December 12, 2017

c
I


http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214448
mailto:iplg@microsoft.com
https://msdn.microsoft.com/en-us/openspecifications/dn750984
http://www.microsoft.com/trademarks
mailto:dochelp@microsoft.com

Revision Summary

Revision Revision

Date History Class Comments

4/4/2008 0.1 New Initial Availability

6/27/2008 1.0 Major Revised and edited the technical content

12/12/2008 1.01 Editorial Revised and edited the technical content

7/13/2009 1.02 Major Revised and edited the technical content

8/28/2009 1.03 Editorial Revised and edited the technical content

11/6/2009 1.04 Editorial Revised and edited the technical content

2/19/2010 2.0 Minor Updated the technical content

3/31/2010 2.01 Editorial Revised and edited the technical content

4/30/2010 2.02 Editorial Revised and edited the technical content

6/7/2010 2.03 Editorial Revised and edited the technical content

6/29/2010 2.04 Editorial Changed language and formatting in the technical content.

7123/2010 2.05 Minor Clarified the meaning of the technical content.

9/27/2010 205 None No ch_anges to the meaning, language, or formatting of the
technical content.

11/15/2010 205 None No ch_anges to the meaning, language, or formatting of the
technical content.

12/17/2010 2.06 Major Significantly changed the technical content.

3/18/2011 206 None No ch_anges to the meaning, language, or formatting of the
technical content.

6/10/2011 206 None No ch_anges to the meaning, language, or formatting of the
technical content.

1/20/2012 2.7 Minor Clarified the meaning of the technical content.

4/111/2012 27 None No ch_anges to the meaning, language, or formatting of the
technical content.

7/16/2012 27 None No ch_anges to the meaning, language, or formatting of the
technical content.

10/8/2012 27 None No ch_anges to the meaning, language, or for matting of the
technical content.

2/11/2013 27 None No changes to the meaning, language, or formatting of the
technical content.

7/30/2013 27 None No changes to the meaning, language, or formatting of the
technical content.

11/18/2013 27 None No changes to the meaning, language, or formatting of the
technical content.

2/10/2014 27 None No Ch_anges to the meaning, language, or formatting of the
technical content.

[MS -GRVSSTP] - v20171212

Simple Symmetric Transport Protocol (SSTP)
Copyright © 2017 Microsoft Corporation
Release: December 12, 2017

2/ 117




Revision Revision

Date History Class Comments

4/30/2014 27 None No chgnges to the meaning, language, or formatting of the
tech nical content.

2/31/2014 27 None No ch_anges to the meaning, language, or formatting of the
technical content.

10/30/2014 27 None No ch_anges to the meaning, language, or formatting of the
technical content.

6/23/2016 27 None No ch_anges to the meaning, language, or formatting of the
technical content.

9/14/2016 27 None No ch_anges to the meaning, language, or formatting of the
technical content.

9/19/2017 3.0 Major Significantly changed the technical content.

12/12/2017 3.1 Minor Clarified the meaning of the technical content.

[MS -GRVSSTP] - v20171212

Simple Symmetric Transport Protocol (SSTP)

Copyright © 2017 Microsoft Corporation
Release: December 12, 2017

3/ 117




Table of Contents

O 11 Yo [ od 1T PR 8
1.1 GlOSSAIY vveiiiciiii i ciiiieis e ervrree e arreaeenans 8
1.2 S =] =] (ot 9

121 Normative REfEreNCeS ..o e e 9
1.2.2 Informative RefErenCe S ..ot e 9
1.3 Protocol OVerview (SYNOPSIS) v cciiiiciiiie e rreeaan 10
131 SSTP COMMANUS  .oiioiiiiiiiiiiciiciiiiis et eereeseesre e 10
13.2 SSTP CONNECLONS  .viiiiiiiiii it et erreeeeseaeeeeaaeeas 11
133 SSTP SESSIONS ..oiciiiiiiiiiiiiiiiiiins e e 12
134 SSTP MESSAQES ..oooiiciiiiiiciiiiiciiieiiis e e 12
135 SSTP Client and Server ROIES ..o e s 13
1351 (41T 1 31 Lo ] =PSRRI 13
1.35.2 SErVer ROIE .ot e e 13
1.35.21 Relay Server Role - Message Store and Forward — ........ccccoeevvieeeiiieenne . 14
1.35.22 Relay Server Role - FANOUL ... e 15
1.35.2.21 Relay Server Role - Multi -Drop Fanout ........cccccccvivcviiicenies e 15
1.35.2.22 Relay Server Role - Single -Hop Fanout ........cccccvvvviiciiices e 15
1.3.6 SSTP Communication EXamples  .ooccviiiiiiiiiiiiiiins e ... 16
1.36.1 Basic SSTP Message EXChange ....ccccccvvviiiiiiiiiis et 16
1.36.2 SSTP Multi -Drop Fanout Message Exchange ..o v 17
1.3.6.3 SSTP Single -Hop Fanout Message Exchange 18
1.4 Relationship to Other Protocols  ......cccooveeiiieiiceee. e 19
15 Prerequisites/Preconditions  .oooociiiiiiiiiiiiiiiins e eeeraee e 20
1.6 Applicability StatemMENt ..o e 20
1.7 Versioning and Capability Negotiation ..o e . 20
1.8 Vendor -Extensible FieldS ... e e 20
1.9 Standards ASSIGNMENTS ..o e e 21
2  Messages ......ccoceeeiiiieenn.
2.1 Transport
2.2 MESSAJE SYNAX oot e e 22
221 CONNECE oo ittt eeeeear s e 23
2211 Connect Command FieldS ... e e 23
222 CONNECLRESPONSE  .oviiiiiiiiciiii i e eerrre e 24
2221 ConnectResponse Command FieldS ..o e 24
223 ConNnNeCtAUtNENtICAtE ..o e e 27
2231 ConnectAuthenticate  Command Fields ......cccciiiiiiiiiis e 27
224 CONNECLCIOSE ..ottt e e 27
2241 ConnectClose Command FieldS ... e 27
2.25 OPEN i e e eereean 29
2251 Open Command FieldS ..o e e 29
226 FanOULOPEN ..ooiiiiiiiiiiie et e e 30
2261 FanoutOpen Command FieldS ... e . 30
227 OPENRESPONSE oo e eeereee e 33
2271 OpenResponse Command FieldS ... e 33
2.2.8 SESSIONSLAL US coiciiiiiiiiii i teeerir e ser e eeeareeee e e 34
2281 SessionStatus Command FieldS ... e 34
2.2.9 CloSe ...oovveiiieiiiiee, 36
2291 Close Command Fields 36
2.2.10 Message .....cccceveeiiiiiiiiieeeen v 37
2.2.10.1 Message Command FieldS ... e e 38
2211 DALA .ioviiiiiiiiiinireiens e e e 40
22111 Data Command FieldS  ....ccccoviiiiiiiiiiiiies s e 40
2212 ENAMESSA0E ..cooiiiiiiiiiiiiiiiiiiiiiiiis ettt ees eee e 41
22121 EndMessage Command FieldS ... e .41
4/ 117

[MS -GRVSSTP] - v20171212

Simple Symmetric Transport Protocol (SSTP)
Copyright © 2017 Microsoft Corporation
Release: December 12, 2017



2.2.13 NOOPD coiiiiiiiiiiiieiiiiis s eeeeeee e aaeneeees 41
2.2.13.1 Noop Command FieldS  ...ocooiiiiiiiiiiiiiies e rreaeae 41
2.2.14 ATACH s s e e 42
22141 Attach Command FieldS ..o e e 42
2.2.15 AtAChRESPONSE  ..cccviiiiciiicciec i e eeeeae e 43
22151 AttachResponse Command FieldS — ....ccciiiiiiiiiiis e 43
2.2.16 AttaChAUthentiCate ... e e 44
2.2.16.1 AttachAuthenticate Command Fields — ....ooiiiiiis e 44
2.2.17 REGISIEI i e v —————— s 44
22171 Register Command FieldS ..ot s e 44
2.2.18 REQISIEIRESPONSE  .oviiiiiiiiccciie vttt e e 45
2.2.18.1 RegisterResponse Command Fields  .....cccoiiiiiiiiiiiiis e 45
3 Protocol De  tailS ..o e
31 Common Details ...
3.11 Abstract Data Model —....................
3111 Global Configuration
3.11.2 SSTP CONNECION ...ooveviveeiieiiieeiiee
3.113 SSTP SESSIONS ...covvvveiiieiiierieeineene
3.1.2 TIMEIS i e
3.121 Message Acknowledgment Timer
3.1.3 Initialization ..o
3.1.4 Higher -Layer Triggered Events  ........ccccvievvieenieenne
3.14.1 Establishing an SSTP CONNECHiON ..o e 50
3.14.2 Closing an SSTP CONNECLION  ..ocociiiiiiiiieiiieiieie e ... 50
3.1421 Determining the MessageCount Field Value — ...ociiiiiiiiiiie e, 50
3.1.4.3 OPENING @ SESSION  ciiiiieiieriicrieviiees eeeree e eeeseeeneeens 50
3.1431 Selecting a Sessionld ... 50
3.14.3.2 Sending an Open Command 51
3.1.4.33 Sending a FanoutOpen Command ... e 51
3.14.4 ClOSING @ SESSION  .ooiiiiiiiiieiierieiiee e aereeenee e 51
3.1.4.5 Changing Resource Handler Availability State ~ ..ooiiiiiiivees e 51
3.1.4.6 SeNdiNg Data ...cccccocvvieiiiiiiiiiiiis e e 52
3.1.4.7 Notifying of Resource Handler Completion ... v, 53
3.148 Sending @NOOP oo e e 53
3.15 Message Processing Events  and Sequencing Rules — ........cccooiiiiiiiiiiiiees e, 53
3.15.1 Receiving a Connect Command  ......ccccceevviieeiiciieeenns 53
3.152 Receiving a ConnectResponse Command 54
3.153 Receiving a ConnectAuthenticate Command ......cciiiiiiiiiiiiee e 55
3.154 Receiving a ConnectClose Command ..o e 55
3.155 Receiving an Open Command ... e .55
3.156 Receiving a FanoutOpen Command ..o e 56
3.157 Receiving an OpenResponse Command ... e 56
3.1.58 Receiving a SessionStatus Command ..o e 57
3.159 Receiving a Close ComMmMand  ...ocoocviiiiiiiiiiiiiiieiie e s . 58
3.1.5.10 Receiving a Message Command  .....ccccviiiiiiiiiiiieiiis e 58
3.15.11 Receiving a Data Command  ......cccceiiiiiiiiiinis e . 58
3.15.12 Receiving an EndMessage Command ..o e 58
3.1.5.13 Receiving a Noop Command ..o e . 59
3.15.14 Receiving an Attach Command  .......ccccoviiiiiiiiieeens 59
3.15.15 Receiving an AttachResponse Command 59
3.1.5.16 Receiving an AttachAuthenticate Command  ..ciiiiiiiiiiies e 59
3.1.5.17 Receiving a Register Command  ...ococcociiiiiiiiiiiiiiies e 59
3.1.5.18 Receiving a RegisterResponse Command ..o e 59
3.1.5.19 Receiving Acknowledgments in a MessageCount Field ... 59
3.16 TIMEr EVENES i et e 60
3.16.1 Message Acknowledgment Timer EVent ... e 60
3.17 Other Local EVENS ..o et ies e 60
5/ 117

[MS -GRVSSTP] - v20171212

Simple Symmetric Transport Protocol (SSTP)
Copyright © 2017 Microsoft Corporation
Release: December 12, 2017



3.1.7.1 TranSPOrt LOSS  .uiviiiiiiiiiiiiiiiiiiiieeiins et eeeeeeaee e e 60

3.2 ClIeNt ROIE .o e e e 60
3.21 Abstract Data Model ... s e 60
3.2.2 Client SPeCific TIMEIS it et evvreeesaareaeas 60
323 INIGANZALON oo e e 60
3.24 Higher -Layer Triggered EVENIS  .ooiiiiiiiiiiiiiiieiiies e e 61

3.24.1 Authenticating to a Relay Server . e 61
32411 Performing Device Authentication ..o e 61
3.24.1.2 Performing Account Authentication ..o e 61
3.24.13 Performing Device and Identity Registration ..o e 62

3.25 Message Processing Even ts and Sequencing Rules — .....cooccvviiieiviieeiviiies e, 63

3.251 Receiving a Connect Command  .......cccceevviieeevineeens

3.25.2 Receiving a ConnectResponse Command

3.253 Receiving a ConnectAuthenticate Command

3.254 Receiving a ConnectClose Command  .....ccccceeiiieeeiiieeenns

3.255 Receiving an Open Command  .........cccceeevvieeeinnennn.

3.256 Receiving a FanoutOpen Command  ......ccccovvevveeneeenenen,

3.257 Receiving an OpenResponse Command  ......cccoccceeeviieeeenneen.

3.25.8 Receiving a SessionStatus Command  ......cccceevieenieenieene

3.25. 9 Receiving a Close Command  .......cccccevveeeiiiiieeenns

3.25.10 Receiving a Message Command  ......ccccccevveviiineninnns

3.25.11 Receiving a Data Command  .......ccccceveeiieeinienns

3.25.12 Receiving an EndMessage Command  ........ccccoccvevieeninnnne

3.25.13 Receiving a Noop Command  .......ccccocveevveenneeninen,

3.25.14 Receiving an Attach Command  .......cccooeiviieiicenen,

3.25.15 Receiving an AttachResponse Command

3.25.16 Receiving an AttachAuthenticate Command

3.25.17 Receiving a Register Command  .......cccoooeevieenieenenen.

3.2.5.18 Receiving a RegisterResponse Command

3.2.6 Client Specific Timer Events  ......ccccevvevieenenene
3.2.7 Other Local EVENS ..o e

3.3 Relay Server ROIE .....coccviiieiiiiiiiiiis e
331 Abstract Data Model ..o e
3.3.2 Server Specific TIMers — .....cccevvevieenieennnn

3321 Offline Device Delivery Data TTL Timer — ...oooooiiiiiieeiiieeens

3.3.22 Ephemeral Data Delivery Timer ..o

3.33 Server Initialization ... s
3.34 Higher -Layer Triggered Events  .........cccccceeiniieennns

3341 Changing Resource Handler Availability State
33411 Changing Resource Handler Availability State for a Non -fanout Session .. 66
3.3.4.1.2 Changing Resource Handler Availability State for a Fanout Session ... 66

3.34.2 Notifying of Resource Handler Completion ..iiiiiiiiiiies e, 68
3.34.21 Notifying of Resource Handler Completion for Non -fanout Session s........ 68
3.34.22 Notifying of Resource Handler Completion for Fanout Sessions ~ .............. 68

3.35 Message Processing Events and Sequencing Rules  ...iiiiiiiiiiees e, 69

3351 Receiving a Connect Command ..o e 69

3.35.2 Receiving a ConnectResponse Command  ...cocvciiiiiiieiiiiieins e 69

3.35.3 Receiving a ConnectAuthenticate Command .....cccciiiiiiiiiiiiiiee e 69

3.354 Receiving a ConnectClose Command  ..cooiiiiiiiiiiiiiieins e 69

3.355 Receiving an Open Command ..o e .70

3.35.6 Receiving a FanoutOpen Command ... e 70
3.3.5.6.1 Single -Hop Processing .........cccccevvveeenn. e e ——————— e 71

3.357 Receiving an OpenRESPONSE oo et .71

3.3538 Receiving a SessionStatus Command ..o e 72

3.3.5.9 Receiving a Close Command ..o e e 72

3.3.5.10 Receiving a Message Command ......ccccovciiiiiiiiieiiiies et 72

3.35.11 Receiving a Data Command  ......ccccviiiiviiiiinins e e 12

3.3.5.12 Receiving an EndMessage Command ... e 72

[MS -GRVSSTP] - v20171212

Simple Symmetric Transport Protocol (SSTP)
Copyright © 2017 Microsoft Corporation
Release: December 12, 2017

6/ 117



3.35.12.1 FanNOUL SESSION ..o e e 73

3.35.12.1.1 Multi -drop Resource Handler Processing — ....cccovcvvvvivecviiieeviees e 73
3.35.12.1.2 Single -hop Resource Handler Processing  ....cccccviieviicniceniies e 73
3.3.5.13 Receiving a Noop Command  .....ccoiieiiiiiiiiiiiiie e .. 73
3.35.14 Receiving a Attach Command ... e .73
3.3.5.15 Receivin g an AttachResponse Command  ....cccociiiiiiiiiiiiiies e 73
3.3.5.16 Receiving an AttachAuthenticate Command  ...iiiiiiiiiiiiee e 73
3.3.5.17 Receiving a Register Command ..o e 74
3.3.5.18 Receiving a RegisterResponse Command  .....ccccccviiiiviiieciiiies e 74
3.35. 19 Receiving Acknowledgments in a MessageCount Field ..o 74
3.3.6 Server Specific TIMer EVENIS  oiiiiiiiivciieviiiieeiiis e sieees aeaeaas 74
3.36.1 Offline Device Delivery Data TTL Timer Timeout Event ..o, 74
3.3.6.2 Ephemeral Data Delivery Timer Timeout Event  ....iiiiiiiiee e, 74
3.37 Other Local EVENLS oo vt e 75
3371 Transport Loss and Fa  NOUt SESSIONS  ..ccccvevcviviieiiiciiiciiee e 75
4 ProtoCol EXamPIBS oo et e .76
4.1 Initial SSTP Connection Establishment Examples .. e 76
41.1 Version Negotiation ... v e 76
41.2 INCOMTECE TArgEL i e ans eeeerree e 76
4.1.3 Connection AUthentiCation ... e e 77
4.2 Session Management EXamples .o e e 77
421 Device to DEVICE SESSION oo e aeeeareens 77
4.2.2 Device to Device Bi-directional Session Open  .....ccccccvviiviiviiiceiee e 78
423 Device to Relay Server SESSion OPEN s et 79
424 Fanout OPEN ..o e e 81
425 Y IE L (o o o TN = 1 o | RS 81
426 Single -HOP FANOUL ..o e ies e 82
4.2.6.1 Single -Hop Fanout 1 Loss of Remote Resource Handler — .........cccoooveveenen. 84
4.2.6.2 Single -Hop Fanout Open 1 Loss of Re mote Relay Server —.......cccevvevieenen. 85
4.3 Message Acknowledgment EXamplesS oo e .. 87
43.1 Acknowledgments for Multiple SESSIONS .o e 87
43.2 Interleaved Message SEQUENCES .o et .. 89
4.3.3 Acknowledgm ents for Single -HOp FaNOUt ......ccccoviiiiviiiiiiiiiies e 90
43.4 Acknowledgments for Multi ~ -Client Single -Hop Fanout ........cccccccvviiviiiees e 96
4.4 Flow Control EXample o e e 104
441 Receiving Message Sequences while Blocked ..o e 105
B SECUMLY ittt e eeeee s 107
5.1 Security Considerations for Implementers . e 107
5.2 Index of Security Parameters ..o e eeeees 107
6  Appendix A: Product BEhavior = i e e 108
7 Change TraCKiNg oo et eeea e . 112
8 INAEX it e e eeeee s 113
71117

[MS -GRVSSTP] - v20171212

Simple Symmetric Transport Protocol (SSTP)
Copyright © 2017 Microsoft Corporation
Release: December 12, 2017



1 Introduction

The Simple Symmetric Transport Protocol (SSTP) is a TCP -based, message -oriented, application -layer
binar y protocol. It enables two higher -level applications to engage in bi -directional communication and
to exchange data over multiple logical sessions on a single network connection.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All oth er sections and examples in
this specification are informative.

1.1 Glossary
This document uses the following terms:

account : A collection of data and settings for a SharePoint Workspace or Groove identity that
represents a user. This includes shared spaces, messages, and preferences that are associated
with a user's identity. An account can reside on one or more devices.

connect ion : (1) A link between two devices that uses the Simple Symmetric Transport Protocol
(SSTP). Each connection can support one or more SSTP sessions.

(2) A link that two physical machines or applications share to pass data back and forth.

device :Acliento rserver computer that uses a device URL to identify itself as an endpoint for
synchronizing account data.

device URL : A unique identifier for a client device, as described in RFC3986] .

device -targeted message : A message with an intended destination of a specific resource
handler, identity, and client device combination. A device -targeted message is sent over a
session addressed by  a tuple of resource URL, identity URL, and client device URL.

fanout : The process of transmitting a message from a client device to a relay server for replication
and distribution to multiple recipients.

identity : A digital persona that is associated with two key pairs, one for encrypting data and
another for signing data.

identity URL  : A string of characters that uniquely identifies an identity and conforms to the syntax
of a URI, as described in [RFC3986].

identity -targeted message : A message that is des tined for a specific resource handler and
identity combination, regardless of the client device. The message address includes a resource
URL, identity URL, and client device URL, where the client device URL is empty.

little -endian : Multiple -byte values that are byte  -ordered with the least significant byte stored in
the memory location with the lowest address.

message sequence : A command sequence message/ dataé dataédatal/ en
comprises a data transmission during a Simple S ymmetric Transport Protocol (SSTP) session.

multi -drop fanout : A type of message fanout in which a client sends a message, addressed to
multiple recipients, to a common recipient relay server.

presence : A status indicator on a client device that is transmi tted by using the Wide Area Network
Device Presence Protocol (WAN DPP).

relay server : A server application that provides message transmission services for Simple
Symmetric Transport Protocol (SSTP) messages.
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relay URL : A string of characters that uniquely identifies a relay server and conforms to the syntax
of a URI, as described in [RFC3986].

session : A unidirectional communication channel for a stream of messages that are addressed to
one or more destinations. A destination is specified by a resource URL , an identity URL, and a
device URL. More than one session can be multiplexed over a single connection.

Simple Symmetric Transport Protocol Security Protocol (SSTP) security : An independent
sub - protocol that is exchanged within defined Simple Symmetric Tra nsport Protocol (SSTP)
messages, and is used for mutual authentication between a relay server and a client device or
an account.

single -hop fanout : A form of message fanout, where a client sends a single message with
multiple recipients to the sender's rel ay server. The sender's relay server then groups copies of
the message according to recipient relays and distributes the message to those target relay
servers.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [REC2119] . All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the cor rect section in the
most recently published version of the referenced document. However, because individual documents

in the library are not updated at the same time, the section numbers in the documents may not

match. You can confirm the correct section n umbering by checking the Errata .

1.2.1  Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com . We will
assist you in finding the relevant information.

[MS - GRVSSTPS] Microsoft Corporation, " Simple Symmetric Transport Protocol (SSTP) Security
Protocol ".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc _ -editor.org/rfc/rfc2119.txt

1.2.2 Informative References

[IANAPORT] IANA, "Service Name and Transport Protocol Port Number Registry",

http://www.iana.org/assignments/service -names -port -numbers/service _-names -port -numbers.xhtml
[MS - GRVDYNM] Microsoft Corporation, " Groove Dynamics Protocol "

[MS -GRVHENC] Microsoft Corporation, *  HTTP Encapsulation of Simple Symmetric Transport Protocol
(SSTP) ™.

[MS - GRVSPMR] Microsoft Corporation, *  Management Server to Relay Server Groove SOAP Protocol "

[MS -GRVWDPP] Microsoft Corporation, " Wide Area Network Device Presence Protocol (WAN DPP)

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.rfc  -editor.org/rfc/rfc2616.txt

[RFC3986] Berners -Lee, T., Fielding, R., and Masinter, L., "Uniform Resource Identifier (URI): Generic
Syntax", STD 66, RFC 3986, January 2005, http://www.rfc _ -editor.org/rfc/rfc3986.txt
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1.3  Protocol Overview (Synopsis)

The Simple Symmetric Transport Protocol (SSTP) is an application -layer protocol that enables two
devices toengage in bi -directional, asynchronous communication. This protocol supports multiple
overlapping message transmissions over a single network connection (2) . This protocol depends on
an established and presumed reliable transport -layer connection (2).

SSTP connections (1) are established by one SSTP device to another SSTP device listening on the

preferred Internet Assigned Numbers Authority (IANA) -assigned SSTP port 2492/TCP IANAPORT] .
However, as an applica tion -layer protocol, this protocol can operate on any TCP connection (2)

established between two SSTP  -compatible devices on any mutually agreed -upon listening port.

This protocol employs tunneling and encapsulation methods to navigate firewalls and adapt to

different port requirements. If the preferred port 2492/TCP is not available, this protocol can use HTTP
Tunneling via the HTTP Connect handshake method to operate over port 443/TCP, as described in
MS - GRVHENC]. If firewalls block both ports 2492 and 443, this protocol can be encapsulated in

standard HTTP [RFC2616] over port 80/TCP via any of the SSTP Encapsulation protocols, as described
in [MS -GRVHENC].

SSTP communication begins when a device sends an SSTP Connect command to a target device over a

TCP connection (2) an d receives an affirmative connection response in return. Over this established bi -

directional SSTP connection (1), either the initiating or target device can use SSTP commands to open
SSTP sessi ons and send messages. SSTP sessions are the uni -directional communications channels
through which participating devices send and receive messages.

This protocol is intended for use by client and relay server  devices. SSTP clients are end  -user devices
with messages to exchange, typically containing user or application -generated data. Relay servers are
essentially store and forward devices that facilitate delivery of client messages.

This protocol supports authentication of client devices via the Simple Symmetric Transport
Protocol Security Protocol (SSTP) security sub -protocol, described in [MS -GRVSSTPS]. This
protocol does not encrypt messages, but expects payload to be encrypted by higher -layer protocols.

In conjunction with the Wide Area Network Device Presence Protocol (WAN DPP), this protocol also
sup ports client presence notification. This capability depends on presence servers that inform

subscribing clients of each otherdéds published device
separately in  [MS - GRVWDPP].

The following sections provide more detail about SSTP commands, connections (1), sessions,
messages, and roles.

1.3.1 SSTP Commands

SSTP commands con trol all levels of SSTP communications. These commands enable devices to
establish, respond to, and close SSTP connections (1) and sessions , and to send and acknowledge
receipt of SSTP messages.

Some SSTP commands are role  -dependent; how and when they can be used depends on whether the

issuing device is a client or a relay server. For example, the Attach command is valid only if issue d by
a client with an established connection to a relay server. Conversely, the AttachResponse command is

only valid if issued by a relay server responding to a client Attach request.

Most SSTP commands are processed within an SSTP session, delimited by Op en (or FanoutOpen) and
Close commands. The following Connect and connection -related commands are exceptions, processed
outside the session, at the connection level:

A Connect

A ConnectResponse
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A ConnectAuthenticate
A ConnectClose
A Noop

The following list summarizes the SSTP command set:

A Connect: Initiates an SSTP connection to another device.

A ConnectResponse: Acknowledges the initial connection attempt.

A ConnectAuthenticate: Validates the connection authentication sequence.

A Open: Opens an SSTP session, targeting a single device.

A FanoutOpen: Opens an SSTP  fanout session to a relay server, targeting multiple devices. When in
single -hop fanout , op ens a proxied session through the home relay to a foreign relay, for one or
more devices.

A OpenResponse: Acknowledges the status of an Open attempt.

A Message: Beginsthe message sequence on an SST P session.

A Data: The payload or payload portion of a message sequence.

A EndMessage: Ends the message sequence.

A Noop: Acknowledges receipt of SSTP messages and ensures that the underlying transport
connection remains open.

A Close: Ends an SSTP session.

A Sessio nStatus: Indicates the removal of some destinations from a fanout session.

A ConnectClose: Closes the SSTP connection between devices.

A Attach: Initiates authentication of a client account when a client connects to a relay server.

A AttachResponse: Provides a security challenge from a relay server to a client Attach attempt.

A AttachAuthenticate: Answers the security challenge from an AttachResponse, and ends the client
account authentications  equence.

A Register: Initiates the registration of a client account/device combination or identity  list when a
client connects to a relay server.

A RegisterResponse: Indicates the status of a Regist er attempt, as reported the relay server.

1.3.2 SSTP Connections

This protocol provides a full ~ -duplex application -level connection (1) between two computer devices
that have established a network -layer connection via TCP or another comparable reliable network
transport. Clients initiate SSTP connections to other clients and to servers; servers initiate SSTP

connections to other serve  rs but not to clients.

To establish an SSTP connection, an initiating device sends an SSTP Connect command to a specified
recipient. If delivery is successful, the recipient responds by sending a ConnectResponse command

that contains a Responseld field wit h a value of Ok. Thistwo  -way handshake results in an established
SSTP connection. All subsequent application -level communication between these devices is
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multiplexed over this connection. Either device can close the connection at any time by sending a
ConnectClose command.

1.3.3 SSTP Sessions

Sessions are opened over an established SSTP connection (1) . SSTP sessions are uni  -directional
channels that transport messages between two devices over an established SSTP connection. Multiple

SSTP sessions can be opened in both directions simultaneously on a single connection. SSTP sessions

can be opened by eith  er a client or server.

SSTP Connection

SSTP > (
Sessions - (

Figure 1:SSTP sessions carried within a single connection

To open a new session on an established SSTP connection between two devices, one device sends an
SSTP Open command to the other. When the second d evice returns an OpenResponse command to
confirm receipt, the session is considered opened and application -layer messaging can begin.

A device indicates that it has finished sending its last message for an SSTP session by sending an

SSTP Close command to ¢ lose the SSTP session. Either device sender or recipient devices, can close a
session at any time; there is no requirement that one device wait for the other device to stop sending

data before a session can be closed.

Each SSTP session directs messages to a specific resource handler, a higher -layer designation for a
specific message type (such as instant messages or data updates). Resource handlers contribute to an
addressing combination that includes identity, and client device. The address entity is ident ified in the
Open command by the following entry: resource URL, identity URL , and device URL , forming the
core addressing model of S STP.

A message can be sent to resource handlers for multiple destination identities and devices by opening

a fanout session over an SSTP connection to a relay server. The FanoutOpen command extends the
addressing model to include a relay URL , which identifies the relay server associated with the

destination client. The relay server receiving data on a fanout session takes the role of a data

multicaster, forwarding data to multiple destinations. T he method for associating a relay server with a
client is application -determined.

SSTP session addressing accommodates two types of destinations: those addressed to a specific user

on a specific device, and those addressed to a specific user regardless of the device. Device -targeted

messages are those addressed to a specific resource -user -device combination, and the addressing

entry of resource URL, identity URL, and device URL is used. Identity -targeted messages are those

addressed to a specific resource handler -identity combination, regardless of the
only the sessionbés resource URL anideURdisampty.t y URL are wused; t

1.3.4 SSTP Messages

SSTP messages are transmitted over an open session via a sequence of SSTP commands . Each
message ¢ onsists of a Message command, followed by one or more Data commands, and a final
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EndMessage command. Large blocks of application -level data are transmitted via multiple Data
commands. The Data commands together comprise the message content (or payload).

The contents of SSTP messages on a session are delivered to the higher -layer resource handler for the
identity and device specified in the session Open command. In the case of message fanout, the
FanoutOpen command specifies this information.

Message acknow ledgments are handled at the connection (1) level. Accurate message
acknowledgments depend upon the guaranteed message order and transmission afforded by the
underlying TCP transport. Recipients acknowledge successfully delivered messages by including a
message count in a returning Noop, Message, or ConnectClose command.

Recipients can acknowledge multiple messages simultaneously by specifying the count of all messages
received on a connectiont  o-date.

1.3.5 SSTP Client and Server Roles

This protocol supports communications between client and rela y server devices over TCP  connections
(1) . Because client devices might not be able to directly connect to each other across the Internet,

they rely on relay servers to enable their data exchanges. Client devices initiate connections to relay
servers and all application  -level data originates on client devices. Relay servers are message store and
forward devices that facilitate delivery of client messages, temporarily holding messages for o ffline or
otherwise inaccessible users.

The relationship between SSTP clients and relay servers is as follows:
A Each client is assigned to one or more relay servers, as determined by a higher -layer application.

A Clients initiate connections to relay servers to deposit or retrieve addressed messages over SSTP
sessions

A The relay server application provides a resource handler that accepts and stores clien t messages
addressed to other clients.

Relay server resource handlers deliver client messages to corresponding resource handlers on
destination clients by opening sessions on client -initiated SSTP connections to the relay server.

1.3.5.1 ClientRole

Client devices use SSTP to communicate user or application -generated data. SSTP clients connect to
relay servers to deposit (or enqueue) messages, and to retrieve (or dequeue) messages. Any SSTP
client can fulfill one or both of the following roles:

A Send Role: Clients package user or application -generated data into messages, address messages
to target clients, initiate connections (1) to relay servers, and enqu  eue messages to a relay
server message store.

A Receive Role: Clients initiate connections to relay servers, dequeue messages from the relay
server store, acknowledge message receipt, and present message data to a user interface.

1.3.5.2 Server Role

Using this protocol as a transport, SSTP relay servers accept and efficiently deliver client messages.
Relay servers support the following key SSTP message handling services (each of which is further
explained in subseque nt sections):

A Message storage and delivery to local addresses (those destined for clients assigned to that relay).

A Multicasting of a single message to multiple local addressees ( multi -drop fanou t).
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A Message forwarding to remote relays ( single -hop fanout ).

SSTP clients connect to relay servers to enqueue or dequeue messages. SSTP relay servers do not
initiate connections (1) with clients.

The following diagram illustrates SSTP client and relay server roles:

1 message
3 recipients
3 ClientA transmissions

Receiving
ClientB
— SSTP—p ——SSTP—P
Destination
Relayl
—’.
P o
Receiving
ClientC
Sending
ClientA
Destination Receiving
—P — .
Relay2 ClientD
Figure 2:Basic SSTP client  -server roles
SSTP relay servers can provide the following additiona | functionality in conjunction with cooperating

protocols.

A Client authentication: Utilizing the SSTP Security protocol, relay servers can assume the role of
client authenticator. When SSTP Security is used, the Register command permits client devices to
re gister with an authenticating relay server upon initial connection; the Attach command permits
registered clients present valid authentication credentials to dequeue messages. SSTP Security is
described separatelyin  [MS -GRVSSTPS].

A Device Presence: With the Wide Area Network Device Presence Protocol (WAN DPP), described in
[MS -GRVWDPP], relay se rvers can assume the role of presence servers that enable client devices
to find each other on the Internet. Presence servers collect and disseminate client device
identification and online status information via WAN DPP -specific SSTP messages.

1.3.5.2.1 Relay Server Role - Message Store and Forward

Storing and forwarding messages is a primary role of an SSTP relay server. Message store and

forward functionality is an integral part of successful SSTP message delivery, providing a means of
storing messages  while target recipients are offline or unavailable. Each client is assigned to a relay to
access these services. Both the mechanism for assigning relay servers to clients and for distributing

that information as part of an addressing entry, is application -dependent.

Resource handlers defined on the relay server support ordered enqueuing and dequeuing of message
sequences by participating clients. This permits proper handling of data updates in client applications

that depend upon sequential message deliver y. The implementation details of a relay server message
store, where clients can deposit and collect properly addressed SSTP messages, is application -
dependent.

To enqueue data in a relay server store, a client opens a session specifying an address that contains
a resource handler resident on a target client assigned to the relay server. The relay server retains the
subsequent message sequences for this session in the local store. When the target client attaches to
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(and optionally authenticates with) the relay server, and the relay server has data for any identity or
device registered by that client, the relay server opens a session to the client and delivers the
messages from the local store.

1.35.2.2 Relay Server Role - Fanout

When transmitting large amounts of data to multiple recipients or transmitting over a slow network

link, this protocol uses the relay serverés fanout capabilit
process for conveying a stream of data from a client to a relay server for replication and distribution to

multiple recipients.

For example, if fanout is employed to expedite delivery of a single message to multiple recipients, a

client sends a single copy of the message to each of the relay servers associated with the recipients.
Each relay server, similar to a multi -cast router, distributes copies of the message to target clients.
Because some recipients share a common relay server, this process helps reduce the number of
communicatio ns links and reduces bandwidth usage. The client application determines when fanout is
applied.

Depending upon the relay server to which the recipients are assigned, fanout can be designated as
either multi -drop or single -hop.

135221 Relay Server Role - Multi -Drop Fanout

When a message is addressed to multiple recipients that share the same relay server, the client sends
a single copy of the message to the shared destination relay server, which then deposits a copy of the
message ina local store for each addressed recipient. The relay server forwards messages from the
store to destination clients when they connect to their relay servers. This distribution method is
referred to as multi  -drop fanout.

The following diagram illustrates mul ti -drop fanout through Relay1:

1 message
3 recipients
2 ClientA transmissions

Receiving
SSTP—3 ClientB
Destination
SSTP Relayl
Receiving
ClientC
Sending
ClientA
Destination Receiving
e e — .
Relay?2 ClientD
Figure 3: Multi -drop fanout
135222 Relay Server Role - Single -Hop Fanout
When a message is addressed to multiple recipients assigned to different relay servers, the client can
send a single copy ofthemes sage to its (the sending clientds) assigned r
forwards a copy of the message to each destination relay server. The remote relay servers then
deposit a copy of the message in a local store for each addressed recipient. The relay server s forward
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messages from the store to the destination clients when they connect to their relay servers. This
distribution method is referred to as single -hop fanout.

Single - hop fanout extends the multi -drop functionality to include multiple relay servers in a single
message delivery. SSTP applications can employ single -hop fanout to reduce network usage by client
devices.

The following diagram illustrates single -hop fanout through Relay1:

Receiving
ClientB

SSTPP»

Destination

SSTP—3 Relay Server2

F— L
Receiving

ClientC
Sending . Sender Relay
ClientA SSTP—> Serverl
Destination Receiving
P P .
Relay Server3 ClientD

Figure 4: Single -hop fanout

1.3.6 SSTP Communicat ion Examples

The following sections describe a basic SSTP message exchange between two peer de vices and a
fanout session that involves a relay server.

1.3.6.1 Basic SSTP Message Exchange

A basic SSTP connection (1) scenario involves two devices communicating over a direct network
connection. In this case, if Devicel intends to send a message to a Device2, Devicel begins by
establishing an SSTP connection with Device2 and upon receipt of a response from Device2 opens an
SSTP session . After the expected response from Device2, Devicel sends the message to Device2.
Device2 acknowledges receipt and eventually closes the SSTP session. After the Device2 user exits the
active application, Device2 closes the SSTP connection.

The following schematic shows message flow over a direct SSTP connection between two peer devices.
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Devicel

Initial SSTP Connect and
ConnectResponse commands
are exchanged to establish
communication channel
between clients

Over established connection,ll
either client may initiate
creation of a session. Mulitiple
independent sessions may be
open concurrently.

Higher-layer data exchanged
through a Message/Data/
EndMessage sequence over
open channel

T ——

Device?2

Il . Connect

D

ConnectResponse

T ———

Open (Session 1)

OpenResponse(Session 1, Ok) i

Il_‘—-——_

T ———

Message (Session 1)

Data (Session 1)
EndMessage (Session 1)
Noop (Session 1)‘——'—-—-—_

Close (Session 1)

ConnectClose

Receiving client resource
handler for the session
identified by URLs contained
in Open command

Acknowledgements for
received message may be
contained in Noop command

B—

Figure 5: Basic connection and data exchange sequence

Either client may close
session or connection at any
time.

1.3.6.2 SSTP Multi -Drop Fanout Message Exchange
The following schematic shows message flow when a relay server is employed to perform multi -drop
message storage and distribution, where one of the addressed recipients has connected and
authenticated with the relay server:
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and fully
authenticates via
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connected Client 2.
SessionID

managed by relay,
and is independent
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opened by Client 1
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appropriate
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- store and forward to authenticated client

1.3.6.3 SSTP Single -Hop Fanout Message Exchange
The follo wing schematic shows message flow when a relay server is employed to perform single -hop
message storage and distribution to a remote relay:
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SSTP is designed to augment standard transport protocols with features such as multiplexed
messaging to multiple destinations over a single
acknowledgments over a stream transport. SSTP operates over TCP, using IANA

2492/TCP [IANAPORT] . SSTP can also be encapsulated to
MS - GRVHENC].

port, as described in

connection (1)

and application

-level message
-registered port

operate over HTTP, via any registered HTTP

SSTP Security [MS-GRVSSTPS] is a sub -protocol that supports client authentication in conjunction

with SSTP sessions

WAN Device Presence Protocol

transport.

Groove Dynamics

The following diagram shows the SSTP protocol stack:

[MS -GRVDYNM] is a synchronization protocol that uses SSTP a

MS - GRVWDPP] is a client presence protocol that uses SSTP as its

s its transport.
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Figure 8: SSTP protocol stack
15 Prerequisites/Preconditions
SSTP communications require established TCP connections (1) between participating devices.

The IP addresses of destination devices are required to create underlying transport connections.

1.6 Applicability Statement

SSTP is designed to augment standard transport protocols (such as TCP) with the capabilities of

sending message acknowledgments over a stream transport, processing messages, and multicasting

single messages to multiple application endpoints over a single connection (1) . An SSTP client
connection (1) to an intermediary SSTP relay server is required to use multicasting features.

1.7  Versioning and Capability Negotiation
Supported Transports: SSTP uses TCP as its transport, as described in section 21.

Protocol Versions: The SSTP protocol versions currently specified are versions 1.5 and 1.6; SSTP

1.5 is indicated by MajorVersionNumber of 1 and MinorVersionNumber of 5, and SSTP 1.6 is indicated

by MajorVersionNumber of 1 and MinorVersionNumber of 6. SSTP 1.6 introduces several optimization
mechanisms for fanout and session status commands. To accommodate future version updates, SSTP
supports limited capability negotiation via the MajorVersionNumber and MinorVersionNumber fields, as
specified in sections 2.2.1.1 and 2.2.2.1 .

Security and Authentication Methods: SSTP relies on the SSTP Security protocol for security and
authentication, as described in [MS -GRVSSTPS].

Capability Negotiation: SSTP incorporates fields to permit applications to negotiate end -to-end
supported device capabilities via inclusion of vendor extensible fields, as described i n sections 2.2.1.1
and 2.2.2.1 . The SSTP protocol itself does not impose or perform any specific capability negotiations.

Devices with the same major version but different minor versions are compatible.

1.8 Vendor -Extensible Fields

SSTP has the following vendor  -extensible fields, as described in section 2.2.1.1 :

>

Peer Product Version

A Peer Product Capabilities
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1.9 Standards Assignments

SSTP operates over TCP on the Internet Assigned Numbers Authority (IANA) registered port 2492
IANAPORT] .
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2 Messages

2.1  Transport

SSTP is an application -layer stream -oriented binary protocol, exchanged over a reliable transport

layer. All multiple  -byte elements in SSTP MUST be treated as little -endian , unless oth erwise
specified.

Designed for operation over TCP via the official IANA -assigned port 2492 IANAPORT] , SSTP can also
operate over port 443/TCP or encapsulated over HTTP on port 80/TCP MS - GRVHENC].

2.2 Message Syntax

SSTP commands consist of a combination of fixed -length and variable -length fields. Each command is
limited to a specified length. There are no prescribed limits on the lengths of the variable -length fields
in these commands.

Every SSTP message MUST start with a 3 -byte message header that contains a one -byte Commandid
field indicating the command type, followed by a two -byte CommandLength field indicating the total
length of the SSTP message. The maximum length of a command depends on the Commandld,

described subsequent! .

Commandld values and SSTP command length MUST comply with the specifications in the following
table:

SSTP Command Length in
Mnemonic Value Bytes
Connect 0x01 2055 maximum
ConnectResponse 0x02 2055 maximum
ConnectAuthenticate 0x03 2055 maximum
ConnectClose 0x04 8orl2
Open 0x05 2055 maximum
FanoutOpen 0x06 65535 maximum
OpenResponse 0x07 Exactly 8
SessionStatus 0x12 2055 maximum
Close 0x11 Exactly 8
Message 0x0d 2055 maximum
Data 0x0e 2055 maximum
EndMessage 0xOf Exactly 7
Noop 0x10 Exactly 7
Attach 0x08 2055 maximum
AttachResponse 0x09 2055 maximum
AttachAuthenticate 0x0a 2055 maximum
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SSTP Command Length in
Mnemonic Value Bytes
Register 0x0b 8192 maximum
RegisterResponse 0x0c 2055 maximum
22.1 Connect
The Connect command initiates an SSTP connection (1) and contains basic connection (1)

information about the sending device.

The total length of this command MUST NOT exceed 2055 bytes.

2.2.1.1 Connect Command Fields

Connect command fields are defined in the following table.

1 2 &

0|1|2|3|4|5|6|7|8 0|1|2|3|4|5(6[7[8|9]0 4(5(6(7(8[9]0

CommandID CommandLength MajorVersionNumber
MinorVersionNumber Reserved TargetDeviceURL (variable)

SourceDeviceURLs (variable)

AuthenticationTokenLength

AuthenticationToken (variable)

PeerProductVersion (variable)

PeerProductCapabilities (variable)

CommandID (1 byte): The command identifier. This field MUST be set to 0x01.

CommandLength (2 bytes):

MajorVersionNumber (1 byte):
set to Ox01.

The total length of the command, in bytes.

The SSTP major version of the sending device. This field MUST be
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MinorVersionNumber (1 by te): The SSTP minor version number of the sending device. If the
sending device supports SSTP 1.6, this field MUST be set to 0x06; otherwise, this field MUST be
set to 0x05.

Reserved (1 byte): A reserved field that MUST be set to 0x00.

TargetDeviceURL (var iable): A variable -length ASCII string terminated by the byte 0x00 containing
the expected DeviceURI of the device that is receiving this message.

A - NumSourceDeviceURLs (1 byte): The number of device URLs in the SourceDeviceURLs field
of this command.

So urceDeviceURLSs (variable): A list of variable -length ASCII strings, each terminated by the byte
0x00, that identify the sending device. The number of strings MUST be as specified in the
NumSourceDeviceURL field.

AuthenticationTokenLength (2 bytes): The length in bytes of the AuthenticationToken field of
the Connect command.

AuthenticationToken (variable): A byte sequence that is used to authenticate the connecting
device. The length of this byte sequence MUST be as specified in the
AuthenticationToke nLength field. The receiving device interprets the contents of this token as
an SSTP Security Protocol message, as specified in [MS -GRVSSTPS].

PeerProductVersion (variable): A variable -length ASCII string terminated by 0x00 containing the
sender 6s weniend<le tThis field is informational and usage is application -dependent. The
field SHOULD contain a series of application -defined tokens, where each token is separated by a

space, and MUST contain at least one token.

PeerProductCapabilities (variable): A variable length ASCII string terminated by 0x00 containing
the sender 6s pr oda®x tThicfielpisinfarmaiiobal, e sand usage is application -
dependent The format of this string is "< tokenl >;< token2 > ; é ;tokenN >" where each of
<tokenl >through < tokenN > MUST be separated by a semicolon (;). Each token is a string and
MUST NOT contain leading or trailing spaces. Tokens SHOU LD be short capitalized abbreviations
and SHOULD NOT contain spaces. An example of this string is as follows:

ABC;MDF

2.2.2 ConnectResponse

The ConnectResponse command indicates the success or fail ure of an SSTP connection (1) request
and conveys basic device information. A device sends a ConnectResponse command upon receipt of
a Connect command from another device.

The total length of  this message MUST NOT exceed 2055 bytes.

2.2.2.1 ConnectResponse Command Fields

ConnectResponse command fields are defined as shown in the following table.

0(1(2|3|4|5(6|7(8]|9(0|1|2|3|4|5|6|7|8[9|0(1|2(|3|4(5|6|7|8|9|0]|1

CommandID CommandLength MajorVersionNumber

MinorVersionNumber Responseld AuthenticationTokenLength
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AuthenticationToken (variable)

A|B|C|D|E|F|G|H PeerProductVersion (variable)

PeerProductCapabilities (variable)

TargetDevice Fields (variable)

Retry Time (optional)

CommandID (1 byte): The command identifier. This field MUST be set to 0x02.
CommandLength (2 bytes): The total length of the command, in bytes.
MajorVersionNumber (1 byte): The SSTP major version  number of the sending device. This field

MUST be set to 0x01.

MinorVersionNumber (1 byte): The SSTP minor version number of the sending device. If the
sending device supports SSTP 1.6 then this field MUST be set to 0x06; otherwise this field MUST
be sett o 0x05.

Responseld (1 byte): A value indicating success or failure of the Connect request, as described in
the following table.

Value Mnemonic Description

0x00 Ok The connection (1) attemptis successful.

0x01 WrongDevice The device URL of the sending device is not the same as the device URL
specified in the TargetDeviceURL field of the corresponding Connect
command.

0x02 TryLater The sending device is requesting that the receiving device close the

connection (1) and SHOULD NOT attempt to reconnect for the amount of
time specified inthe  RetryTime field of this command.

0x03 WillUpgrade The sending device is running a lower and potentially incompatible version of
SSTP than the receiving device.

0x04 WontUpgrade The sending device is running a version of SSTP that is incompatible with the
SSTP version on the receiving device.

0x05 NewVersionRequired The sending device is running a higher SSTP major version number than the
receiving device.

0x06 AuthenticationFailed The sending device was unable to authenticate the receiving device using the
information provided in the AuthenticationToken of the Connect
command.
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Value Mnemonic Description

0x09 ConnectRej ected The connection (1) from the receiving device is blocked because of a security
lockout as defined in MS -GRVSPMR].

AuthenticationTokenLength (2 bytes): The length in bytes of the AuthenticationToken field.

AuthenticationToken (variable): A byte sequence that is used to authenticate the connecting
device. The length of this byte sequence MUST be as specified in the
AuthenticationTokenLength field. The rece iving device interprets the contents of this token as
an SSTP Security Protocol message, as specified in [MS -GRVSSTPS].

A - rl (1 bit, variable): This field is unused and MU ST be set to zero. If the Responseld is
NewVersionRequired, this field does not exist in the ConnectResponse message.

B - r2 (1 bit, variable): This field is unused and MUST be set to zero. If the Responseld is
NewVersionRequired, this field does not exist in the ConnectResponse message.

C - r3 (1 bit, variable): This field is unused and MUST be set to zero. If the Responseld is
NewVersionRequired, this field does not exist in the ConnectResponse message.

D - r4 (1 bit, variable): This field is unused and M UST be set to zero. If the Responseld is
NewVersionRequired, this field does not exist in the ConnectResponse message.

E - r5 (1 bit, variable): This field is unused and MUST be set to zero. If the Responseld is
NewVersionRequired, this field does not exis tin the ConnectResponse message.

F - C (1 bit, variable): This field is unused and MUST be set to zero. If the Responseld is
NewVersionRequired, this field does not exist in the ConnectResponse message.

G - S (1 bit, variable): If set to 1, the sending de vice supports single -hop fanout via  sessions
opened with the  FanoutOpen  command. An alternate name for this field is SingleHopFanout Lf
the Responseld is NewVersionRequired, this field does not exist in the ConnectResponse message.

H - M (1 bit, variable): If set to 1, the sending device supports multi -drop fanout via sessions
opened with the  FanoutOpen  command. An alternate name for this field is Multi -dropFanout . If
the Responseld is NewVersio  nRequired, this field does not exist in the ConnectResponse message.

PeerProductVersion (variable): See section 2.2.1.1 .

PeerProductCapabilities (variable): See section 2.2.1.1.

TargetDevice Fields (variable): If the ResponselD field contains a value of "Ok", the
NumTargetDeviceURLs , TargetDeviceURLs and Reservedl fields MUST be present.

Otherwise, these fields MUST NOT be present. These fields are specified as shown in the follow ing
table.
1 2 3
0|1|2(3|4|5(6|7|8|9|0|1|2|3|4|5(6|7|8(9|0|1(2|3|4|5[(6|7|8[9|0]|1
NumTargetDeviceURLs TargetDeviceURLs (variable)
Reserved
NumTargetDeviceURLs (1 byte): The number of device URLs in the TargetDeviceURLs field of

this command.
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TargetDeviceURLs (variable): A list of variable -length ASCII strings, each terminated by the
byte 0x00, that identify the sending device.

Reserved (1 byte): This field is reserved and MUST be 0x00.
Retry Time (4 bytes, optional): The time, in seconds, that the receiving device SHOULD wait before
attempting another connection (1) to the sending device. If the ResponselD  field contains a

value of TryLater or WillUpgrade ,the RetryTime field MUST be present. Otherwise, this field
MUST NOT be present.

2.2.3 ConnectAu thenticate

The ConnectAuthenticate command is used to validate that the sender can respond correctly to the
security challenge provided in the previous ConnectResponse command, as spe cifiedin [MS -
GRVSSTPS].

The total length of this message MUST NOT exceed 2055 bytes.

2.2.3.1 ConnectAuthenticate Command Fields

The ConnectAuthenticate command fields are defined as shown in the following table.

0(1(2|3|4|5(6|7(8]|9(0|1|2|3|4|5|6|7|8[9|0(1|2(|3|4(5|6|7|8|9|0]|1

Commandld CommandLength A

AuthenticationToken (variable)

Commandld (1 byte): The command identifier. This field MUST be set to 0x03.
CommandLength (2 bytes): The total length of the command, in bytes.
A - AuthenticationTokenLength (2 bytes): The length in bytes of the AuthenticationToken field.

AuthenticationToken (variable): A byte sequence that is used to authenticate the connecting
device. The length of this byte sequence MUST be as specified in the AuthenticationTokenLength
field. The receiving device interprets the contents of this token as an SSTP Security protocol
message, as specified in  [MS -GRVSSTPS].

2.2.4  ConnectClose
The Conn ectClose command is used to close the SSTP connection (1)

Ifthe Reasonld field is set to the value 0x01 (Resting), the ReturnTime  field MUST be present, and
the total length of this message M UST be 12 bytes. Otherwise, the total length of this message MUST
be 8 bytes.
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2.24.1 ConnectClose Command Fields

ConnectClose command fields are defined as follows:

0(1(2|3[4|5(6|7|8]|9(0|1|2|3|4]|5

Commandld

CommandLength

Reasonld

MessageCount

ReturnTime

Commandld (1 byte):
CommandLength (2 bytes):

Reasonld (1 byte):

reason for closing the  connection (1)

The command identifier. This field MUST be set to 0x04.
The total length of the command, in bytes.

This field MUST be set to one of the values in the following table indicating the

Value Mnemonic

Description

0x00 NoReason

This is the default value.

0x01 Resting

The sending device cannot accept any more data and is
closing the connection (1). The receiving device SHOULD
NOT attempt to reconnect for the amount of time
specified inthe ReturnTime  field.

0x02 Idle

The sending device higher -layer has det ected that the
connection (1) is idle and is closing the connection (1).

0x03 ProtocolError

The sending device has detected that the receiving
device has generated an SSTP protocol violation and is
closing the connection (1).

0x04 DeviceAuthenticationFa iled

The sending device was unable to authenticate the
receiving client device.

0x05 UserAuthenticationFailed

The sending device was unable to authenticate the
account specified in a previous Attach command.

0x06 StaleConnectAuthenticate

The receiving client device did not respond with the

correct ConnectAuthenticate command to the security
challenge provided by the sending device in a previous
ConnectResponse command.

0x07 StaleAttachAuthenticate

The receiving client device did not respo nd with a correct
AttachAuthenticate command to the security challenge
provided in a previous  AttachResponse command.

0x08 ResponseTimeout

The sending device has not received an expected

response to a previous SSTP command. This Reasonld
MAY be used by a higher -layer which implements
optional connection (1) and session timeouts, as
specified in section  3.1.2 .

0x09 Rejected

The connecti on (1) from the receiving client device is
blocked because of a security lockout as defined in

GRVSPMR].

MS -
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Value Mnemonic Description

0x0a DecryptionFailed The connection (1) from the receiving clie nt device is
blocked because of a cryptographic incompatibility as

specified in  [MS -GRVSSTPS].

0x0c CrossedConnections The sending device has detected that an SSTP
connection (1) already exists between the sending and
the receiving devices and is closing the connection (1).

0x0d InternalError The sending device encountered an unexpected
condition, and is closing the connection (1).

0x0e Upgrade The sending device is closing the connection (1) because
of SSTP version incompatibility.

OxOf TooManyUnknownSessionCmds The sending device has detected that the receiving
device has sent commands on a session that is not
currently open.

0x10 NewVersionR equired The sending device has detected that the receiving
device is running an incompatible version of SSTP, and is
closing the connection (1).

MessageCount (4 bytes): The number of SSTP messages that the sending device acknowledges it
has successfully r eceived and processed.

ReturnTime (4 bytes): The time in seconds that the receiving device SHOULD wait before
reconnecting to the sending device. This optional field MUST be present only if the Reasonld
field, described previously, is set to 0x01 (Resting)

225 Open

The Open command is used to open an SSTP session between two connected SSTP devices. The
Open command identifies the destination using an addres sing entry that contains the target resource
URL, identity URL, and device URL.

The total length of this message MUST NOT exceed 2055 bytes.

2251 Open Command Fields

Open command fields are defined as shown in the following table.

0(1(2|3|4|5|6|7(8[|9|0(1|2|3|4|5[(6[7|8|9|0]|1|2|3|4[(5|6|7|8|9|0]1

Commandld CommandLength Sessionld

A

IdentityURL (variable)
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DeviceURL (variable)

B|C|D|E|F|G|H]|I Reserved

Commandld (1 byte): The command identifier. This field MUST be set to 0x05.

CommandLength (2 bytes): The total length of the command, in bytes.

Sessionld (4 bytes): The identifier for the SSTP session , as specified in section  3.1.1.3 .

A - ResourceURL (variable): A variable length ASCII string terminated by 0x00 containing the URL
of the resource handler for all messages on this SSTP session. This field MUST NOT be an e mpty
string. <3>

IdentityURL (variable): A variable length ASCII string terminated by 0x00 containing the identity
URL of the destination for all messages on this SSTP session. For any session other than a WAN
DPP session, this field MUST NOT be an empty string. <4>

DeviceURL (variable): A variable length ASCII string terminated by 0x00 containing the device URL
of the destination fo  r all messages on this SSTP session. For identity -targeted sessions, this field

MUST be an empty string.

B - rl (1 bit): This field is reserved and MUST be set to zero.

C - r2 (1 bit): This field is reserved and MUST be set to zero.

D - r3 (1 bit): This fi eld is reserved and MUST be set to zero.

E - r4 (1 bit): This field is reserved and MUST be set to zero.

F - r5 (1 bit): This field is reserved and MUST be set to zero.

G - r6 (1 bit): This field is reserved and MUST be set to zero.

H - r7 (1 bit): This fi eld is reserved and MUST be set to zero.

I - 1 (2 bit): The field is unused, and SHOULD be zero <5> . Areceiver MUST ignore this bit.

Reserved (2 bytes): The field is reserved and MUST be 0x000 0.

226 FanoutOpen
The FanoutOpen command opensa fanout SSTP session from a device to a relay server.

The total length of this message MUST NOT exceed 65535 bytes.

2.2.6.1 FanoutOpen Command Fields

FanoutOpen command fields are defined as follows:

0(1(2|3|4|5(6|7(8]|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6(|7|8|9|0]|1

Commandld CommandLength Sessionld
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B|C|D|E|F|G|H]|I NumFanoutDeviceEntries J
Reserved
Commandld (1 byte): The command identifier. This field MUST be set to 0x06.
CommandLength (2 bytes): The total length of the command, in bytes.
Sessionld (4 bytes): The identifier for the SSTP session as specified in section  3.1.1.3 .
A - ResourceURL (variable): A variable length ASCII string termin ated by 0x00 containing the URL
of the resource handler for all messages on this SSTP session. This field MUST NOT be an empty
string.

B - rl (1 bit): This field is reserved and MUST be set to zero.
C - r2 (1 bit): This field is reserved and MUST be set to zero.
D - r3 (1 bit): This field is reserved and MUST be set to zero.
E - r4 (1 bit): This field is reserved and MUST be set to zero.
F - r5 (1 bit): This field is reserved and MUST be set to zero.
G - 16 (1 bit): This field is reserved and MUST be set to zero.
H - r7 (1 bit): This field is reserved and MUST be set to zero.

I - 1 (2 bit): This field is reserved and SHOULD  <6> be zero. A receiver MUST ignore this bit.

NumFanoutDeviceEntries (2 b ytes): The total number of entries in the FanoutDeviceEntries
field.

J - FanoutDeviceEntries (variable): A variable length list of fanout device entries. The
FanoutDeviceEntries list MUST contain exactly as many entries as indicated in the preceding
NumFan outDeviceEntries field.

FanoutDeviceEntries command variable fields are defined as shown in the following table.
1 2 3

0(1(2|3|4|5|6|7(8[|9|0(1|2|3|4|5[(6[7|8|9|0]|1|2|3|4[|5|6|7|8|9|0]1

FanoutDeviceEntry[1] (variable)

FanoutDeviceEntry[2] (variable)
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FanoutDeviceEntry[n] (variable)

FanoutDeviceEntry[1] (variable): First FanoutDeviceEntry

FanoutDeviceEntry[2] (variable): Second FanoutDeviceEntry

FanoutDeviceEntry[n] (variable): Last FanoutDeviceEntry

In SSTP 1.5, each fanout device entry i s composed of the three variable -length ASCII strings,

each terminated by 0x00: identity URL, device URL and relay URL. Each string indicates (to the

relay server) the destination resource handler that will process sent messages received on the

fanout sess ion. The IdentityURL field of each entry MUST NOT be empty. The DeviceURL field of
each entry MAY <7> be empty. If the resource handler associated with the recipient relay server is

the destina tion of messages on this session, the RelayURL field <8> MUST be empty. If the
RelayURL field is empty, a resource handler associated with the recipient relay server is the

destination of messa  ges on this session.

In SSTP 1.6, the fanout device entry is composed of four variable -length ASCII strings, each
terminated by 0x00. A new FailoverDeviceURLs is included, in addition to the IdentityURL
DeviceURL ,and RelayURL fields described in the prec  eding paragraph. The

FailoverDeviceURLs field MUST be set to 0x00.

The SSTP 1.5 FanoutDeviceEntries consisting of IdentityURL , DeviceURL ,and RelayURL
fields are defined as shown in the following table.

1 2 3
0(1(2|3|4|5|6|7(8[|9|0(1|2|3|4|5[(6|7|8|9|0]|1|2|3|4[|5|6|7|8|9|0]1

FanoutDeviceEntry[i].IdentityURL (variable)

FanoutDeviceEntry[i].DeviceURL (variable)

FanoutDeviceEntry[i].RelayURL (variable)

FanoutDeviceEntry[i].IdentityURL (variable): ASCII string terminated by 0x00.
FanoutDeviceEntry[i].DeviceURL (variable): ASCII string terminated by 0x00.
FanoutDeviceEntry[i].RelayURL (variable): ASCII string terminated by 0x00.

The SSTP 1.6 FanoutDeviceEntries consisting of IdentityURL , DeviceURL , RelayURL , and
FailoverDeviceURLs fields are defined as shown in the following table.
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0(1(2|3|4|5(6|7(8]|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6(|7|8|9|0]|1

FanoutDeviceEntry[i].IdentityURL (variable)

FanoutDeviceEntryl[i].DeviceURL (variable)

FanoutDeviceEntry[i].RelayURL (variable)

FanoutDeviceEntry[i].FailoverDeviceURLs (variable)

FanoutDeviceEntry[i].IdentityURL (variable): ASCII string terminated by 0x00.

FanoutDeviceEntry[i].DeviceURL (variable): ASCII string terminated by 0x00.

FanoutDeviceEntry[i].RelayURL (variable): ASCII string terminated by 0x00.

FanoutDeviceEntry[i].FailoverDeviceURLs (variable): ASCII string terminated by 0x00.
Reserved (2 bytes): This field is reserved and MUST be 0x0000.

227 OpenResponse

The OpenResponse command is sent in response to an Open or FanoutOpen command to notify the
receiving device of the ~ session status. OpenResponse commands a re also sent to notify of session
status changes.

The total length of this message MUST be 8 bytes.

2.2.7.1 OpenResponse Command Fields

OpenResponse  command fields are defined as shown in the following tabl e.

0(1(2|3|4|5|6|7(8[|9|0(1|2|3|4|5[(6|7|8|9|0]|1|2|3|4[(5|6|7|8|9|0]1

Commandld CommandLength Sessionld
Responseld
Commandld (1 byte): The command identifier. This field MUST be set to 0x07.
CommandLength (2 bytes): The total length of the command, in bytes.
Sessionld (4 bytes): The identifier for the SSTP session , as specified in section  3.1.1.3 .
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Responseld (1 byte): The Responseld field MUST have one of the values in the following table,

indicating success or failure of the Open request.

Value Mnemonic Description

0x00 Ok The SSTP session has been successfully opened and the
responder is ready to receive messages.

0x04 NoResource The fanout session request to a WAN DPP presence server is
rejected.

0x05 Unknown The session could not be opened because of an undefined
error.

0x08 NoFanoutEntries The fanout session request did not contain valid fanout

address list entries.

listofa FanoutOpen command.

0x09 StartSending The responding device is ready to receive messages on the
session.

Ox0a StopSending The responding cannot receive messages on the session.

0x0b OkStopSending The session can be open but messages cannot be received.

0x0c Fanou tNotSupported The sending device does not support single -hop fanout, and
a remote relay was specified in the FanoutDeviceEntries

2.2.8  SessionStatus

The SessionStatus ~ command indicates that the specified destinations are no longer part of the fanout
session

The total length of this command MUST NOT exceed 2055 bytes.

There are two different types of Session Status commands, where the first type is supported by both
SSTP 1.5 and 1.6, whereas the second type is only supported by SSTP 1.6.

2.2.8.1 SessionStatus Command Fields

SSTP 1.5 and SSTP 1.6 SessionStatus command fields with a single fanout device are defined as
shown in the following table.

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[(6|7|8|9|0]|1|2|3|4[|5|6|7|8|9|0]1

Commandld CommandLength Sessionld

Statusld

Reserved DeviceURL (variable)

IdentityURL  (variable)
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SSTP 1.6 SessionStatus command fields with multiple fanout devices are defined as shown in the
following table.

0(1(2|3|4|5|6|7(8|9|0(1|2|3|4|5[(6[|7|8|9|0|1|2|3|4[|5|6|7|8|9|0]1

Commandld CommandLength Sessionld

Statusld

Reserved DeviceURL (variable)

IdentityURL (variable)

NumFanoutDevicelndexes FanoutDevicelndexes (variable, optional)

Commandld (1 byte): The command identifier. This field MUST be set to 0x12.
CommandLength (2 bytes): The total length of the command, in bytes.
Sessionld (4 bytes): The identifier for the SSTP session , as specified in section  3.1.1.3 .

Statusld (1 byte): This field MUST be one of the values described in the following table indicating the
cause of the status change.

Value Mnemonic Description

0x01 DNSLookupFailed The DNS lookup of the relay server specified in the
DeviceURL field failed.

0x02 HostNotReachable A TCP connection (2) to the remote relay server
specified inthe DeviceURL field could not be established.

0x03 ConnectionClosed An existing forwarding connection (1) to the remote relay
specif ied inthe DeviceURL field was lost.

0x04 QuotaWouldBeExceeded The specified recipient no longer has space available to
store messages for this session.

0x05 LockedOut The specified recipient is no longer permitted to store
messages for this session.

Reserved (1 byte): This field is reserved, and MUST be 0x00.

DeviceURL (variable): A variable length ASCII string terminated by 0x00 containing the device URL
of the device affected by this command.
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In SSTP 1.5, ifthe  Statusld is 0x01, 0x02, or 0x03 this MUST be a relay URL and indicates that
all fanout destinations on this relay server are no longer part of this session.

In SSTP 1.5, ifthe  Statusld is one of 0x04 or 0x05 this MUST be a client device URL and
indicates that the destination specified by the combination of this ~ DeviceURL field and the
IdentityURL field is no longer part of this session.

In SSTP 1.6, for optimization, a single SessionStatus command can specify multiple devices that
have all undergone the same status change. Multiple devices ar e specified by the optional
NumFanoutDevicelndexes and FanoutDevicelndexes fields. If only one fanout target has
failed, the DeviceURL field MUST be a client device URL and indicates that the destination

specified by the combination of this DeviceURL field and the IdentityURL field is no longer part
of this session. In addition, NumFanoutDevicelndexes MUST be set to 0x0000 and the
FanoutDevicelndexes field MUST be omitted.

In SSTP 1.6, if more than one fanout device has failed, both the DeviceURL and Identi tyURL
fields MUST be set to an empty string, and the NumFanoutDevicelndexes and
FanoutDevicelndexes fields MUST be used to specify the devices.

IdentityURL (variable): A variable length ASCII string terminated by 0x00 containing the identity
URL of arecip ient.

In SSTP 1.5, ifthe  Statusld is one of O0x01, 0x02, or 0x03 this MUST be set to an empty string.

In SSTP 1.5, ifthe  Statusld is one of 0x04 or Ox05 this MUST NOT be an empty string.

In SSTP 1.6, for optimization, a single SessionStatus ~ command can s pecify multiple devices that
have all undergone the same status change. Multiple devices are specified by the optional
NumFanoutDevicelndexes and FanoutDevicelndexes fields. If only one fanout target has
failed, the IdentityURL field MUST NOT be an empty s tring. In addition,
NumFanoutDevicelndexes MUST be set to 0x0000 and the FanoutDevicelndexes field MUST
be omitted.
In SSTP 1.6, if more than one fanout device has failed, both the DeviceURL and IdentityURL
fields MUST be set to the empty string, and the NumFanoutDevicelndexes and
FanoutDevicelndexes fields MUST be used to specify the devices.

NumFanoutDevicelndexes (2 bytes): The total number of fanout device indices in the list
FanoutDevicelndexes field. This is an optional field introduced in SSTP 1.6 SessionStatus

messages. In SSTP 1.5, this field MUST NOT exist.

In SSTP 1.6, if there is only one fanout device on which to report status (as was the case with all

SSTP 1.5 SessionStatus messages), the DeviceURL and IdentityURL fields MUST be used
instead. In this case, the  NumFanoutDevicelndexes field MUST be set to 0x0000 and the
FanoutDevicelndexes field MUST NOT exist.

FanoutDevicelndexes (variable, optional): A variable length list of encoded fanout device entries.
This is an optional field introduced i n SSTP 1.6 SessionStatus messages, for optimization, that
allows a single SessionStatus command to specify the status of multiple fanout devices. In SSTP
1.5, this field MUST NOT exist.

If the field is present, the FanoutDeviceEntries list MUST contain exa ctly as many entries as
indicated in the preceding NumFanoutDeviceEntries field.

The FanoutDevicelndexes field is a zero -based index. A FanoutDevicelndexes entryisa2 -
byte unsigned integer that is used as an index to locate a fanout device entry in the o riginal

FanoutOpen command. An index MUST be less than the size of the fanout device entries in the
associated FanoutOpen command and SHOULD NOT <9> be sentinredundant  SessionStatus
commands for the same associated FanoutOpen command.
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If NumFanoutDevicelndexes

is set to 0x0000, this indicates that there is only one fanout

device specified in this  SessionStatus command. In this case, the IdentityURL field MUST be
used instead, the  DeviceURL field MUST be NULL, andthe FanoutDevicelndexes field MUST
NOT exist.

229 Close

The Close command ends an SSTP  session ona connection (1)

The total length of this message MUST be 8 bytes.

2.29.1 Close Command Fields

The Close command fields are defined as shown in the following tab le.

1 2 3

0(1(2|3[4|5(6|7|8]|9(0|1|2|3|4]|5

Commandld

CommandLength

Sessionld

Reasonld

Commandld (1 byte):
CommandLength (2 bytes):
Sessionld (4 bytes): The identifier for the SSTP

Reasonld (1 byte):
indicating the reason for closing the session.

The total length of the

session , as specified in section

The command identifier. This field MUST be set to O0x11.

command, in bytes.

3.113 .

This field MUST be one of the reason identifiers described in the following table
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Value Mnemonic Description
0x00 NoReason This is the default value.
0x02 Idle The sending device higher  -layer has detected that
the session is idle and is closing the session.
0x03 ProtocolError The sending device has detected an SSTP Security
message protocol violation and is closing the
session.
0x04 DeviceAuthenticationFailed The sending device was unable to authenticate the
receiving client device.
0x05 UserAuthenticationFailed The sending device was unable to authenticate the
account specified in a previous Attach command.
0x07 StaleAttachAuthenticate The receiving client device did not respond with a
correct AttachAuthenticate command to the
security challenge provided in a previous
AttachResponse command.
0x0b QuotaWouldBeExceeded The identityds message quot
the relay server.
oxod InternalError The sending device encountered an unexpected
condition and is closing the connection (1)
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Value Mnemonic Description

0x15 EmptySession The relay server will not accept data sent by the
receiving device for this session because all the
remote relay servers or local recipients of the
fanout session are either unavailable or can no
longer accept data.

2.2.10 Message

The Message command beginsa Message/Data é Data é Data/End Message sequence and provides
specific details about the message sequence.

The total length of this message MUST NOT exceed 2055 bytes.

2.2.10.1 Message Command Fields

The Message command fields are defined as shown in the following table.

0(1(2|3|4|5(6|7(8]|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7|8|9|0]|1

Commandld CommandLength Sessionld

MessageCount

A|/B|C|D|E|F|G|H

UserRef (variable)

Ephemeral Fields

StreamSize Fields (24 bytes)

Fragmentation Fields (variable)

Commandld (1 byte): The command identifier. This field MUST be set to 0x0d.
CommandLength (2 bytes): The total length of the command, in bytes.
Sessionld (4 bytes): The identifier for the SSTP session , as specified in section  3.1.1.3 .
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MessageCount (4 bytes): The number of SSTP messages that the sending device acknowledges it
has successfully received and processed. Although this field is contained within a session message,
this is a connection  -level acknowledgment.

A - rl (1 bit): This field is reserved and MU ST be set to zero.
B - F(1hit): Ifsetto 1, this value indicates that the Fragmentation Fields are present.

C - G (1hit): Ifsetto 1, this value indicates that the receiving application SHOULD track this
message and report message status to the resour ce handler.

D - S(1bit): Ifsetto 1, this value indicates that the StreamSize Fields are present.
E - r2 (1 bit): This field is reserved and MUST be set to zero.

F - A (1 bit): If set to 1, this value indicates that the sending device is requesting that the receiving
device acknowledge this message immediately. An alternate name for this field is
Acknowledgelmmediately

G - E (1 bit):  If setto 1, this value indicates a message has Ephemeral Fields present. An alternate
name for this field is Ephemeral
H - D (1 bit): If set to 1, this value indicates that the sending device is requesting that the message
be discarded by the relay server if the destination device is offline. An alternate name for this field
is DoNotDeliverlfOffline
UserRef (variable): A variable -length ASCII string terminated by 0x00 containing an optional
arbitrary string containing a higher -layer application -defined identifier for the message.
Ephemeral Fields (4 bytes): Ifthe E bitis setto 1, these MUST be present. Otherwise, these fields

MUST NOT be present.

These fields are defined as shown in the following table.

TTL

Reservedl (optional)

Reserved2 (optional)

TTL (4 bytes): The message time to live, in seconds. Only relay servers SHOULD act on this field.
A TTL field value of 0 indicates an infinite time to live for the message. Setting the TTL field to 0 is
functionally equivalent to clearing the E bit, and not including the Ephemeral Fields in the
Message command.

Reservedl (4 bytes, optional): MUST be set to 0x00000000 if present.
Reserved2 (1 byte, optional): MUST be set to 0x00 if present.
StreamSize Fields (96 bytes): Ifthe S bitis setto 1, these MUST be present. Othe rwise, these

fields MUST NOT be present.

These fields are defined as shown in the following table.
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0(1(2|3|4|5(6|7(8]|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6(|7|8|9|0]|1

ByteStreamSize

SessionSize

MessageSize

ByteStreamSize (8 bytes): The total number of bytes in the message in the higher -layer byte
stream. An application can divide a single byte stream into multiple SSTP message sequences.

This field MUST be the size of the original byte stream. A value of zero indicates the length of the

byte stream is unknown.

SessionSize (8 bytes): The total number of bytes of the higher -layer byte stream that remain to
be sent, including the size of the current message sequence byte stream. A value of zero indicates
that the amount of data waiting to b e sent is unknown.

MessageSize (8 bytes): The size of the message sequence, in bytes, before being divided up for
transmission via individual Data commands. A value of zero indicates that the length of the
message sequence is unknown.

Fragmentation Fields (variable): Ifthe F bitis setto 1, these MUST be present. Otherwise, these
fields MUST NOT be present.

These fields are defined as shown in the following table.

0(1(2|3|4|5(6|7(8]|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7|8|9|0]|1

NumFragments

ThisFragment

Fragmentld (variable)

FragmentOffset
NumFragments (4 bytes): The total number of fragments in the fragmented message.
ThisFragment (4 bytes): The number of this fragment.
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Fragmentld (variable): A variable -length ASCII string  terminated by 0x00 containing a unique

identifier that is common to all the message sequences that are part of the same higher -layer byte

stream.

FragmentOffset (8 bytes): The offset in the fragmented byte stream.

2.2.11 Data
The Data command contains a portion of the data in the SSTP message sequence.

The total length of this message MUST NOT exceed 2055 bytes.

22111 Data Command Fields

The Data command fields are define  d as shown in the following table.

0(1(2|3|4|5|6|7(8[|9|0(1|2|3|4|5[(6|7|8|9|0]|1|2|3|4[|5|6|7|8|9|0]1

Commandld CommandLength Sessionld

Data (variable)

Commandld (1 byte): The identifier of the command. This field MUST be set to 0x0e.
CommandLength (2 bytes): The total length of the command, in bytes.
Sessionld (4 bytes): The identifier for the SSTP session , as specified in section  3.1.1.3 .

Data (variable): A variable length byte sequence containing the payload. The number of bytes in this
field MUST be equal to the Data Command message length minus the length of the Commandid
CommandLength ,and Sessionld fields.

2.2.12 End Message
The EndMessage command denotes the end of an SSTP message sequence.

The total length of this message MUST be 7 bytes.

22121 EndMessage Command Fields

The EndMessage command fields are defined as shown in the following table.

0(1(2|3|4|5(6|7(8]|9(0|1|2|3|4|5|6|7|8[9]|0(1|2(3|4(5|6|7|8|9|0]|1

Commandld CommandLength Sessionld
Commandld (1 byte): The command identifier. This field MUST be set to OxOf.
CommandLength (2 bytes): The total length of the command, in bytes.

)
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Sessionld (4 bytes): The identifier for the SSTP session , as specified in section  3.1.1.3 .

2.2.13 Noop

The Noop command is used to acknowledge commands and validate the underlying transport

connection (2)

The total length of this message MUST be 7 bytes.

22131 Noop Command Fields

The Noop command fields are defined as shown in the following table.

0(1(2|3[|4|5[6|7(8|9|0]|1(2

3|/4(5|6(7(|8(9|0(1(2|3[4|5[6|7(8]9

Commandld CommandLength MessageCount
Commandld (1 byte): The command identifier. This field MUST be set to 0x10.
CommandLength (2 bytes): The total length of the command, in bytes.
MessageCount (4 bytes): The number of SSTP messages the sending device acknowledges it has

successfully received and processed.

2.2.14 Attach

The Attach command is used to authenti

cate an account to a relay server.

The total length of this message MUST NOT exceed 2055 bytes.

22141 Attach Command Fields

The Attach command fields are defined as shown in the following table.

0(1(2(3|4|5|6|7[8[9|0|1]|2

3(4|5|6|7(8|9(0(1(2|3|4|5|6|7|8]|9

Commandld

CommandLength Eventld

A

AccountURL (variable)

AuthenticationTokenLength

AuthenticationToken (variable)
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Commandld (1 byte): The command identifier. This field MUST be set to 0x08.

CommandLength (2 bytes): The total length of the command, in bytes.
Eventld (4 bytes): The session identifier for this attach session, as specified in section 3.24.1.2 .
A - ResourceURL (variable): A variable -length ASCII string terminated by 0x00 containing the relay
URL of the relay server authenticating the account. This field MAY be an empty string.
AccountURL (variable): A variable -length ASCII string termi nated by 0x00 containing the URL of the
account to be authenticated. This field MUST NOT be empty.
AuthenticationTokenLength (2 bytes): The length in bytes of the AuthenticationToken field.
AuthenticationToken (variable): A byte sequence that is used to au thenticate the sender of the

Attach command.

2.2.15 AttachResponse

The AttachResponse command is used to provide a security challenge to the sender of the Attach
command.

The total length of this mess age MUST NOT exceed 2055 bytes.

22151 AttachResponse Command Fields

The AttachResponse command fields are defined as shown in the following table.

1 2 3
0|1|2(3|4|5(6|7|8(9|0|1|2|3|4|5(6|7|8(9|0|1(2|3|4|5[|6|7|8[9|0]|1
Commandld CommandLength Eventld
Responseld
AuthenticationTokenLength AuthenticationToken (variable)
Commandld (1 byte): The command identifier. This field MUST be set to 0x09.
CommandLength (2 bytes): The total length of the command, in bytes.
Eventld (4 bytes): The identifier of the attach session
Responseld (1 byte): This field MUST be one of the values described in the following table.
Value Mnemonic Description
0x00 Ok The first phase of the  Attach authentication
finished successfully.
0x01 AttachRejected The Attach was rejected for the account indicated
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Value Mnemonic Description

inthe Attach command.

0x02 AccountUnknown The Attach was rejected because an unknown
account was presented in the Attach command.

0x03 AwaitingRegister The account presented in the Attach command is
unknown to this relay server, but the account can

be registered with the relay server by sending a
Register command on the same session as the
Attach command

AuthenticationTokenLength (2 bytes): The length in bytes of the AuthenticationToken field.

AuthenticationToken (variable): A byte sequence that is used to authenticate the sender of the
AttachResponse command.

The length of this byte sequence MUST be as specified in the AuthenticationTokenLength field.
The contents of this token are as specified in [MS -GRVSSTPS].

2.2.16 AttachAuth enticate

The AttachAuthenticate command is used to validate that the sender can respond correctly to a
challenge provided in the previous AttachResponse command.

The total length of thi s message MUST NOT exceed 2055 bytes.

2.2.16.1 AttachAuthenticate Command Fields
The AttachAuthenticate command fields are defined as shown in the following table.
1 2 3

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[(6|7|8|9|0]|1|2|3|4[|5|6|7|8|9|0]1

Commandld CommandLength Eventld

A

AuthenticationToken (variable)

Commandld (1 byte): The command identifier. This field MUST be set to OxOa.
CommandLength (2 bytes): The total length of the command, in bytes.
Eventld (4 bytes): The identifier of the attach session
A - AuthenticationTokenLength (2 bytes): The length in bytes of the AuthenticationToken field.
AuthenticationToken (variable): A byte sequence that is used to complete account authentication.
The length of this byte sequence MUST be as specified in the AuthenticationTokenLength field.
The contents of this token are as specified in [MS -GRVSSTPS].
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2.2.17 Register

The Register command is used in both the Attach sequence and the identity registration sequence as
specified in [MS -GRVSSTPS]. This command MUST NOT exceed 8192 bytes.

22171 Register Command Fields

The Register command fields are defined as shown in the following table.

0(1(2|3|4|5|6|7(8|9|0(1|2|3|4|5[(6[|7|8|9|0]|1|2|3|4[|5|6|7|8|9|0]1

Commandld CommandLength Eventld

A

RegistrationToken (variable)

Commandld (1 byte): The command identifier. This field MUST be set to 0x0b.

CommandLength (2 bytes): The total length of the command, in bytes.

Eventld (4 bytes): A session identifier for the register -session as specified in section 3.24.13 .

A - RegistrationTokenLength (2 bytes): The length in bytes of the RegistrationToken field of the

Register command

RegistrationToken (variable): A byte sequence that is used to request the registration of a device -
account combination, or list of identities.

The length of this byte sequence MUST be as specified in the RegistrationTokenLength field.
The contents of this token are as specified in [MS - GRVSSTPS].

2.2.18 RegisterResponse
The RegisterResponse command is used to indicate the status of a registration attempt.

This command MUST NOT exceed length of 2055 bytes.

2.2.18.1 RegisterResponse Command Fields

The RegisterResponse command fields are defined as shown in the following table.

0(1(2|3|4|5(6|7(8]|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7|8|9|0]|1

Commandld CommandLength Eventld

A

RegistrationToken (variable)
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Commandld (1 byte): The command identifier. This field MUST be set to 0x0c.

CommandLength (2 bytes): The total length of the command, in bytes.

Eventld (4 bytes): The identifier of the register -session.

A - Registra tionTokenLength (2 bytes): The length in bytes of the RegistrationToken field.
RegistrationToken (variable): A byte sequence that is used to verify the success or failure of an

attempt to register a device/ account combination, or list of identities.

The | ength of this byte sequence MUST be as specified in the RegistrationTokenLength field.
The contents of this token are as specified in [MS - GRVSSTPS].
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3 Protocol Details
Details common to the client and relay server are specified in section 3.1 . Details specific to the client
are sp ecified in section 3.2 . Details specific to the relay server are specified in section 3.3.

3.1 Common Details

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an application can
maintain to participate in this protocol. This information is provided to facilitate understanding of how
the protocol behaves. This doc ument does not mandate that implementations adhere to this model as

long as their external behavior conforms to the specified normative behavior.

The following sections describe common protocol details in the context of SSTP connections (1) ,
sessions , and data exchange.

3.1.1.1 Global Configuration
The implementation maintains the following state variables:

SSTPPort:  The TCP port on which to listen for incoming SSTP connections (1) . The assigned port for
SSTP over TCP is 2492 [IANAPORT] .

Version:  The supported version of the SSTP protocol. For implementations of SSTP 1.5, the version is
1.5 (MajorVersion 1, MinorVersion 5). For implementations of SSTP 1.6, the versioniis 1 .6
(MajorVersion 1, MinorVersion 6). SSTP 1.6 implementations are able to handle SSTP 1.5
messages as well.

LocalDeviceURLs: Each SSTP device is assigned one or more unique DeviceURLs. The mechanism for
assignment of this URL is application -dependent.
NumberOfConcurrentDeviceConnections: An optional application limit to the number of SSTP

connections (1) between two devices.

MultidropSupported: A Boolean configuration value, which if set to true, indicates that the local
application can accept incoming fanout sessions targeting multiple local resource handlers
which are implemented on the receiving device. This MUST be false for a client device.

SingleHopSupported: A Boolean configuration va  lue, which if set to true, indicates that the local
application can accept incoming fanout sessions targeting resource handlers which are
accessible only through a remote relay servers. This MUST be false for a client device.

3.1.1.2 SSTP Connection
The following state variables MUST be maintained for each transport layer connection (2)

Inbound/Outbound: A Boolean value to indicate whether the device has originated or accepted the
underlying transport connection (2). A value of true indicates that the device originated the
connection (2), and false indicates that the device accepted the connection (2).

ConnectionSta  te: An enumeration indicating the state of the SSTP connection (1). The states are

6transport | ayer connectedd, 6connectingd, obéestablishedo
OutboundMessagelList: A table consisting of atime  -ordered list of message sequences which have
been sent, containing a reference to the originating session and the higher -layer data.
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Version:

A value to indicate the version of the SSTP protocol, which is to be used for all transactions

onthis connection (1) while in the 6éestablished6

connection (1) is not necessarily identical to the globally configured Version supported by the
device, as specified in section 3.1.1.1 .

InboundMessagelList: A table consisting of atime  -ordered list of message sequences which have

been received, containing a reference to the receiving session, the higher -layer data,
additional received meta  -data for the mess age sequence, and the processing disposition for

the received data. The processing states are:

data to be retained as part of an InboundMessageList entry comprises the Message command
F,G, S, A E,and D bits , Ephemeral fields, StreamSize fields, and Fragmentation fields.

The following state transition diagram shows the state relationships for an SSTP connection (1):

Transport Layer Connected

Connect

Connecting

ConnectResponse ConnectResponse
Responseld failure Responseld success

Authentication failure

Aborting Established
protocol error——\
ConnectClose ConnectClose

@~

Transport Layer
Disconnected

Figure 9: SSTP connection state diagram

3.1.13

SSTP Sessions

The device that sends the Open or FanoutOpen is the session originator. The device that receives the
Open or FanoutOpen i s the session receiver. Both devices MUST maintain session state.

The following state variables MUST be maintained by both the session originator and session receiver
for each session:

Sessionld:  The identifier for the SSTP session.

SessionState: An enumeration indicating the
5 b |

state of t
6suspendedd, O6readyd, and O6bl ockedd

The following state transition diagram shows the state relationships for an SSTP session:

he sessi

[MS -GRVSSTP] - v20171212

Simple Symmetric Transport Protocol (SSTP)
Copyright © 2017 Microsoft Corporation
Release: December 12, 2017

48 | 117

state.

on.

T

-6processi



Session
Start State

Open
FanoutOpen

OpenResponse
Responseld
OkStopSending [ ] Close
Opening ) Suspended

OpenResponse
Responseid StartSending

OpenResponse
Responseld
OpenResponse -
Responseld Ok StopSending
Ready Blocked
OpenResponse
Close Responseld StartSending
Close
OpenResponse
Responseld failure
End State
Figure 10: Session state diagram
The following state variables MUST be maintained by the session originator:
OutboundAddressingEntry: The destination addressing entry for a session, consisting of
ResourceURL, IdentityURL <10> , and DeviceURL, identifying the recipient resource handler.
When creation of a session is requested by the higher -layer, these are supplied by the higher -
layer application.
OutboundFanoutAddressingList : The list of addressing entries for a fanout session, consisting of a

common ResourceURL, and a list of IdentityURL, DeviceURL, and RelayURLs identifying the

recipient resource handlers. In SSTP 1.6, there is an additional FailoverDeviceURLs field, which

MUST be set to 0x00. When creation of a fanout session is requested by the higher -layer, these
are supplied by the higher  -layer application. The list order is important and MUST be

maintained, because the SessionStatus command references a particular entry in the list using

its zero -based inde x number.

The following state variables MUST be maintained by the session receiver:

InboundAddressingEntry : The destination addressing entry for a received session, consisting of
ResourceURL, IdentityURL, and DeviceURL, identifying the recipient resource handler. A
ResourceHandlerAvailability state is associated with a valid InboundAddressingEntry.

InboundFanoutAddressingList : The list of addressing entries for a fanout session, consisting of a
common ResourceURL, and a list of IdentityURL, DeviceURL, and RelayURLs identifying the
recipient resource handlers. In SSTP 1.6, there is an additional FailoverDeviceURLs field, which
MUST be set to 0x00. The list order is important and MUST be maintained, because the
SessionStatus command references a particular e ntry in the list using its zero -based index
number.
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ResourceHandlerAvailability : A variable maintained by the higher -layer which indicates the
readiness of a specific resource handler, as identified by an addressing entry, to receive data.

The statesaday@®, 66not Readyod, or in a o6faultdé state.
MessageReceiver State : An enumeration indicating the state of the incoming session message

sequence transfer. The states are O6waitingd, o6éreadyd, 06b
The following state transition diagram shows the state relationships for the MessageReceiver for an
SSTP session:

Message Receiver

Receiving Session
in Ready or Blocked state

>| Waiting } close

Receive Message command

Ready clos .

Receive Data command

Receive Data command

Receive EndMessage
Figure 11 : MessageReceiver state diagram

3.1.2 Timers

Although not mandated by the SSTP protocol, an application MAY implement additional timers to
ensure timely  connection (1) and session transitions. <11>

3.1.2.1 Message Acknowledgment Timer

A timer used to ensure that messages are acknowledged within a fixed time. There is one timer for
each SSTP connection (1) . The default value is 5 seconds. <12>

3.1.3 Initialization

The device specific settings specified in section 3.1.1.1 MUST be initialized with the locally configured
values.
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Connection (1) and Session state MUST be removed.

The SSTP device MUST open a listener at the designated SSTPPort, and wait for establishment of an
incoming network layer connection (2) and delivery of the first d etected SSTP Connect message.

3.1.4 Higher -Layer Triggered Events

3.14.1 Establishing an SSTP Connection

To establish an SSTP  connection (1) , the higher -layer MUST first establish a reliable transport
connection (2) to the destination device. When the transport connection (2) is established, the
connection (1) state MUST be set to the initial state of o6transport | ayer connec

The device MUST then send a Connect command over the transport connection (1).

>

The sender MUST set the TargetDeviceURL field to an expected application defined LocalDeviceURL
of the device to which the trans port has connected, as supplied by the higher -layer.

A The sender MUST set the MajorVersionNumber and MinorVersionNumber fields to the values for
the version of SSTP which it supports, as specified in the device configuration in section 3.1.1.1 .

A The sender MUST set the SourceDeviceURLs field to the list of its locally configured
LocalDeviceURLs.

If a client device is connecting to a relay server, it SHOULD include device authentication information
in the Connect command, as specified in section 3.24.1.1 .

Upon sending the Connect command the connection (1) state MU

3.1.4.2 Closing an SSTP Connection

The higher -layer can close any established SSTP connection (1) . The device MUST send a
ConnectClos e command, with a Reasonld value as supplied by the higher -layer.

The MessageCount field MUST be set to the number of processed inbound message sequences entries,
as specified in section  3.1.4.2. 1.

Upon sending the ConnectClose, connection (1) and session state for all sessions onthe connection
(1) MUST be removed, and the underlying transport MUST be terminated.

3.1.4.2.1 Determining the MessageCount Field Value

An acknowledgment count for processed message sequences MUST be determined by examining the

oldest entries in the InboundMessagelList for the connection (1) , and counting the number of

sequenti al entries with a state of O6completeb6. Those entries
InboundMessagelList. That number of entries is set in the MessageCount field.

3.1.4.3 Opening a Session

The higher layer can originate a session by sending either an Open command, as specified in section
3.1.4.3.2 or a FanoutOpen command as specified in section 3.1.4.33 .
The higher -layer can open a session on a connection (1) in the 6established6 state.

The Open command MUST be used to open a session with a client.

3.1.4.3.1 Selecting a Sessionld
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The session originator MUST set the Sessionld field to a valid and unused session identifier for the
connection (1)

The session identifier is a 4 byte integer in which the most significant bit indicates which device

initiated the underlying SSTP connection ( 1), as determined by the connection (1) inbound/outbound
state variable. If the Inbound/Outbound state variable is true, the most significant bit of the session
identifier selected by the session originator MUST be set. Valid session identifiers for the co nnection

(1) initiator are 0x00000000 to Ox7FFFFFFF. Valid session identifiers for the device which accepted the
connection (1) are 0x80000000 to OXFFFFFFFF.

The session identifier selected by the session originator MUST be contained in the Sessionld fiel d of all
subsequent commands pertaining to this session for the lifetime of this session. The session identifier
MUST NOT be used for any other session until the original session ends and session state is removed.

3.1.4.3.2 Sending an Open Command

The higher -layer M UST supply the OutboundAddressingEntry for the session . The sending device
MUST set the ResourceURL, IdentityURL and DeviceURL fields of the Open command to the values
provided by the higher  -layer<13> . Itis valid to specify the DeviceURL field as the empty string (0x00)
to indicate an identity ~ -targeted session.

Upon sending the Open command, t he s enededrcdosn nseecstsiinognd MU KT eb. e

3.1.4.3.3 Sending a FanoutOpen Command

The higher -layer MUST supply the OutboundFanoutAddressingList for the session . The sending device
MUST set the common ResourceURL, and the IdentityURL, DeviceURL, and RelayURL fields of the
FanoutDeviceEntries in the FanoutOpen command to the values provided by the higher -layer <14> . It
is valid to specify a DeviceURL field as t he empty string (0x00) to indicate an identity -targeted

session. The RelayURL field of a FanoutDeviceEntry can be set to the empty string (0x00) for
recipients that are associated with the connected relay server.

If the connection (1) Version state variable indicates that the sending connection (1) version is SSTP
1.6, then the higher  -layer MUST also supply the FailoverDeviceURLs field of the FanoutDeviceEntries
in the FanoutOpen command. The Fa iloverDeviceURLs field MUST be set to the empty string (0x00).

If the connection (1) Version state variable indicates that the sending connection (1) version is SSTP
1.5, the FailoverDeviceURLs field MUST NOT exist in the FanoutOpen command.

The higher -lay er MUST maintain the OutboundFanoutAddressingList for the life of the session as the
SessionStatus command returns state change notifications based on an index into the
OutboundFanoutAddressingList.

Upon sending the FanoutOpen commdU8T bhédesstentdertthe secesmmaect i

3.1.4.4 Closing a Session

The higher layer can close any existing session . The device MUST senda  Close command. The higher
layer MUST supply a Reasonld , as specified in section  2.2.9.1 .

Upon sendinga Close , the sending device MUST remove all session state.

3.1.45 Changing Resource Handler Availability State

The higher -layer can change the  ResourceHandlerAvailability state for the resource handler for any
existing inbound  session
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The higher -layer MUST provide notifications of changes in resourc e availability, and set the associated
ResourceHandlerAvailability state as follows:

ResourceHandlerAvailability state Description
ready Can accept and process application data.
notReady Temporarily inaccessible, or not ready to accept

and process application data.

fault Inaccessible, or has failed, or access has been
denied by the higher  -layer.

When the higher -layer indicates the loss of the resource handler because of a fault, it MUST supply an
application defined Reasonld for the resultant Close command to be sent to the session originator.
The Reasonld MUST be one of NoReason (0x00), QuotaWouldBeExceeded (0x0b), or InternalError
(0x0d).

The receiving session MUST process higher -layer notifications of changes in resource handler
availability , as shown in the following table.

Session state

(session New

receiver) ResourceHandlerAvailability Session receiver action

suspended ready MUST send OpenResponse  with Responseld  of
StartSending (0x09). Session state MUST be set to
"ready".

suspended notReady None.

suspended fault MUST send Close with higher -layer supplied Reasonld.
Session state MUST be removed.

ready ready None.

notReady MUST send OpenResponse  with Responseld of

ready StopSending (0x0a). Session state MUST be set to
"blocked".

ready fault MUST send Close with higher -layer supplied Reasonld
Session state MUST be removed.

blocked ready MUST send OpenResponse  with Responseld  of
StartSending (0x09). Session state MUST be set to
"ready”.

blocked notReady None.

Blocked fault MUST send Close with a higher -layer supplied
Reasonld . Session state MUST be removed.

3.1.46 Sending Data
The higher layer can send data on an outgoing session in the "ready" state.

The device MUST firstsenda  Message command. The MessageCount field MUST be set to the
number of processed inbound message sequences entries, as specified in section 3.1.4.2.1 .lIfthe
Message Acknowledgment Timer is started, it MUST be stopped.
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Usage of the Message command A, F, G, S, E, or D bits, with their associated fields, as specified in
section 2.2.10.1 , is determined by the higher layer.

The device MUST then send one or more Data commands containing the higher -layer data. If the
higher -layer data is larger than 2048 bytes, it MUST be split int o multiple Data commands, where
each contains up to 2048 bytes of application data.

The device MUST then send an EndMessage command. The OutboundMessageList table (in section
3.1.1.2 ) forthe unde rlying connection (1) MUST be updated to contain the data as the most recently
sent message sequence.

3.1.4.7 Notifying of Resource Handler Completion

The higher layer can notify of resource handler completion for any message in the
InboundMessagelList table in the fiprocessi ngo IsbbuadMe . ssigelésn tablet i f i ed,
state for the associated entry MUST be set to Acompleteo.

The device MUST consider the set of all messages in the InboundMessageList table that arrived

before the first message that is not in the Acompleted state
If one of those messages  was sent as part of a sequence for which the Message command had

specified the A (Acknowledgelmmediately) bit when received as specified in section 3.1.5.10 ,the

device SHOULD <15> senda Noop command withthe  MessageCount field set to the value as

determined by the process specified in section 3.14.21 .

If the setis notem  pty, and the Message Acknowledgment Timer (as specified in section 3.121 ) is

not currently active, then it MUST be started.

3.1.4.8 Sending a Noop

The higher -layer can send a Noop command on a connection (1) in the 6éestablheshed6 state
MessageCount field MUST be set to the number of processed in bound message sequences entries, as

specified in section  3.1.4.2.1 . If the Message Acknowledgment Timer is started then it MUST be

stopped.

3.1.5 Message Processing Events and Sequencing Rules

Every command to be sent MUST be formatted with the appropriate 3 byte SSTP message header as
specified in section 2.2 of this document. The CommandLength field MUST contain the exa ct length in
bytes of the command data, including the header.

The receiving device MUST parse every byte of the stream received on the underlying transport
connection (2) . The type of the messag e is determined by the first byte of the message. The
remainder of the byte stream MUST be parsed as specified in section 2.2. The message MUST be
processed as specified in the appropriate following subsection.

If the message is not a valid SSTP message a s specified in section 2.2, the recipient MUST send a
ConnectClose command as specified in section 3.1.4.2 , with Reasonld of ProtocolError (0x03).

3.1.5.1 Receiving a Connect Command

I f t he r ecoringctioe(d)t 6state is not oO6transport | ayer connecteddo, t
to 6aborting6é, and the recipient MUST send a CaBnAzct Close co
Ot herwi se, the connection (1) state MUST be set to 6connectdi

The recipient MUST send a ConnectResponse command. The Responseld and RetryTime fields MUST
be determined as follows:
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A Ifthe supplied TargetDevi  ceURL field is not the same as one of the locally configured
LocalDeviceURLs, the Responseld MUST be set to WrongDevice (0x01).

A If the supplied MajorVersionNumber and MinorVersionNumber
locally configured version, the Responseld MUST be set to:

A One of WillUpgrade (0x03) or WontUpgrade (0x04) if the s
that of the recipient. The senderdés minor version is use
WontUpgrade is sent.

A NewVersionRequired(0 x05) if the sender6s major version is |l ess t

A If the recipient imposes connection (1) restrictions based upon the originating device URL, and

one of the supplied SourceDeviceURLSs is subject to an application defined security lockou t, as

specified in [MS - GRVSPMR], the Responseld MUST be set to ConnectRejected (0x09).
A If the recipient has a local configured limit to the NumberOfConcurrentDeviceConnections , and the

number of connections (1) from the supplied SourceDeviceURL exceeds this limit, the Responseld

MUST be set to Ok (0x00). After responding with the requir ed ConnectResponse, the recipient

MUST send a ConnectClose command with a Reasonld of CrossedConnections (0x0c).

A Ifthe recipient is not able to handle a new connection (1) for any other reason, it MUST set the

Responseld to TryLater (0x02), and the higher -layer MUST specify a suggested RetryTime field.

A Ifthe recipient is a relay server, additional processing of an embedded Security message as
specified in section  3.3.5.1 MUST be performed to determine the Responseld.

A If none of the preceding restricting conditions are detected, the Responseld MUST be set to Ok
(0x00).

The remaining fields in the ConnectResponse MUST be set as follows:

A The recipient MUST set the MajorVersionNumber and MinorVersionNumber fields to its version of

SSTP, as specified in section 3.1.1.1.

A Ifthe Responseld is Ok, the recipient MUST set the TargetDeviceURLSs field to the list of its loca lly
configured LocalDeviceURLs, as specified in section 3.1.1.1.

A The M (Multi -dropFanout) bit MUST be set to the configured value for MultidropSupported, as
specified in section 3.1.1.1.

A The S (SingleHopFanout) bit MUST be set to the configured value for SingleHopSupported, as

specified in section 3.1.1.1.

I f the contained Responseld is Ok, the connection (1) state
connection (1) state variable Version maintained by the recipient, as specified in section 3112 ,

MUST be set to the | esser of the received MinorVersion value
MinorVersion value, as specified in section 3.1.1.1.

If the contained Responseld is not Ok, the connection (1) state MUST be set to Oaborti
ConnectClose MUST be sent as the next command with a higher -layer determined Reasonld.

3.1.5.2 Receiving a ConnectResponse Command

I f t he r ecoringctioe()t 6state i s not oO6connectingd, then the
(1) state to O6abortingé, and the recipient MUST send
3.1.4.2 , with Reasonld of ProtocolError (0x03).

55 / 117

[MS -GRVSSTP] - v20171212

Simple Symmetric Transport Protocol (SSTP)
Copyright © 2017 Microsoft Corporation
Release: December 12, 2017

recipie

a

Conne

n


%5bMS-GRVSPMR%5d.pdf#Section_79f37cc3833c4766b772354dd3c7f49b

If the Responseld is TryLater (0x02), the recipient SHOULD pass the value of the RetryTime field to
the higher -layer, to permit it to wait the given number of seconds before attempting to re -estab lish a
transport layer connection (1) to the target device.

If the Responseld is not Ok, the connection (1) state MUST b
Ok, the connection (1) state MUST be set to Oesthdebl i shedd. T

Version maintained by the recipient, as specified in section 3.1.1.2 , MUST be set to the lesser of the
received MinorVersion value, or the receiver O0csinsectonf i gur ed Mi
3111 .

3.1.5.3 Receiving a ConnectAuthenticate Command
If the recipient is a client, it MUST process the command as specified in section 3.25.3 .

If the recipient is a relay server, it MUST process the command as specified in section 3.353 .

3.1.5.4 Receiving a ConnectClose Command

If the ConnectClose command contains a nonzero MessageCount field value, the OutboundMessagelList
acknowledgment handling MUST be performed, as specified in section 3.1.5.19 .

Upon receipt of a ConnectClose, all state for the connection (1) and sessions on the connection (1)
MUST be removed.

If the Reasonld is Resting (0x01), the receiver SHOULD pass the value of the ReturnTime field to the
higher -layer, to permit it to wait the given number of seconds before attempting to re -establish a
transport layer connection (2) to the target device.

3.1.55 Receiving an Open C ommand

If the connection (1) i s not in the O0est asbskions lenifiéd bptheaxanminedor a
Sessionld field already exists, the recipient MUST send a ConnectClose command as specified in
section 3.1.4.2 , with a Reasonld of TooManyUnknownSessionCmds (0x0f).

Upon receipt of an Open command the receiving session state MUST b e set to O6openingod.

The receiving device MUST set the session InboundAddressingEntry to the session addressing entry in
the ResourceURL, IdentityURL, and DeviceURL fields.

The higher -layer MUST provide the ResourcHandlerAvailability state for the addressi ng entry.

The recipient MUST send an OpenResponse command. The Responseld MUST be determined based on
the ResourcHandlerAvailability state as follows:

If the state is:
A 6faultoé, the Responseld MUST be set stateoMUSTberemoved. ( 0x05), and

A 6not Readyd, the Responseld MUST be set to OkStopSending (O
be set to the O6suspended6 state.

A 66ready6o, the Responseld MUST be set to Ok (0x00), and th
O0readyed st a
A Upon sending the OpenResponse for a session, the receiving session MessageReceiver state MUST

be set to O6waitingd.
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3.1.5.6 Receiving a FanoutOpen Command

If the recipient is a client, it

If the recipient is a relay server, it MUST process the command as specified in section

3.1.5.7 Receiving an OpenResponse Command

If an OpenResponse command is received with a Sessionld field identifying a
is no state, the recipient MUST send a ConnectClose command as specified in section

Reasonld of TooManyUnknownSessionCmds (0x0f).

MUST process the command as specified in section

3.2.5.6 .

session

If an OpenResponse ¢ ommand is received on a session which was not originated by the recipient, the
recipient MUST send a ConnectClose command as specified in section 3.1.4.2 with a Reasonld of

ProtocolError (0x03).

For an OpenResponse received on a valid open session, the act

state at time of receipt.

3.35.6 .

for which there
3.1.4.2 witha

ion to be taken depends on the session

Session state(session OpenResponse
originator) Responseld Recipient Action
opening (0x00) Ok Session state MUST be set to
(0x04) NoResource Session state MUST be removed
(0x05) Unknown
(0x08) NoFanoutEntries
(Ox0c)
FanoutNotSupported
(0x09) StartSending MUST close connection (1) as specified in section
3.1.4.2 with Reasonld of ProtocolError (0x03)
(Ox0a) StopSending
(0x0b) OkStopSending Session state MUST be set to
suspended (0x00) Ok MUST close connection (1) as specified in section
3.1.4.2 with Reasonld of ProtocolError (0x03)
(Ox04) NoResource
(0x05) Unknown
(0x08) NoFanoutEntries
(Ox0c)
FanoutNotSupported
(0x09) StartSending Session state MUST be set to
(Ox0a) StopSending MUST close connection (1) as specified in section
3.1.4.2 with Reasonld of ProtocolError (0x03)
(Ox0b) OkStopSending
ready (0x00) Ok MUST close connection (1) as specified in section
3.1.4.2 with Reasonld of ProtocolError (0x03)
(Ox04) NoResource
(0x05) Unknown
(0x08) NoFanoutEntries
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Session state(session OpenResponse
originator) Responseld Recipient Action
(Ox0c)
FanoutNotSupported
(0x09) StartSending None
(0x0a) StopSending Session st ate MUST be set to o6blo
(0x0b) OkStopSending MUST close connection (1) as specified in section
3.1.4.2 with Reasonld of ProtocolError (0x03)
blocked (0x00) Ok MUST close connection (1) as specified in section
3.1.4.2 with Reasonld of ProtocolErr or (0x03)
(0Ox04) NoResource
(0x05) Unknown
(0x08) NoFanoutEntries
(0x0c)
FanoutNotSupported
(0x09) StartSending Session state MUST be set to

(Ox0a) StopSending

None

(0x0b) OkStopSending

MUST close connection (1)  as specified in section
3.1.4.2 with Reasonld of ProtocolError (0x03)

If the OpenResponse is received by a relay
processing MUST be performed as specified in section

3.1.5.8 Receiving a SessionStatus Command

If a SessionStatus is received on a session

ProtocolError (0x03).

If a SessionStatus command is received with a Sessionld field identifying a sessi

-server on a relay originated single

-hop session , additional
3.35.7 .

which has not been originated by a FanoutOpen, the
recipient MUST send a ConnectClose command as specified in section

3.1.4.2 with Reasonld of

on for which there is

no state, the recipient MUST send a ConnectClose command as specified in section 3.1.4.2 with a

Reasonld of TooManyUnknownSessionCmds (0xO0f).

Upon receipt of a SessionStatus the fanout participant identified either by the DeviceURL an d
IdentityURL fields or in the FanoutDevicelndexes list MUST be marked as no longer active in the

session OutboundFanoutAddressingList

If the IdentityURL field is empty (0x00), then the DeviceURL indicates the RelayURL of a relay server

which is no longer available for participation in the fanout
RelayURL MUST be marked as no longer active in the

If the SessionStatus is received by a relay
processing MUST be performed as specified in section

The SessionStatus command MUST be parsed as specified in section
eceiving connection (1)

connection (1) Version state variable of the r

-server on an outbound single

session . All fanout participants with that
session OutboundFanoutAddressingList

-hop session , additional
3.358 .

2.2.8 based upon the
. If the version - specific parsing

does not process exactly the number of bytes indicated by the SessionStatus CommandLength field,
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then the recipient MUST send a ConnectClose as specified in section 3.1.4.2 with a Reasonld of
Protoco IErrors (0x03).

If the connection (1) Version state variable indicates that the receiving connection (1) version is SSTP
1.6 and if both DeviceURL and IdentityURL fields are empty (0x00), then the SessionStatus command

is used to notify status changes for multiple fanout devices, whose indices are identified in the
FanoutDevicelndexes field. Each index in the FanoutDevicelndexes field corresponds to a fanout entry

in the associated FanoutOpen command, which specifies the DeviceURL and IdentityURL of the fan out

device. The process described in this section MUST be followed for each fanout device. While
processing a SessionStatus command, FanoutDeviceEntries MUST NOT be removed from the
OutboundFanoutAddressingList to avoid skewing index -to - FanoutDeviceEntry m  appings.

3.1.5.9 Receiving a Close Command

If the connection (1) is not in the 6establishedd state, the recipient
command as specified in section 3.1.4.2 , with a Reasonld of TooManyUnknownSessionCmds (0xOf). If

a Close command is received with a Sessionld field identifying a session for which there is no state

and whi ch is not in AttachSessionlds or RegisterSessionlds (as specified in sections 3.2.1 and 3.3.1),

the recipient MUST ignore the command.

Upon receipt of a Close command, all session state for the indicated session MUST be removed.

If the Close is received by a relay -server on an outbound single  -hop session , additional processing
MUST be performed as specified in section 3.359 .

3.1.5.10 Receiving a Message Command
If a Message command is received with a Sessionld field identifying a session for which there is no
state, the recipient MUST send a ConnectClose as specified in section 3.1.4.2 with a Reasonld of

TooManyUnknownSessionCmds (0xOf).

If a Message command is received on a session for which the MessageReceiver i s not in the o6waiti
state, the recipient MUST send a ConnectClose as specified in section 3.1.4.2 with a Reasonld of
ProtocolError (0x03).

Upon receiving the Message command, the MessageReceiver stat

If the Message command contains a nonzero MessageCount field value, the OutboundMessageList

acknowledgment handling MUST be performed, as specified in section 3.1.5.19 .

3.1511 Receiving a Data Command

If a Data command is received with a Sessionld field identifying a session for which thereisno st ate,
the recipient MUST close the connection (1) as specified in section  3.1.4.2 with a Reasonld of

TooManyUnknownSessionCmds (0xOf).

If a Data command is received on a session for which the MessageReceiver i s not in the O6readybd
6bufferingdé state, the recipient MUST send a ConnectClose as
Reasonld of ProtocolError (0x03).

Upon receiving the Data command, the MessageReceiverstate MU
3.1.5.12 Receiving an EndMessage Command

If an EndMessage command is received with a Sessionld field identifying a session for which there is

no state, the recipient MUST send a ConnectClose as specified in section 3.1.4.2 with a Reasonld of

TooManyUnknownSessionCmds (0xOf).
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If an EndMessage command is received on a session for which the MessageReceiver is notin the
Obufferingd state, the r eatClpse asmsgecifistlirSséctiosn 8 hdd2 wahaCo n
Reasonld of ProtocolError (0x03).

Upon receiving the EndMessage command, the MessageReceiver s
Message Acknowledgment Timer specified in section 3.1.2.1 is not active, it MUST be started.

The application data block assembled by the MessageReceiver
passed to the application defined resource handler for asynchronous processing , and the message

information MUST be added to the InboundMessagelList table as the most recently received message

sequence. The I nboundMessagelList state for this entry MUST b

Additional server -specific processing of a message sequence received by a relay server on a fanout

session MUST be performed as specified in section 3.3.5.12 .

3.1.5.13 Receiving a Noop Command

If the Noop command co  ntains a nonzero MessageCount field value, the outbound MessageList
acknowledgment handling MUST be performed, as specified in section 3.1.5.19 .
3.15.14 Receiving an Attach Command

As specified in section s 3.2.5.14 and 3.3.5.14 .

3.15.15 Receiving an AttachResponse Command

As specified in sections  3.2.5.15 and 3.3.5.15 .

3.1.5.16 Receiving an AttachAuthenticate Command

As specified in sections  3.2.5.16 and 3.3.5.16 .

3.15.17 Receiving a Register Command

As specified in sections  3.2.5.17 and 3.3.5.17 .

3.1.5.18 Receiving a RegisterResponse Command

As specified in sections  3.2.5.18 and 3.3.5.18 .

3.1.5.19 Receiving Acknowledgments in a MessageCount Field

Upon receipt of a Noop command (as specified in section 3.1.5.13 ), Message command (as specified in
section 3.1.5.10 ), or ConnectClose command (as specified in section 3.1.5.4 ) containing a nonzero
MessageCount field, the indicated number of oldest entries in the OutboundMessagelList table for the
underlying connection (2) MUST be removed. The higher  -layer application can discard any

associated data.

Additional server -specific processing of acknowledgments received by a relay server on a fanout
session MUST be performed as specified in section 3.3.5.19 .
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3.1.6 Timer Events

3.1.6.1 Message Acknowledgment Timer Event

Upon expiry of this  timer, the local device MUST send to the remote device a Noop command with the
MessageCount field set to the value as determined by the method specified in section 3.142.1 .

3.1.7 Other Local Events

3.1.7.1  Transport Loss

Upon loss of the underlying transport layer, the application M UST remove connection (1) state and
session state for all sessions associated with the lost transport. For any open outbound session S,
message sequences are considered to be successfully delivered if a delivery acknowledgment has been
received. Delivery acknowledgment is indicated if a previously received Message or Noop command

contained a nonzero MessageCount, as specified in 3.1.5.10 or 3.1.5.13 . Any message sequences
remaining in the OutboundMessagelList table, defined in 3.1.1.2 , after MessageCount processing is
finished, as specified in ~ 3.1.5.19 , are not considered to be successfully delivered.

With loss of the transport, the application MUST dis card all connection (1) authentication information
as specified in  [MS -GRVSSTPS] associated with the device which was communicating via the

transport.

3.2 Client Role

This sect ion specifies the requirements to fulfill the client role.

3.2.1 Abstract Data Model

A client MUST maintain appropriate state variables to support SSTP connections (1) and sessions ,
and acknowledgment message lists as specified in section 3.1.1.

For a client connection (1) to a relay server that performs SSTP Security protocol authentication, the
following state variables MUST be maintained for the transport layer connection (2):

AttachSessionlds : A set of Sessionlds used by attach sessions.

RegisterSessionlds : A set of Sessionlds used by register sessions.

Additional state variables as specified in
connection (1) with a relay server.

3.2.2 Client Specific Timers

None.

3.2.3 Initialization

As specified in section  3.1.3 .

[MS -GRVSSTPS] are required for a client to authenticate on a
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3.2.4 Higher -Layer Triggered Events

3.24.1 Authenticating to a Relay Server

When a client connects to a relay server which implements a local store for the client, the client
SHOULD request retrieval of the stored messages from the relay server. To do this, the client MUST
perform both device and account authentication and device and identity registration with the relay

server by initiating the SSTP Security protocol exchanges as specified in [MS -GRVSSTPS].

Once a client has authenticated with the relay server, the authentication remains valid for the duration
of the SSTP connection (1)

The client higher -layer retains all application -assigned identification information, such as account,
device, and identity URLSs. For clients that have finished an initial authentication registration exchange
with a relay server, the ¢ lient retains the authentication token assigned by the relay server to the
account/device and account/identity pairs.

3.24.1.1 Performing Device Authentication

The Connect, ConnectResponse, ConnectAuthenticate commands are used to carry SSTP Security
protocol messages to exchange and verify authentication information for a device.

The following table shows the type of SSTP Security protocol messages that are car ried in these SSTP
commands, as specified in [MS -GRVSSTPS]:

SSTP Command SSTP Security Message Direction
Connect SecConnect Client to server
ConnectResponse SecConnectResponse, Server to client

SecConnectResponseDeviceRegistrationNeeded,
SecConnectResponseDeviceAuthenticationFailed

ConnectAuthenticate SecConnectAuthenticate Client to server

When connecting to a relay server, if the client wants to request delivery of messages stored in the

relay server local store, the client MUST embed a SecConnect message in the AuthenticationToken

field of the Connect command. The format of the SecConnect message is as specified in [MS -
GRVSSTPS].

3.24.1.2 Performing Account Authentication

The Attach, AttachResponse, AttachAuthenticate commands are used to carry SSTP Security protocol
messages to exchange and verify authentication information for an account.

The fol lowing table shows the types of SSTP Security protocol messages that are carried in these SSTP
commands, as specified in [MS - GRVSSTPS]:

SSTP Command SSTP Security Message Direction

Attach SecAttach Client to server

62 / 117

[MS -GRVSSTP] - v20171212

Simple Symmetric Transport Protocol (SSTP)
Copyright © 2017 Microsoft Corporation
Release: December 12, 2017


%5bMS-GRVSSTPS%5d.pdf#Section_6ce9423733b0401fafab5f8eee02587a
%5bMS-GRVSSTPS%5d.pdf#Section_6ce9423733b0401fafab5f8eee02587a
%5bMS-GRVSSTPS%5d.pdf#Section_6ce9423733b0401fafab5f8eee02587a

SSTP Command SSTP Security Message Direction

AttachResponse SecAttachResponse, Server to client
SecAttachResponseAccountRegistrationNeeded,
SecAttachResponseNewDeviceRegistrationNeeded,
SecAttachResponseAccountAuthenticationFailed

AttachAuthenticate SecAttachAuthenticate Client to server

Following successful device authentication, the client MUST initiate account authentication by sending

an Attach command on a connection (1) in theblbdieshemadd state for each account
authenticated.

The client MUST set the Eventld field to a valid and unused session identifier for the connection (1),

as specified in section  3.1.4.3.1 . The session identifier MUST be added to the AttachSessionlds

The Attach command IdentityURL field identifies the account which is being submitted for

authentication, and is supplied by the higher -layer. The ResourceURL field MUST be set to the relay

URL of the relay server to which the client is connected. The client MUST embed a SecAttach message

in the AuthenticationToken field of the Attach command.

The format of the SecAttach message is as specified in [MS -GRVSSTPS].

3.2.4.1.3 Performing Device and Identity Registration

The Register and RegisterResponse commands are used to carry SSTP Security messages to associate
an identity or adevi  ce with an account.

The following table shows the types of SSTP Security protocol messages that are carried in these SSTP
commands, as specified in [MS -GRVSSTPS]:

SSTP Command SSTP Security Message Direction
Register SecDeviceAccountRegister, Client to
SecldentityRegister server
RegisterResponse SecDeviceAccountRegisterResponse Server to
client
The sequence of Register commands to be sent is as determined by [MS -GRVSSTPS], depending on

whether or not the previously received AttachResponse contained an SSTP Security message
requesting device registration.

If device registration was requested by the server Security protocol response, the client MUST embed
a Se cDeviceAccountRegister message in the RegistrationToken field of the Register command, add the
Eventld field to the  AttachSessionlds , and send it to the relay server. The format of the
SecDeviceAc countRegister message is as specified in [MS -GRVSSTPS].

Following successful account authentication, the client MUST register each identity assigned by the
higher -layer to the account. The client MUST embed a SecldentityRegister message in the

Registration Token field of the Register command. The format of the SecldentityRegister message is as
specified in [MS -GRVSSTPS].
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In a Register command containing a SecldentityRegister message, the client MUST set the Eventld
field to a valid and unused session identifier for the  connection (1) , as specified in section
3.1.4.3.1 ,andsend itto the relay server. The session identifier MUST be added to the
RegisterSessionlds.

3.2.5 Message Processing Events and Sequencing Rules

This section specifies the requirements to fulfill the client role in processing events.

3.25.1 Receiving a Connect Command

A client MUST process a Connect as specified in section 3.151 .

3.2.5.2 Receiving a ConnectResponse Command

A client MUST process a ConnectResponse as specified in section 3.152 .

If the ConnectResponse contains an AuthenticationToken field, it MUST be extracted and processed as
specified by the SSTP Security protocol [MS -GRVSSTPS]. If [MS -GRVSSTPS] specifies a Security
message to be returned to the sender, it MUS T be embedded in the AuthenticationToken field of a

ConnectAuthenticate command, and sent to the sender.

3.25.3 Receiving a ConnectAuthenticate Command

If a ConnectAuthenticate command is received by a client, the recipient MUST send a ConnectClose
command as specified in section 3.1.4.2 with Reasonld of ProtocolError (0x03).

3.25.4 Receiving a ConnectClose Command

A client MUST process a Conn  ectClose as specified in section 3.154 .

3.25.5 Receiving an Open Command

A client MUST process an Open as specified in section 3.155 .

3.25.6 Receiving a FanoutOpen Command

If a FanoutOpen command is received by a client, the recipient MUST send a ConnectClose command
as specified in section  3.1.4.2 , with Reasonld of ProtocolError (0x0 3).

3.25.7 Receiving an OpenResponse Command

A client MUST process an OpenResponse as specified in section 3.15.7 .

3.2.5.8 Receiving a SessionStatus Command
A client MUST process a Sessi  onStatus as specified in section 3.158 .

If the OutboundFanoutAddressingList for the session has no remaining members after completio n of
the processing specified in section 3.1.5.8, then the receiver SHOULD <16> send a Close command for
that session.
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3.2.5.9 Receiving a Close Command
A client MUST process a Close as specified in section 3.1.59 .

If the Sessionld field in the received Close command is in AttachSessionlds or RegisterSessionlds, it
MUST be removed.

3.2.5.10 Receiving a Message Command

A client MUST process a Message as specified in section 3.1.5.10 .

3.2511 Receiving a Data Command

A client MUST process a Data as specified in section 3.1.5.11 .

3.25.12 Receiving an EndMessage Command

A client MUST process an EndMessage as specified in section 3.1.5.12 .

3.2.5.13 Receiving a Noop Command

A client MUST process a Noop as specified in section 3.1.5.13 .

3.25.14 Receiving an Attach Command

If an Attach command is received by a client, the recipient MUST send a ConnectC lose command as
specified in section  3.1.4.2 , with Reasonld of ProtocolError (0x03).

3.25.15 Receiving an AttachResponse Command

If the Eventld field in a received AttachResponse is not in AttachSessionlds then the recipient MUST
send a ConnectClose comman  d as specified in section  3.1.4.2 with a Reasonld of ProtocolError (0x03).

The contained AuthenticationToken MUST be extracted and submitted to the SSTP Security protocol

for validation and proces  sing, as specified by the SSTP Security protocol [MS -GRVSSTPS]. The
recipient MUST respond to the server with the command and message contents as determined by

[MS -GRVSSTPS]. This MUST be either a Register, an AttachResponse, or a Close command, to be sent
on the Attach  session

3.25.16 Receiving an AttachAuthenticate Command

If an AttachAuthenticate command is received by a client the recipient MUST send a ConnectClose
command as specified in section  3.1.4.2 , with Reasonld of ProtocolError (0x03).

3.25.17 Receiving a Register Command

If a Register command is received by a client the recipient MUST send a ConnectClose command as

specified in section  3.1.4.2 , with Reasonld of ProtocolError (0x 03).

3.2.5.18 Receiving a RegisterResponse Command

If the Eventld field in a received RegisterResponse is not in AttachSessionlds  or RegisterSessionlds,
the recipient MUST send a ConnectClose command as specified in section 3.1.4.2 with a Reasonld of

ProtocolError (0x03).

65 / 117

[MS -GRVSSTP] - v20171212

Simple Symmetric Transport Protocol (SSTP)
Copyright © 2017 Microsoft Corporation
Release: December 12, 2017


%5bMS-GRVSSTPS%5d.pdf#Section_6ce9423733b0401fafab5f8eee02587a

If the RegistrationTokenLength field is nonzero, then the contained RegistrationToken MUST be
extracted and submitted to the SSTP Security protocol for validation and processing, as specified by
the SSTP Security protocol [MS -GRVSSTPS].

3.2.6  Client Specific Timer Events

None.

3.2.7 Other Local Events

None.

3.3 Relay Server Role

This section specifies the requirements to fulfill the relay server role.

3.3.1 Abstract Data Model

For relay server  connection (1) with a client, on which the client is performing SSTP Security
protocol authentication, the following state variables MUST be maintained for each transport laye r
connection (2):

AttachSessionlds : A set of Sessionlds used by Attach sessions
RegisterSessionlds : A set of Sessionlds used by a Register sessions.
Additional state variables as specified in [MS - GRVSSTPS] are required for a relay server to

authenticate a connecting client.

In addition to the common state variables specified in section 3.1.1 , a session receiver on a relay
server MUST maintain the following state variables for each inbound fanout session:

MessageProcessingState : A variable associated with a specific message sequence received for a
fanout session, which tracks the processing state of the resource handler in handling of

submitted application data. The message processing

FanoutAddressingList : The list of addressing entries for a received fanout ses sion, consisting of a
common ResourceURL, and a list of IdentityURL, DeviceURL, and RelayURLs identifying the
recipient resource handlers. In SSTP 1.6, each fanout addressing entry has an additional
FailoverDevicelndexes field. For each entry in the list, there is an associated:

>

ResourceHandlerAvailability  state

>

Reference to an outbound single -hop session

>

MessageProcessingState for each message sequence received by the fanout session

The FanoutAddr essingList is maintained for the life of the session. The original list entry order
MUST be maintained with no entries added or deleted.

AggregateResourceHandlerAvailability : A variable which indicates the aggregate readiness of the
collection of all Res ourceHandlerAvailability states for all identified resource handlers contained
inthe Fanout AddressinglList. The aggregate state is
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3.3.2  Server Specific Timers

3.3.2.1 Offline Device Delivery Data TTL Timer

A timer used to detect excessive delays in the delivery of a message sequence for which the D
(DoNotDeliverlfOffline) bit is set in the corresponding Message command. This timer specifies the

maximum permissible time for delivery of this data to the session recipient. The default value is 5
minutes. <17>

3.3.2.2 Ephemeral Data Delivery Timer

A timer used to detect the inability to deliver a message sequence for which the E (Ephemeral) bit is
set in the corresponding Message command. The timer is set to the value in seconds contained i n the
TTL field of the Message command.

3.3.3  Server Initialization

As specified in section  3.1.3 .
3.34 Higher -Layer Triggered Events

3.34.1 Changing Resource Handler Availability State

3.34.1.1 Changing Resource Handler Availability State for a Non -fanout Session

This event MUST be processed as specified in section 3.145 .

3.34.1.2 Changing Resource Handler Availability State for a Fanout Session

As specified in section  3.3.5.6 , the receiving session has a ResourceHandlerAvailability  state variable
for each add ressed fanout device entry contained in the FanoutAddressingList  collection, and an
AggregateResourceHandlerAvailability state variable representing the overall readiness of all fanout

resource ha ndlers.

The higher -layer can change the ResourceHandlerAvailability state for a resource handler which is the
destination of a local multi -drop session. For such destinations, the higher -layer MUST provide
notifications of changes in resource availability , and set the associated ResourceHandlerAvailability
state as follows:

ResourceHandlerAvailability state Description
ready Can accept and process application data
notReady Temporarily inaccessible, or not ready to accept

and process application data

fault Inaccessible, or has failed, or access has been
denied by the higher  -layer

When the higher -layer indicates the loss of the resource handler because of a fault, it MUST supply an
application defined Statusld for the resultant SessionStatus command t 0 be sent to the session
originator. The Statusld MUST be one of QuotaWouldBeExceeded (0x04) or LockedOut (0x05).
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For those FanoutAddressingList entries which correspond to outbound single -hop sessions, as specified
in section 3.3.5.6.1 , the associated ResourceHandlerAvailability state variable indicates the state of

the locally originated outbound single -hop session. For those sessions, the ResourceHandlerAvailability
change notifications are gen  erated by the relay server, as follows:

ResourceHandlerAvailability
state Description
ready Generated as specified in section 3.3.5.7 when the outbound session state
is set to O6readyo
notReady Generated as specified in section 3.3.5.7 when the outbound session state
is set to 6openingd, 6suspendedd, or Ob
fault Generated as specified in:
A section 3.3.5.7 when the session state is removed
A section 3.3.5.8 when a SessionStatus command is received
A section 3.3.5.9 when session state is removed
A section 3.3.7.1 when session state is removed
When the specified sections indicate the loss of a single -hop session because of a fault, the Statusld
for the resultant SessionStatus command to be sent to the session originator is supplied as specified in
the corresponding sec tion. If the Version state variable of the SSTP connection (1) to the session
originator indicates that the originator s c¢ onnlayertMAY n

aggregate t he list of faulting resources into a single SessionStatus reply to the session originator by
supplying multiple devices in the FanoutDevicelndexes field of the SessionStatus command rather
than sending individual SessionStatus replies for each device <18> .

The receiving session MUST process the notification of change to a ResourceHandlerAvailability state

as follows:
New
ResourceHandlerAvailability
state Session Receiver Action
ready Setthe Aggregat eResourceHandl er Availability
ResourceHandlerAvailability state for all entries in the FanoutAddressingList is
6readyd.
notReady Set the AggregateResourceHandl er Availabil
ResourceHandlerAvailab ility state for any entry in the FanoutAddressingList is
6not Readyo6.
fault < . . -,
A MUST send a SessionStatus command to the session originator. The
Statusld field MUST contain the Statusld provided with the fault
notification.
A If the Statusld is QuotaWouldBeExcee ded (0x04) or LockedOut
(0x05), the device URL and identity URL of the failed resource handler
as provided by the higher  -layer MUST be set in the DeviceURL and
IdentityURL fields.
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New
ResourceHandlerAvailability
state Session Receiver Action

A If the Statusld is one of DNSLookupFailed (0x01), HostNotReachable
(0x02), o r ConnectionClosed (0x03), the RelayURL of the failed remote
relay as provided by the originator of the notification MUST be set in
the DeviceURL field.

A MUST mark the resource handler(s) from the FanoutAddressingList as
unavailable for the receiving sessio n.

A Ifall entries in the FanoutAddressingList are marked unavailable then
the session receiver MUST send a Close command with Reasonld of
EmptySession (0x15) to the session originator, and remove all session
state.

If session state still exists, and these actions have caused a change to the
AggregateResourceHandlerAvailability state for the receiving session, the session MUST then process
the new AggregateResourceHandlerAvailability as follows:

Session
state(session New
receiver) AggregateResourceHandlerAvailability Session Receiver Action
suspended ready MUST send OpenResponse with Responseld of
StartSending (0x09). Session state MUST be set
to 6readyd
suspended notReady None
ready ready None
ready notReady MUST send OpenResponse with Responseld of
StopSending (0x0a). Session state MUST be set to
6bl ockedo
blocked ready MUST send OpenResponse with Responseld of
StartSending (0x09). Session state MUST be set
to 6readyd
blocked notReady None

3.3.4.2 Notifyingof R esource Handler Completion

3.34.2.1 Notifying of Resource Handler Completion for Non -fanout Sessions

This event MUST be processed as specified in section 3.1.4.7 .

3.34.2.2 Notifying of Resource Handler Completion for Fanout Sessions
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When a resource handler completes processing of data submitted as specified in section  3.3.5.12.1 ,
the MessageProcessingState f or t he associated Fanout AddressinglList entry

I f the MessageProcessingState for all Fanout AddressinglList e
MessageProcessingState for the associated message sequence in the InboundMessageList MUST also
be set pPobededm At that time, the pralcde/sMUSHIbepafprmedi fi ed in sec

3.3.5 Message Processing Events and Sequencing Rules

3.3.5.1 Receiving a Connect Command
A relay server MUST process a Connect as specified in section 3.151 .

Additionally, if the Connect contains an AuthenticationToken field, it MUST be extracted and processed

as specified by the SSTP Security protocol [MS -GRVSSTPS]. The Response Id MUST be set to the value
returned by the SSTP Security Protocol server processing. If [MS -GRVSSTPS] processing encounters
an authentication error, it MUST provide a failure Responseld of AuthenticationFailed (0x06) to be

sent to the connection (1) originator. If [MS  -GRVSSTPS] specifies a Security message to be returned
to the connection (1) originator, it MUST be embedded in the AuthenticationToken field of the

ConnectResponse.

3.35.2 ReceivingaCon nectResponse Command
A relay server MUST process a ConnectResponse as specified in section 3.15.2 .

If a ConnectResponse with a Responseld of Ok (0x00) is received from a remote relay -server to which
the connection (1) has been established inres  ponse to handling a single  -hop fanout request, as
specified in section  3.3.5.6.1 , the recipient MUST open a fanout session to that server, as specified in
section 3.1.4.3.3 , for each requested single  -hop fanout session to the remote relay. The

OutboundFanou tAddressingList supplied to the fanout open request MUST be the subset of the
FanoutAddressingList whose RelayURL matches the sender.

If a ConnectResponse with a Responseld field containing any value other than Ok (0x00), the

recipient MUST examine the se  t of all fanout sessions requested for the sending relay -server, as

specified in section 3.3.5.6.1, and for each requested session the receiving relay server MUST

generate an event indicating a ResourceHandl ertdsidafi | abi l ity s
ConnectionClosed (0x03), and the RelayURL of the remote relay. The generated

ResourceHandlerAvailability notification MUST be processed as specified in section 3.34.1.2 .

3.35.3 Receivinga Con nectAuthenticate Command

I f the r ecoringclioe()t 6 st ate is not o6establisheddé, then the recipi
ConnectClose command as specified in section 3.1.4.2 with Reasonld of ProtocolError (0x03).

The contents of the Authenti cationToken field MUST be extracted and processed as specified by the

SSTP Security protocol  [MS -GRVSSTPS]. If [MS -GRVSSTPS] processing encounters an authentication
error, t he relay MUST send a ConnectClose command as specified in section 3.1.4.2 “with a Reasonld
of StaleConnectAuthenticate (0x06).

3.3.54 Receiving a ConnectClose Command
A relay server MUST process a ConnectClose as specified in section 3.154 .

If the ConnectClose is received on a connection (1) to a remote relay server, the set of all outbound

fanout sessions  with that relay server are to be examined, and for each fanout session the receiving

relayser ver MUST generate an event indicating a ResourceHandl er.
specifying a Statusld of ConnectionClosed (0x03), and the RelayURL of the remote relay. The
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generated ResourceHandlerAvailability notification MUST be processed as speci fied in section
3.34.1.2 .

If the ConnectClose is received on a connection (1) with an inbound fanout session, where the fanout
session had associated outbound single -hop sessions to remote relay servers in the
FanoutAddressingList , the relay server MUST send to each of those relay servers a Close command
with Reasonld EmptySession (0x15).

3.3.5.5 Receiving an Open Command

A relay server MUST process an Open as specified in section 3.155 .

3.3.5.6 Receiving a FanoutOpen Comm and

If a FanoutOpen command is received with a Sessionld field identifying a session for which there is
no state, the recipient MUST send a ConnectClose as specified in section 3.1.4.2 with a Reasonld of

TooManyUn knownSessionCmds (0xOf).

Upon receipt of a FanoutOpen command the receiving session s
recipient MAY send an OpenResponse command <19> . The Reasonld MUST be d etermined based on
the fields in the Open command as follows:

A If the NumFanoutDeviceEntries field contains a value of 0 the fanout session MUST set the
Responseld to OK (0x00), and session state MUST be removed.

A If the locally configured value for Multi -dropSupported is false, and the FanoutOpen destination
addresses specify a FanoutDeviceEntry RelayURL consisting of an empty string (0x00), or

matching one of the locally configured LocalDeviceURLSs, then the fanout session MUST be rejected
by setting the Res ponseld to NoFanoutEntries (0x08), and session state MUST be removed.

A If the locally configured value for SingleHopSupported is false, and the FanoutOpen destination

addresses specify a FanoutDeviceEntry RelayURL containing a non -empty RelayURL whichisno t
the same as one of the locally configured LocalDeviceURLS, then the fanout session MUST be

rejected by setting the Responseld to FanoutNotSupported (0x0c), and session state MUST be

removed.

A If the ResourceURL is "grooveWanDPP" the fanout session MUST be rejected by setting the
Responseld to NoResource (0x04), and session state MUST be removed.

A The receiving device MUST validate the IdentityURL, DeviceURL, and RelayURL for each
FanoutDeviceEntry found in the FanoutDeviceEntries list. If the validation of the IdentityURL,
DeviceURL, and RelayURL fails, then the fanout session entry is not recognized by the receiver as

a valid destination resource handler and the Responseld MUST be set to Unknown (0x05), and

session state MUST be removed.

A Otherwise, the Resp onseld MUST be set to OkStopSending (0x0b), and session state MUST be set
to O6suspended©®6.

For each valid fanout session entry, an entry MUST be added to the session FanoutAddressingList
collection . The ResourceHandlerAvailability  for each addressed resource in the FanoutAddressingList is
determined as follows:

A For those FanoutAddressingList entries which identify a local relay server multi -drop target, the
ResourceHandl er Availability for the addressed resource MUS
layer can notify of changes as specified in section 3.34.1.2 .

A For those FanoutAddres  singList entries which identify a remote relay server single -hop target, the
ResourceHandl er Availability for the addressed resource MUS
subsequent processing as specified in section 3.3.5.6.1 MUST be performed.
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Upon sending the OpenResponse for a session, the receiving session MessageReceiver state MUST be
set to O6waitingb.

3.35.6.1 Single -Hop Processing

For each FanoutAddressingList entry containing a remote relay RelayURL, the higher -layer MUST
determine if there is a suitable SSTP connection (1) with the designated remote relay server that is
i n tehset abbl i shedd state.

The FanoutDeviceEntries field of the received FanoutOpen MUST be parsed as specified in section

2.2.6.1 based upon the connection (1) Version state variable of the receiving co nnection (1). If the
version -specific parsing does not process exactly the number of bytes indicated by the FanoutOpen
CommandLength field, then the recipient MUST send a ConnectClose as specified in section 3.14.2

with a Reasonld of ProtocolError (0x03).

If a connection (1) in the 6éestablishedd6 state to the remote
MUST open a fanout session to that server, as specified in section 3.1.4.3.3 .The

OutboundFanoutAddressingList supplied to the outbound single -hop session MUST be those addressing

entries from the FanoutAddressingList for the receiving session of section 3.3.5.6 , where the RelayURL

matches the URL of the remote relay on the SSTP connection (1).

If no such connection (1) exists, the server MUST attempt to establish an underlying transport to the
destination and establish an SSTP connection (1), as specified in section 3.1.4.1 . If atransport
connection (2) to a relay server cannot be established, the higher -layer MUST generate a
ResourceHandlerAvailability fault notification for the specific FanoutAddressingList entry, specifying a

failure code of either DNSLookupFailed (0x01), or HostNotReac hable (0x02), and the RelayURL of the
unreachable relay, to be processed as specified in section 3.34.1.2 .

3.3.5.7 Receiving an OpenResponse
A relay server MUST process an OpenResponse as specified in section 3.15.7 .

Additionally, if the OpenResponse is rec eived for an outbound single  -hop session , and results in a
change of session state, the relay server MUST generate an event indicating the
ResourceHandlerAvailability  state for all FanoutAddressingList entries using this session as follows:

Session state ResourceHandlerAvailability state
opening notReady

suspended notReady

ready ready

blocked notReady

(session end -state) fault

If the OpenResponse processing results in removal of session state, then the generated

ResourceHandl er Availability MUST indicate a 6faultdé state, s
(0x03), and the RelayURL of the unreachable relay. The generated ResourceHandlerAvailability
notification MUST be processed as specified in section 3.34.1.2 .
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3.3.5.8 Receiving a SessionStatus Command
A relay server MUST process a SessionStatus as specified in section 3.1.58 .

Additionally, if a SessionStatus command is received from an outbound single -hop session indicating

the loss of a remote resource handler, the receiving relay server MUST generate an event indicating a

ResourceHandl erAvailability state of o6faultdéd, and include th
of the received SessionStatus command in the event. The generated ResourceHandlerAvailability

notification MUST be processed as specified in section 3.34.1.2 .

3.3.5.9 Receiving a Close Command

A relay server MUST process a Close as specified in section 3.1.59 .
Additionally, if the Close command is received for an outbound single -hop session , the relay server
MUST generate a ResourceHanl der Availability event indicating

FanoutAddressingList  entries using this session, specifying a failure code of ConnectionClosed (0x03),
and the RelayURL of the remote relay. The generated ResourceHandlerAvailability notification MUST
be processed as specified in section 3.34.12 .

If the Close is received for an inbound fanout session, where the fanout session had associated
outbound single -hop sessions to remote relay servers in the FanoutAddressingList, the relay server
MUST se nd to each of those relay servers a Close command with Reasonld EmptySession (0x15).

3.35.10 Receiving a Message Command

Arelay server MUST process a Message as specified in section 3.1.5.10 .

3.35.11 Receiving a Data Command

A relay server MUST process a Data as specified in section 3.1.5.11 .

3.35.12 Receiving an EndMessage Command

A relay server MUST process an EndMessage as specified in section 3.15.12 .

Upon receipt of the EndMessage command for a message sequence for which the D

(DoNotDeliverlfOffline) bit was set in the corresponding Message command, the relay server MUST
process the message sequence in the following manner:

A If client device online presence is p ublished to the relay server as described in [MS - GRVWDPP],
then:

A If the client resource handler is not online, the data MUST be discarded.

A If the client resource handler is online, the relay server MUST start an instance of the Offline
Device Delivery Data TTL timer (section 3.3.2 ) specific to the received message sequence, and
attem pt to deliver the data to the client as specified in section 3.1.4.6 . If the relay server is able
to deliver the message sequence to the targeted client resource handler before expiry of this
time r, the timer MUST be cancelled.

A If client device online presence is not published to the relay server, the relay server MUST start an
instance of the Offline Device Delivery Data TTL timer (section 3.3.2) specific to the received
message sequence, and atte  mpt to deliver the data to the client as specified in section 3.1.4.6. If
the relay server is able to deliver the message sequence to the targeted client resource handler
before expiry of this timer, the timer MUST be cancelled.
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Upon receipt of the EndMes  sage command for a message sequence for which the E (Ephemeral) bit
was set in the corresponding Message command in the Message command, the relay server MUST
process the message sequence in the following manner:

A The relay server MUST start an instance of the Ephemeral Data Delivery Timer (section 3.3.2)
specific to the received message sequence, where the timer is set to the value of the TTL field
from the corresponding Message command, and attempt to deliver the data to the client as
specified in section  3.1.4.6. If the relay server is able to deliver the message sequence to the
targeted client resource handler before expiry of this timer, the timer MUST be cancelled.

3.35.121 Fanout Session

For each entry inthe ~ FanoutAddressingList a MessageProcessingState for this message sequence

MUST be created and set to the déprocessingd state. The messa
InboundMessagelList table for the underlying connection (2) as the most recently received message

sequence. The I nboundMessagelList state for this entry MUST b

3351211 Multi -drop Resource Handler Proce ssing
The data assembled by the MessageReceiver whi |l e in the O6bufferingdé state MUST b
resource handler associated with each FanoutAddressingList  entry in the fanout ~ session

3.35.12.1.2 Single -hop Resource Handler Processing

For those target resource handlers that reside on a remote relay server (single -hop fanout), the
me ssage sequence MUST be processed by forwarding it to the remote relay server on the associated
outbound fanout  session . The message sequence MUST be sent on the single -hop fanout session as

specified in section 3.1.4.6 .

3.3.5.13 Receiving a Noop Command

A relay server MUST pr  ocess a Noop as specified in section 3.1.5.13 .

3.35.14 Receiving a Attach Command
If the connection (1) is not in the 6est asbskions With thé sessibnaderdifier irothie a
Eventld field already  exists, or the AttachSessionld state variable (as specified in section 3.3.1 ) for

this connection (1) already exists, the recipient MUST close the connection (1) as specified in section
3.1.4.2 with a Reasonld of TooManyUnknownSessionCmds (0x0f). Otherwise, if the recipient does not
close the connection (1) with a Reasonld of TooManyUnknownSessionCmds (0x0f), the value of the
Event Id field MUST be added to the AttachSessionlds

The recipient MUST extract the contained AuthenticationToken field, and submit it to SSTP Security
protocol validation as specified in [MS -GRVSSTPS]. The recipient MUST respond to the client with the
command and message contents as determined by [MS -GRVSSTPS], to be sent on the attach session.

3.35.15 Receiving an AttachRespons e Command

If an AttachResponse command is received by a relay server, the recipient MUST send a ConnectClose
com mand as specified in section 3.1.4.2 with Reasonld of ProtocolError (0x03).

3.3.5.16 Receiving an AttachAuthenticate Command
If the connection (1) is not in the O6establishedd state, or the value ¢
AttachSessionlds |, the recipient MUST close the connection (1) as specified in section 3.1.4.2 witha

Reasonld of TooManyUnknownSessionCmds (0x0f).
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The re cipient MUST extract the contained AuthenticationToken field, and submit it to SSTP Security
protocol validation as specified in [MS - GRVSSTPS]. The recipient MUST respond to the client with the

command and message contents as determined by [MS -GRVSSTPS], to be sent on the attach
session
3.3.5.17 Receiving a Register Command

The recipient MUST extract the contained RegistrationToken field, for submission to SSTP Security
protocol validation as specified in [MS - GRVSSTPS].

If the contained Security message is a [MS -GRVSSTPS] SecldentityRegister message, if a session
with the session identifier in the Eventld field already exists, or the Eventld field is in the
AttachSessionlds  or the RegisterSessionlds, the recipient MUST close the connect ion (1) as specified

in section 3.1.4.2 with a Reasonld of TooManyUnknownSessionCmds (0x0f). Otherwise the value of
the Eventld field MUST be added to the RegisterSessionlds.

For any other contained Security message, if a session with the session identifier in the Eventld field
already exists, or the value of the Eventld is not in the AttachSessionlds for this connection (1), the
recipient MUST close the connection (1) as speci fied in section 3.1.4.2 with a Reasonld of
TooManyUnknownSessionCmds (0xOf).

The recipient MUST submit the extracted Security message to SSTP Security protocol validation as

specified in [MS -GRVSSTPS]. The relay MUST respond to the client with the command and message
contents as determined by [MS -GRVSSTPS]. This MUST be either a RegisterResponse or a Close
command, to be sent on the same session as the incoming Register command. [MS -GRVSSTPS]
specifies the conditions under which the RegisterResponse command is sent and specifies the
conditions under which the Close command is sent.

3.3.5.18 Receiving a RegisterResponse Command

If a RegisterResponse command is received by a relay server, the recipient MUST send a ConnectClose
command as specified in section 3.1.4.2 with Reasonld of ProtocolError (0x03).

3.3.5.19 Receiving Ack  nowledgments in a MessageCount Field

A relay server MUST process an acknowledgment i n a MessageCount field as specified in section
3.15.19 .

Additionally, when an acknowledgment is received for messages sent on an outbound fanout session
the MessageProcessingState for the corresponding FanoutAddressingList entries MUST be set
6compl eted6. Completion notifications MUS31l4dle.e generated as

3.3.6  Server Specific Timer Events

3.3.6.1 Offline Device Delivery Data TTL Timer Timeout Event

Occurs when the time to deliver data contained in a message sequence marked with the D
(DoNotDeliverlfOffline) bit has been exceeded. The relay server MUST discard the data, and cancel
any other timers associated with the message sequence.

3.3.6.2 Ephemeral Data Delivery Timer Timeout Event

Occurs when the time to deliver data contained in a mess age sequence marked with the E
(Ephemeral) bit has been exceeded. The relay server MUST discard the data, and cancel any other
timers associated with the message sequence.
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3.3.7 Other Local Events

3.3.7.1 Transport Loss and Fanout Sessions

If the connection (1) for an outbound single  -hop fanout session to a remote relay server fails, the

relay server MUST generate an event indicating a 6faulté sta
failure code of ConnectionClosed (0x03), and the RelayURL of the remote relay. The gen erated fault

event MUST be processed as specified in section 3.34.1.2 .

If the connection (1) with the originator of a fanout session is lost, where the fanout session had

associated outbound sin  gle-hop sessions to remote relay servers in the FanoutAddressingList  for the
receiving session, the relay server MUST send to each of those relay servers a Close command with

Reasonld EmptySession  (0x15).

Connection (1) state and any session state associated with the lost underlying transport MUST be
removed.
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4  Protocol Examples

In the following protocol examples, establishment of the underlying transport layer connection (2)
between any two participating devices occurs prior to transmission of an initial SSTP Connect

command. Similarly, dropping of the transport layer connection (2) between participating devices

occurs following a ConnectClose, where the transport can be dropped by either device.

For each of the following message exchange scenarios, only those message fields which are most
relevant to the particular use case are explicitly called out in the diagram message annotations

4.1 Initial SSTP Connection Establishment Examples

411 Version Negotiation

Protocol version negotiation is implic it in accepting and returning a ConnectResponse containing a
Responseld Ok. Although the currently supported versions of SSTP are 1.5 and 1.6, the following
illustrates a possible future scenario in which an updated version of SSTP has been specified as
version 3.6.

Device 1 Device 2

Connect |n|t|ated by B ...-.'.-._._._:L ..................
endpoint implementing T

Connect

SSTP version 3.6 T |Receiving endpoint
implementing SSTP
_ version 3.5
From now on, this B ConnectResponse — -~

endpoint MUST send
messages which

{ Version: 3.5
conform to SSTP : . :
version 3.5 i ResponselD: Ok i

Figure 12 : Connect accepted: implicit version negotiation
Following this initial ~ connection (1) , both devices exchange message conformant to SSTP version 3 .5

only. If either device subsequently detects an incoming byte stream which does not comply with the
version 3.5 specification, the receiving device treats it as a protocol error.

4.1.2 Incorrect Target

Before accepting an SSTP ~ connection (1) request, the receiving device ensures that it is the device
with which the originato  r intended to connect, by comparing the supplied TargetDeviceURL with the
recipientds | ocal device URL. The Il ocal DeviceURLs of both D

each device as persistent initialization data.
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Initialize as local device URL Initialize as local device URL
grooveDNS:\\Endpointl grooveDNS:\\Endpoint2

Device 1 Device 2

Receiving

T i | endpoint not

the indicated

Connect initiated by
Endpoint1 _T\—Connect

ConnectResponse TargetDevice
. g
— .
ConnectClose
-
TargetDevice: grooveDNS:\\Endpoint3 {Version: 1.5 T
SourceDeviceURL: grooveDNS:\\Endpointl | i Responseld: WrongDevice |

Figure 13 : Connect rejected: incorrect destination URL

4.1.3 Connection Authentication

See [MS -GRVSSTPS] for a full specification of the underlying SSTP Security protocol, its usage within
SSTP connections (1) , attach and registration sequences , and authentication protocol samples.

4.2  Session Management Examples

The following sections present contrasting SSTP session scenarios, involving client  -to-client message
exchange, client message exchange with a relay server, and client message exchange with fanout.

421 Device to Device Session

This scenario involves two client devices with an established SSTP connection (1) where client A is to
send a message to client B. To begin, client A sends an Open command to cli ent B, addressing the
Open to an address entry of URLs on B&6s device: Bos
(apphandler), and device URL (device2). When client B responds with an OpenResponse, client A

sends a data message to client B in severa | Data commands. Upon receipt of a Noop command from

client B, client A returns a Close command to close the session . This illustrates the basic exchanges
involved in opening a session and perfo rming data transfer from one device to another.

identity
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Open:

Client A open to rOpen """""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""
apphandler resource
on Qlients B | {ResourcelRL:apphandler, identityURL:diertB, DeviceURL: de""??..??...
i ResourceURL:  apphandler |
i IdentityURL: clientB i
i DeviceURL: device2
ClientA (sender) ClientB (receiver 1)
Device 1 { q Device 2
Client Identity A Client Identity B
Client A Client B
Over an_establlshed S . Resource handler
connedtion, send Opert; Open (Session 1) identified by URL is
using session 1 available at this device,
Open Response —— ready to handle
Session in ready statell| .4— (Session 1, idOk) incoming data. Send
i OpenResponse
. containing
Message (Session 1) —_ Responseld.IdOk

Message sequences
sent from A to B over .

open channel Data (Session 1)

EndMessage (Session 1) Acks for received

messages can be

- — contained in a Noop in
absence of other

outbound messages

4__________N00p (MC 1)

Session dose B —

Close (Session 1)

1 Acknowledge via
{ MessageCount 1

Figure 14 : SSTP session between client devices

4.2.2  Device to Device Bi -directional Session Open

This scenario illustrates the opening of sessions by both SSTP devicesona  connection (1) ,
resulting i n bidirectional data transfer over independent sessions. In this scenario, client B also opens

a session to client A, where client B selects a new Sessionld from its valid range. Both participating
devices can send data as message sequences simultaneously over their outbound sessions. The
message sequence recipient acknowledges receipt and processing of the incoming data in a

subsequent Message or Noop command.
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-Client A open session 1 to Open sessionid 0x00000001
apphandler resource on Client B {ResourceURL:apphandler,

-Client B open session identityURL:clientB, DeviceURL:device2}
0x80000001 to apphandler

resource on ClientA 7 - :
ClientA i ResourceURL: apphandler

(connection originator) P ClientB ... IdentityURL: clientB
T ——e i DeviceURL: device2

Device 2
Client Identity B

Device 1
Client Identity A

-

i Open sessionid 0x80000001 i
{ResourceURL:apphandler,

ResourceURL: apphandler

} IdentityURL: clientA i identityURL:clientA,
DeviceURL: devicel i DeviceURL:devicel}
. . Resource handler
Client A Client B || identified by URL is
available at this
Over an established - ) application, ready to
connection, send Opery; Open (Session 1)—.____._ handle incoming data.
using session 1 Send OpenResponse
- - Open Response (Session 1, IdOk) containing
?::j\l/o:t;tlen < Responseld.IdOk
: Open (Session 0x80000001) | ™.
-t - Send Open for a
— OpenResponse different session
(Session 0x80000001, IdOk) ———m:.
— (Session 1) “-.._ | Session Il
essage (Session
Message sequences g E—— QXSOOC?OO'I:)?:l
sent from A to B over ———————Data (Session 1) In ready state
open session 1. b ACK Tor session 1 received
L message piggybacked in the

EndMessage (Session 1) — . ~outbound session. Message

command as MessageCount

VT B A g I v

Message B
-— (Session 0x80000001, MC=1) -~ Message sequence
Data (Session 0x80000001) — | sent from B to A over
open session
_ 0x80000001
Ack for session EndMessage (Session 0x80000001)
0x80000001 receieve
message via Noop . ———Noop (MC=1)
—_—
Sessions can be close . ——Close (Session 1)
by either end T
Close (Session 0x80000001)
Figure 15 : Bi -directional sessions between devices
4.2.3 Device to Relay Ser ver Session Open
In the previous example, client A had a direct SSTP connection (1) to client B, and A was able to
open a session directly to the desired resource handler on B. If this is not possible, client A can
instead establish an SSTP connection (1) to the relay server associated with client B, and send the

data to the relay server.

In this scenario, client A connects to client B through Relayl, an intermediary relay server which
supports client authentication and provides message store -and -forward functionality.
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The process of tr

ansmitting data from client A to client B through a relay server involves two

essentially independent SSTP conversations: Client A transmits a message sequence to the addressing

entry of client B on the relay server, which the server retains in a local sto

re. Client B establishes an

authenticated connection (1) and registers, which causes the relay server to open a dequeue session

to the authenticated client B, and deliver the contents of the local store to client B.

The following diagram illustrates this scenario:

Open: Clpen

Client A open to apphandler

{R.emurn:eURL apphandler, identityURL :clientB, DeviceURL: dew:ez}

resource on Clients B

ResourcelRL: apphandler
IdentityURL: clientB
DeviceURL: device2

QientA (sender) .~ Tt T QientB (receiver 1)
Device 1 Device 2
dient Identity A Retay 1 dient Idertity B
Client A Eelay 1 Client B
Initial SSTP L‘_____.conne.;t-—-—-—-—g InitialgSTF’ ayer B
layer connection | : : {| connection
Es,lﬁ;ab-liﬂjmajt '..______ ConnedResponse g ! | establishment, and
Cnnnect.._____h i | device authentication
i | as ‘dewvioe2’
,. _ ConnectResponse | :

. _Connectauthernticate
_‘____._- .ﬁ.l:l:ach—'—'—'_'_'

Cwer an

established ———— AttachRes ponse
connedcion, T Open {Session 1]__.# ."“
initiate an Open Response __

enqueLs session —-—-"

*'l—'[Sessmn 1, IdOk)
to relay :

E - . AttachAuthenticate

S Cloce (attach session) .

: i —— i
dient sends Lo ! 5_.-___._.—Reg|5ter §
data for B to Message (Session 1) _._, :
relay. RegisterRespnnse____-_;

I Data (Session 1) _ ..,
Relay stores in :I
zeszion urd tuple
spedfic local
store, and adds
receipt when

T Close (register session) .,

Data (Session 1) -

= _ EndMessage
{Session 1} _'—'llh

F o Openi{Session ¥BO000O0O01Y _-_

storage i N (MC 1)
oo
complete. -I—-—' P t OpenResponse
............................................. Session x80000001,
RE|E|'3.|"II'IItIE|tE5 dequens ¥ : Idok)
i session to client B Message

(Session :-QBGDDCIEIDI}"—I'H
I Data (Session x80000001) -
i Data (Session xSUUUUUDH_-H

EndMessage
{Session xBUUUUUl}“—Iﬂ

;*___._Nm:pmcu-—'_'_';

Z-—-_.

Figure 16 : SSTP session via authenticating relay

AN

dient B account
authentication via
(MS-SSTPS) Attach
SEefqUEnces

diert B identity [%
registration, as
supporting resource
handlers for identity
‘dientB’

Relay opens sessinrb
with url tuple of =tofE;
forwards contained

data to authenticated
clent B

[MS -GRVSSTP] - v20171212

Simple Symmetric Transport Protocol (SSTP)
Copyright © 2017 Microsoft Corporation
Release: December 12, 2017

81 / 117



4.2.4  Fanout Open

If a relay does not support single -hop fanout, this is indicated to the connection (1) initiator in the
ConnectResponse command. There can be cases in which the client can nevertheless send a

FanoutOpen command containing single -hop destination addresses in the fanout device list to an
application which does not support this functionality. In this case, the relay denies the session , as

illustrated in the following diagram.

Devicel Relayl
Connect initiated
by Devicel
. ————Connect Receiving relay

| does not support

single-hop to

—
ConnectResponse = . remote relays
.
~iiM=1,5=0 i
Initiate creation FanoutOpen (Session 1) | (multidrop, but no single-hop)
of a fanout session B i
to a set of

endpoints, some of | Open Response (Session 1, 12)
-—

"} 'Responseld:
which are remote i

FanoutNotSupported

Figure 17 : Fanout denied

425 Multi -drop Fanout

In the following multi  -drop fanout scenario  <20>_, client A is about to send a message to clients B and

C which both have the resource handl er identified by the URL O6apphandl ero.
accessible through the same relay server to which the sending client A is connected. Client A therefore

uses the FanoutOpen command to open a fanout session , specifying the two target clients in the

FanoutOpen FanoutDeviceEntries list and the desired ResourceURL. Because the sending and receiving

clients share the same relay server, the RelayURL field of the fanout device entries can be the empty

string.

In handling a multi  -drop fanout session, the relay server forwarding the messages provides message
acknowledgment to the originating client (client A) only when it has successfully delivered the

message to all target resource handlers. Client A is assured of message delivery only when it receives
this message acknowledgment.

To properly determine the fanout addressing entry contained in the fanout device entry list, the
originating device has to have access to the relay URLs for each destination.
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Multidrop FanoutOpen: i FanoutOpen

Client A fanout to i ResourceURL: apphandler
apphandler resource ! FanoutEntries:
on Clients B,C i {IdentityURL: clientB, DeviceURL: device2, RelaylURL: Ox00}

E{Iu:lentlt',rURL chentC, DevicelURL: device3, RelaylRL: Ox00}

: > R.ESDLII’EEUHL apphandler
Cient B (recziver 1) i IdentityURL: clientB §

] ! DevicelURL: device?
Dewvice 2 T ——
Jienta { ) ] Jdient Identity B
Device 1 T ;
Jdient Identity A ] Beyd diert C {receiver 2} i ResourcsURL:  apphandler |
4 IdentityURL: clentC !
DewDEUFLL device3 !
Jient Identity C
Figure 18 : Fanout session
4.2.6 Single -Hop Fanout
In the following SSTP 1.5 single -hop fanout scenario, client A is about to send a message to the
resource handler identified by the URL tsBa( P, laral &E,dvheeerB6 on al |l o
and C are associated with Relay1, but D and E are associated with Relay?2.
Relayl processes the addressing entries for clients B and C as local multi -drop targets, and D and E as
remote targets on Relay2. Relayl establishes an in dependent SSTP fanout  session to Relay2.
While Relay1 is establishing the single -hop fanout session to Relay2, the originating session with
Client A is in the O6suspenldedldi sntath.i Sheetsetseci olme wdbteadyd st
fanout session to the remote relay is set to the 6readyd sta

When message sequences are received from client A, Relayl forwards copies of the messages to local

multi -drop recipients B and C, and also forwards a copy of incoming message sequences received from
A to Relay2 over the outbound single -hop session. Relay2 forwards copies of the received message
sequences to the local multi -drop recipients D and E.

When providing message acknowledgment to cl ient A, Relayl also processes acknowledgments

received from Relay2, in addition to acknowledgments from the local resource handlers for the local

multi-dr op reci pients B, C. When an acknowledgment is returned
of delive ry of the message sequence to all fanout recipients B, C, D, and E.

From the perspective of Relay2, the incoming session originated by Relay1 is handled as a local multi -
drop session for the Relay2 local clients D and E as described in the in the multi -dro p fanout example
in section 4.2.5 .

The following diagram illustrates this SSTP 1.5 single -hop fanout session:
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SingleHop FanoutOpen:
Client A fanout to
apphandler resource on
Clients B,C,D,E

ClientA (sender)

FanoutOpen

ResourceURL: apphandler

FanoutEntries:

{IdentityURL: clientB, DeviceURL: device2, RelayURL: 0x00}
{IdentityURL: clientC, DeviceURL: device3, RelayURL: 0x00} i
{IdentityURL: clientD, DeviceURL: device4, RelayURL: Relay2}
{IdentityURL: clientE, DeviceURL: device5, RelayURL: Relay2} i

Client B (receiver 1)

i IdentityURL: clientB

Device 2 DeviceURL: device2

Device 1
Client Identity A

Local multidrop for B,C

ResourceURL: apphandleré

Client Identity B

— >

Relay 1 Client C (receiver 2)

.+ IdentityURL: clientC
DeviceURL: device3

> Device 3

ResourceURL: apphandler

Client Identity C

FanoutOpen
ResourceURL: apphandler
FanoutEntries:

{IdentityURL: clientD, DeviceURL:

device4, RelayURL: 0x00}

{IdentityURL: clientE, DeviceURL:

device5, RelayURL: 0x00}

Client D (receiver 3)

.4 IdentityURL: clientD

\4 Device 4 " | DeviceURL: device4

Local multidrop for D,E

! ResourceURL: apphandler

> Client Identity D

Relay 2 Client E (receiver 4)

4 IdentityURL: clientE
4 DeviceURL: device5

— >

Device 5

Figure 19 : Single

The following diagram

! ResourceURL: apphandler

Client Identity E

- hop fanout session

, based on SSTP 1.5, shows the sequence of exchanged SSTP messages for this

single -hop fanout session, from opening the session to delivery of the first message sequence. The

session identifier used between client A and Relayl is selected by client A when

session to Relayl. The session identifier used between Relayl and Relay?2 is selected by Relayl when

it originates the single

-hop fanout session to Relay2:

it originates the fanout
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Client A Relay 1 Relay 2

Relayl prepares Iécal multi-drop for
{clientB, device2, Relayl}
{clientC, device3, Relayl}

Fanout Device Entries:
{clientB, device2, Relayl}
{clientC, device3, Relayl}
(clientD, device4, Relay2}| ———— FanoutOpen
{clientE, device5, Relay2} (Session 1) ———»

Opens single-hop fanout for
_iiclientD, device4, Relay2}
“ {clientE, device5, Relay2}

~—— FanoutOpen

(Session 4) ——mi Relay2 prepares local
Open Response multidrop for
(Session 1, {clientD, device4, Relay2
—— . clientD, device4, Relay2}
OkStopSendin i i
P g) Open Response {clientE, device5, Relay2}

Proxied fanout sessior]l
to all addressing tuples
fully available

4——- (Session 4, Ok)

i Open Response
} . (Session 1,
i StartSending) i !
Il '__ Message (Session 1) _._ Relayl stores data for B,C

: i _..iforwards data to Relay 2 for D,E

 Relayl session state now ready

. Message (Session 4
Client A message ge ( )-D-

sequence — .
Data (Session 1)

. Data (Session 4) I

——  EndMessage
(Session 1) ———dm

: s Relay2 stores data for
i Relayl cannot ack yet, must wait for " D,E

i Relay2 ack for this message sequence | i ——— EndMessage
feeemememee e (Session 4) =i | Acks 1 Message
sequence

Noop(MC 1) —

-
Client A message {

sequence delivery to “ 1 Relayl can now ack delivery to
B,C,D,E ack'd

Noop(MC 1) — | stores for B,C,D,E complete

-

Figure 20 : Single -hop fanout session messages

4.2.6.1 Single -Hop Fanout 7 Loss of Remote Resource Handler

In afanout session , if any fanout target is initially unavailable or becomes unavailable during the
session, the participating relay server r eports the unavailable client to the originating client using a
SessionStatus command. How an originating client recovers from a failed message delivery is
application -specific.

As in the single -hop fanout scenario of section 4.2.6 , client A has established a fanout session to
Relayl, targeting clients B, C, D, and E; clients B and C are assigned to Relay1,; clients D and E are
assigned to Relay?2.

If client D becomes unavailable, Relay2 informs Re layl by sending it a SessionStatus command. Upon
receiving the SessionStatus, Relayl will remove client D from the single -hop
OutboundFanoutAddressingList  , and generate a fault event for the Resou rceHandlerAvailability state

for client D. The fault event handler then removes client D from the originating session
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FanoutAddressingList , and informs the originating client A of the failure by s ending a SessionStatus
command to client A.

Client A then also removes the failed target from its OutboundFanoutAddressingList for the session
with Relayl.

The following sequence depicts the message flow if resource D becomes permanently unavailable
duri ng the lifetime of the session.

Client A Relay 1 Relay 2

i Message (Session 1)*

Client A " Message (Session 4) -
message Data (Session 1
sequence ( )'——b-
— .
Data (S 4
~—__ EndMessage ata (Session 4) __p, |
(Session 1)~ Relay2 stores

{Relayicannot ack yet, must wait for i.~+—— EndMessage data for D,E
i Relay2 ack for this message sequence (Session 4) ———
Acks 1 Message

Noop (MC 1)~ sequence

- -

ClientA messagi . ,

sequence deliv Noop (MC 1)— | ™. | Relayl can now ack

to B,C,D,E ack'd. |4 “ delivery to stores | i Relay2 suffers failur
B,C,D,E complete | :|[ of store for D Sends

Client A begins " i| SessionStatus with

another message | —— . Statusid: 0x04

sequence on Message (Session 1)-5. DeviceUrl: device4

fanout session SessionStatus ___— | identityURL: clientD

«— (Session 4)
_____________________________________________________ _ After receipt of |
— . SessionStatus, Relayl
P . Message (Session 4) —i i cannot consider D as i
Data (Session 1) — a recipient of fanout
data sent of session 4 |

S

After receipt of
SessionStatus,
Client A cannot
consider D as a
recipient of

fanout data sent
on session 1.

SessionStatus ——
— (Session 1) — .

 EndMessage Data (Session 4) )
(Session 1) =P

—— EndMessage

(Session 4) =

Relay2 stores

i data for E

; Noop (MC 1)~ |
Client A messa - _i| Acks 1 Message
sequence delivery Noop (MC 1)— | Relayl can now ack | i [ sequence
to B,C,E ack’d. o aE— roeeeenss delivery to stores |

: B,C,E complete |

Figure 21 :Single -hop fanout session with resource handler failure

42.6.2 Single -Hop Fanout Open i Loss of Remote Relay Server

If a single -hop session to aremote relay is lost, the relay server reports the loss to the originating
client via a SessionStatus command.

As in the single -hop fanout scenario in section 4.2.6 , client A has est ablished a fanout session to
Relayl, targeting clients B, C, D, and E; clients B and C are assigned to Relay1,; clients D and E are
assigned to Relay?2.
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If Relayl loses connectivity with Relay2, Relayl will remove state for the outbound single

with Relay2, and generate a fault event for the
as a ConnectionClosed Statusld for Relay2. The fault event handler then removes all clients
Relay2 ResourceURL (clients D, E) from the originating session

ResourceHandlerAvailability

state

originating client A of the failure by sending the SessionStatus command to client A.

FanoutAddressingList

-hop session
for clients D and E,
with the
, and informs the

Client A then also removes the failed targets from its OutboundFanoutAddressingList for the session

with Relayl.

The following sequence depicts the message flow if Relay2 becomes unavailable during the lifetime of

the session.

SingleHopFanoutOpen:

Client A fanout to

apphandler resource on

Clients B,C,D,E

sequence delivery
to B,C,D,E ack'd

Client A begins :
another message
seguence on
fanout session

Client A cannot
consider D,E as a
recipients of
fanout data sent
on session 1.

Client A E
message
sequence delivery
to B,C ack'd.

Figure 22 : Single

-

——

-

——

-

Noop (MC 1)— |

Message (Session 1)

SessionStatus (Session 1)~ |

EndMessage (Session 1)

Noop (MC 1)— |

— Relayl cannot
3 consider D,E as
reipients of incoming
Data (Session 1) N session 1 fanout data

Client A Relay 1 Relay 2
Relayl stores data for B,C
forwards data to Relay2 for D,E
M S H 1 “.". """""""""""""""""""""""""""""""""""
essage (Session 1)
Client A message
sequence . Data (Session 1) Message (Session 4)
EndMessage (Session 1 i Data (Session 4
H o ! : ) > ( ) —| Relay2 stores
i Relayl cannot ack S — . data for D,E
i yet, must wait for i EndMessage (Session 4) —p»i| Acks 1 Message
i Relay2 ack for this : sequence
ClientA i message sequence | Noop (MC1)— |
Message i 5 il

stores B,C

Relayl can now ack delivery to

,D,E complete

Relayl detects loss of
! Relay2

Statusld: 0x03
DeviceURL: Relay2
0x00

IdentityURL:

Relayl notifies client A of loss of
Relay2. Sends SessionStatus wit

. {"Relay1 can now ack

{ delivery to stores
H B,C complete

- hop fanout session with remote relay failure
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4.3 Message Acknowledgment Examples

431 Acknowledgments for Multiple Sessions

If a device sends the message sequences A;, A, on session 1, and message sequences B;, B, on session 2, in
the order A1, B1, A2, B.. T h e sOetimodnéMesdagelist is as follows (after processing specified in section
3.1.4.6  is finished):

Originators OutboundMessageList

sequence session message sequence
1st 1 A1
2nd 2 B1
3 1 Az
4t 2 B2

Because the underlying stream transport preserves message ordering, after receiving all the inbound
message sequences, the receiverds I nboundMessagelList is as f
section 3.1.5.12 is finished):

Receivers InboundMessagelList
sequence session message sequence state
1st 1 A1 processing
2nd 2 B processing
3 1 Az processing
4th 2 B2 processing
If the processing required by the target resource handler for session 2 finishes before that for session
l,andall session2 rel ated resource handler completion notifications
InboundMessagelList is as follows (after processing specified in section  3.1.4.7 isfinished for session 2)

Receivers InboundMessagelList

sequence session | message sequence state
1st 1 A1 processing
2nd 2 B:1 complete
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Receivers InboundMessagelList

3 1 Az processing

4t 2 B2 complete

In this case, the receiver cannot yet send any acknowledgments to the sender, because the first
received message sequence has not yet finished processing, and is still in the processing state.

(because the processing specified in secti on 3.1.4.2.1 determines a MessageCount value of 0)
If the next message sequence to reach the processed state is A 1 (message sequence A 1 completes the
processing specified in section 3.1.4.7), the receiver will update its InboundMessagelList as follows:
Receivers InboundMessagelList
sequence session message sequence state
1st 1 A1 complete
2nd 2 B complete
3« 1 Az processing
4th 2 B2 complete

The receiver now acknowledges both A 1 and B 1 simultaneously by sending a Noop or Message
command containing a MessageCount field value of 2 (because the processing specified in section
3.1.4.2.1 determines a MessageCount value of 2), and remove those entries from its
InboundMessagelList, leaving the following:

Receivers InboundMessagelList
sequence session message sequence state
1st 1 Az processing
2nd 2 B2 complete
Upon receipt of the command containing MessageCount value 2 (as specified in section 3.1.5.15 ), the

session originator has received acknowledgment of delivery and processing of the message
sequences A 1 and B ; and can upda te its OutboundMessageList correspondingly, as follows:

Originators OutboundMessageList

sequence session message sequence

1st 1 Az

2nd 2 B2
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On the receiving session, once the processing of A 2 completes (A , completes section 3.1.4.7 ), the
receiver will update its InboundMessagelList as follows

Receivers InboundMessageList
sequence session message sequence State
1st 1 Az complete
2nd 2 B2 complete
The receiver can now acknowledge the final two message sequences, A 2 and B , simultaneously by

sending a Noop or Message command containing a MessageCount field value of 2 (because the
processing specified in section 3.1.4.2.1 again determines a MessageCount value of 2), and remove
those entries from its InboundMessageList.

Upon r eceipt of the acknowledgment, the session originator can also remove the corresponding entries
from its OutboundMessagelList.

When viewed as a protocol exchange sequence, this exchange would be as in the following diagram
(where the not-Atdi ossd tasMEfy the)sequence of commands Message, Data,
EndMessage, used to send the application supplied data block A 1 on session 1):

Devicel Device2

———————MS() A )
———————MS(2)Bi— )
—————————MS(1)- A )
——————MS(2) B
| Noop (MC=2) —
4____Noop (MC=2)

R ——

Figure 23 : Multiple session acknowledgments - message sequences

4.3.2 Interleaved Message Sequences

In the preceding diagram, the depiction of a message sequence as a single transmission is a

diagrammatic convenience only. The actual sequence of commands corresponding to any given

message sequence is the specified Message, Data, [ Datal],
one session can be interleaved with messages for another sessio n.

The originator adds a message sequence to the OutboundMessageList  upon sending the EndMessage

command (as specified in section 3.1.4 .6). The recipient adds the message sequence to the

InboundMessageList on receipt of the EndMessage command.

The following sample sequence diagram illustrates this by explicitly showing the individual commands
involved in transmission of message sequences from Device 1 to Device 2, with annotations indicating
the appropriate acknowledgment list maintenance actions to be undertaken by the two devices:
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Devicel

Starting MS(1)-A

N ——

Starting MS(2)-A

N—

Update pending ack list as:
1°* pending ack: MS(2)-A

&

Starting MS(2)-B

N

Update pending ack list as:
1 pending ack: MS(2)-A
2" pending ack: MS(1)-A

AN

.

Update pending ack list as:
1% pending ack: MS(1)-A

Consider MS(2)-A as ack’d.

AN

Update pending ack list as:
1* pending ack: MS(1)-A
2" pending ack: MS(2)-B

Consider MS(1)-A and
MS(2)-B as ack’d.

Update pending ack list as:
no pending acks

-

—_‘—'—‘———-_
Data(1)

EndMessage(2)-A

_‘—‘—'_‘_‘—-—-_
Data(1)

EndMessage(1)-A

'_‘——_‘_—‘—-_

EndMessage(2)-B

Device?2

Message(1)-A

T

Message(2)-A
—_

Message(2)-B
D

E—

Update pending ack list as:
1% pending ack: MS(2)-A

AN

Update pending ack list as:
1% pending ack: MS(2)-A
2" pending ack: MS(1)-A

Noop (MC=1)"" |

Data(2) _._,_______»

““—b'

Noop (MC=2)— .

Figure 24 : Interleaved message sequences

433

In this example:

Acknowledgments for Single

-Hop Fanout

Resource handler for MS(2)
ready to provide ack:

Send Noop(1), and

update pending ack list as:
1% pending ack: MS(1)-A

AN

AN

Update pending ack list as:
1 pending ack: MS(1)-A
2" pending ack: MS(2)-B

Resource handler for MS(l)-AB
and MS(2)-B both complete

Send Noop(2)

Update pending ack list as: no
pending acks

A Devicel session 1 addresses a resource handler resident on Relay2. The associated single -hop
session from Relayl to Relay2is  session 1 onthe Relayl -Relay2 SSTP connection (1)
A Devicel session 2 addresses a resource handler resident on Relayl
A Devicel session 3 addresses a resource handler resident on Relay3.The associated single -hop
session from Relayl to Relay3 is session 1 on the Relayl -Relay3 SSTP connection (1).
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The following shows a sample of the acknowledgment handling for the case where the De vicel
application sends one message on each session, in the following order:

A send A on session 1 (single hop to Relay?2)
A send B on session 2 (handled locally on Relay1)

A send C on session 3 (single hop to Relay3)

First, the client, Devicel sends message A on session 1. Message A addresses a resource
handler resident on Relay2. Devicel sends Message A to Relayl. Relayl receives Message A
and forwards it to Relay2 using outbound fanout session 1 on the Relayl -Relay2 SSTP

connection (1)

Client Message Lists Rel ayl Message Lists

Devicel to RelaylOriginators Devicel to Relayl Receivers
OutboundMessageList InboundMessageList

sequence

seqguence session message sequence session message State

1st 1 A 1st 1 A processing

Outbound fanout forwards message A to
Relay2.

Relayl to Relay2 Originators
OutboundMessageList

sequence session message

1st 1 A

Relayl to Relay3 Originators
OutboundMessageList

sequence session message

After sending message A, Devicel sends message B on session 2. Message B addresses a

resource handler resident on Relayl. Relayl handles this message locally:

Client Message Lists Relayl Message Lists
Devicel to Relayl Originators Devicel to Relayl Receivers
OutboundMessageList InboundMessageList
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Client Message Lists Relayl Message Lists

sequence session message sequence session message state

sequence

1st 1 A 1st 1 A processing

2nd 2 B 2nd 2 B

complete

Ack for A still pending from Relay2.

Relayl to Relay2 Originators
OutboundMessageList

sequence session message

1st 1 A

Relayl to Relay3 Originators
OutboundMessagelList

sequence session message

After sending messages A and B, Devicel sends message C on session 3. Message C
addresses a resource handler resident on Relay3. Devicel sends Message C to Relayl.

Relayl receives Message C and forwards it to Relay3 using outbound fanout session 1 on the
Relayl -Relay3 SSTP connection (1)

Client Message Lists Relayl Mess age Lists
Devicel to Relayl Originators Devicel to Relayl Receivers
OutboundMessageList InboundMessageList
sequence session message sequence | session message state
sequence
1st 1 A 1st 1 A processing
2nd 2 B 2nd 2 B complete
3 3 C 3 3 C processing
Ack for A still pending from Relay?2.
Relayl to Relay2 Originators
OutboundMessageList
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Client Message Lists

Relayl Mess age Lists

sequence session message

1st 1 A

Outbound fanout forwards C to Relay3

Relayl to Relay3 Originators

OutboundMessageList
sequence | session message
1st 2 C

Devicel acks for messages A, B, and C are still pending from Relayl. Relayl receives Noop
(MessageCount=1) from Relay3, as ack for message C:

Client Message Lists

Relayl Message Lists

Devicel to Relayl Originators

Devicel to Relayl Receivers

OutboundMessageList InboundMessagelList
sequence session message sequence | session message state
sequence
1st 1 A 1st 1 A processing
2nd 2 B 2nd 2 B complete
3 3 C 3 3 C complete

Ack for A still pending from Relay2.

Relayl to Relay2 Originators

OutboundMessageList
sequence | session message
1st 1 A

Ack has been received from Relay3, no pending
acks.

Relayl to Relay3 Originators
OutboundMessagelList

sequence session message
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Client Message Lists

Relayl Message Lists

Devicel acks for messages A, B, and C are

(MessageCount=1) from Relay2, as ack for message A:

still pending from Relayl. Relayl receives Noop

Client Message Lists

Relayl Message Lists

Devicel to Relayl Originators

Devicel to Relayl Receivers

OutboundMessageList InboundMessageList
sequence session message sequence | session message state
sequence
1st 1 A 1st 1 A complete
2nd 2 B 2nd 2 B complete
3 3 C 3w 3 C complete

Ack has been received from Relay2, no pending
acks.

Relayl to Relay2 Originators
OutboundMessageList

sequence session message

Ack has been received from Relay3, no pending
acks.

Relayl to Relay3 Originators
OutboundMessagelList

sequence session message

Relayl sends Noop (MessageCount=3) to Devicel and removes 3 entries from
InboundMessagelist. Devicel receives Noop (MessageCount=3) from Relayl:
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All sequences acknowledged.

All sequences acknowledged.

When viewed as a protocol exchange sequence, this exchange would be as in the following diagram:
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Ack Aggregation
-Consider MS(n) as notation for a full message sequence on session n.

-Assume Devicel has 3 outbound sessions to Relayl as:
session 1 single-hop fanout to Relay2
session 2 direct enqueue to Relayl
session 3 single-hop fanout to Relay3

Devicel Relayl Relay2 Relay3
Devicel e
sends a
~_‘—‘—‘—'—‘—|_
message MS(1)
sequence >
onall 3 T
sessons. . e Relayl cannot ack locally stored MS(2)
— since MS(1) single-hop ack from Relay2 pending
S _-—‘—-—‘_'_‘_'—-—..
i Relayl cannot send ack MS(3) e
to Devicel yet, since i i i
connection to Devicel i : e
will expect the MS(1) i 54._————'——“N°°p (:MC—l) i
[Relay2] ack first |
Noop (MC=1) “"'
This | . 5
Noop acks ...} Relay can now pass on the ack
MS(1), d______‘ count of 3 to Device 1.
MS(2), and Noop (MC=3) i i MessageCount is: 3 = (1 local ack)
MS(3) i + (1 Relay2 ack) + (1 Relay3 ack)

Figure 25:Single -hop fanout message acknowledgments

4.3.4  Acknowledgments for Multi -Client Single  -Hop Fanout

Consider the scenario from s ection 4.3.3 , with an additional client connected to Relayl, where that
client is also sending data to a resource handler resident on Relay2. In this situation, Relayl has two
independent fanout ~ sessions to Relay?2.

To minimize network transport layer connections (2) , these fanout sessions  between relays would
normally be independent sessions on a single SSTP connection (1) between Relayl and Relay2. This

relay to relay SSTP connection (1) is also subject to the same rules regarding acknowledgment

MessageCount ordering and accumulation. Suc h single -hop ack message counts can affect the

ordering of eventual acks provided to the originating clients. It is important to note that because of

connection (1) sharing by the relay amongst multiple single -hop fanout sessions, receipt of a
MessageCount ack from a single -hop connection (1) can result in multiple distinct MessageCount acks
being delivered to different client SSTP connections (1).

In this example:

A Devicel session 1 addresses a resource handler resident on Relay2. The associated single -hop
session from Relayl to Relay?2 is session 1 on the Relayl -Relay2 SSTP connection (1).
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p>N

Devicel session 2 addresses a resource handler resident on Relayl

Devicel session 3 addresses a resource handler resident on Relay3. The associated single
session fro m Relayl to Relay3 is session 1 on the Relayl

Device2 session 1 addresses a resource handler resident on Relay2. The associated single

-Relay3 SSTP connection (1).

session from Relayl to Relay?2 is session 2 on the Relayl

The following tables illustrate a sample of the acknowledgment handling for the case where:

> > >

p>N

A

A

Devicel sends message A on session 1. Message A addresses a resource handler resident

The Devicel application sends one message on each session, in the following order:

send A on session 1 (single hop to Relay?2)
send B on session 2 (handled locally on

send C on session 3 (single hop to Relay3)

Relayl)

The Device2 application sends one message on its session, as:

send D on session 1 (single hop to Relay?2)

-Relay2 SSTP connection (1).

-hop

-hop

on Relay2. Devicel sends Message A to Relayl. Relayl receives Message A and forwards it
to Relay2 using outbound fanout session 1

h

as not yet sent anything:

on the Relayl -Relay2 SSTP connection (1)

. Device2

Client Message Lists

Relayl Message Lists

Devicel to RelaylOriginators
OutboundMessageList

Devicel to Relayl Receivers
InboundMessagelList

sequence session message

sequence session message

sequence

State

1st 1 A

1st 1 A

Processing

Device2 to RelaylOriginators
OutboundMessageList

Device2 to Relayl Receivers

InboundMessagelList

sequence session message

sequence session message

seqguence

State

Relay2.

Outbound fanout forwards message A to

Relayl to Relay2 Originators
OutboundMessagelList
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Client Message Lists

Relayl Message Lists

sequence | session message
1st 1 A

Relayl to Relay3 Originators

OutboundMessageList

sequence | session | Message

Device2 sends message D on session 1. Message D addresses a resource handler resident

on Relay2. Device2 sends Message D to Relayl. Relayl receives Message D and forwards it
to Relay?2 using outbound fanout session 2 on the Relayl -Relay2 SSTP connection (1) . Devicel
ack for message A is pending on session 1:
Client Message Lists Relayl Message Lists
Devicel to RelaylOriginators Devicel to Relayl Receivers
OutboundMessageList InboundMessagelList
sequence session message sequence | session message State
sequence
1st 1 A 1st 1 A Processing
Device2 to Relayl1Originators Device2 to Relayl Receivers
OutboundMessageList InboundMessageList
sequence session message sequence | session message State
sequence
1st 1 D 1st 1 D Processing

Relay2.

Outbound fanout forwards message D to

Relayl to Relay2 Originators

OutboundMessageList

seqguence | session message
1st 1 A
2nd 2 D
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Client Message Lists

Relayl Message Lists

Relayl to Relay3 Originators
OutboundMessageList

sequence | session | Message

After sending message A, Devicel sends message B on session 2. Message B addresses a
resource handler resident on Relayl. Relayl handles this message locally. Devicel ack for

message A is pending  on session 1:

Client Message Lists

Relayl Message Lists

Devicel to Relayl Originators

Devicel to Relayl Receivers

OutboundMessageList InboundMessageList
sequence session message sequence | session message State
seqguence
1st 1 A 1st 1 A Processing
2nd 2 B 2nd 2 B Complete
Device2 to Relayl Originators Device2 to Relayl Receivers
OutboundMessageList InboundMessagelList
sequence session message sequence | session message State
sequence
1st 1 D 1st 1 D Processing

Relayl to Relay2 Originators

OutboundMessagelList

sequence | session message
1st 1 A
2nd 2 D

Relayl to Relay3 Originators
OutboundMessageList

sequence session message
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After sending messages A and B, Devicel sends message C on session 3. Message C

addresses a resource handler resident on Relay3. Devicel sends Message C to Relayl.

Relayl receives Message C and forwards it to Relay3 using outbound fanout session 1 on the
Relayl -Relay3 SSTP connection (1). Devicel acks for messages A and B and Device2 ack for mess age
D are pending

Client Message Lists Relayl Message Lists

Devicel to Relayl Originators Devicel to Relayl Receivers InboundMessageList

OutboundMessageList
sequence | session message sequence session message state
sequence
1st 1 A 1st 1 A processing
2nd 2 B 2nd 2 B complete
3 3 C 3 3 C processing

Device2 to Relayl Originators

Device?2 to Relayl Receivers InboundMessageList

OutboundMessageList
sequence session message sequence session message state
sequence
1st 1 D 1st 1 D processing
Relayl to Relay2 Originators
OutboundMessagelList
sequence session message
1st 1
2nd 2
Relayl to Relay3 Originators
OutboundMessagelList
sequence | session message
1st 2 C
Devicel acks for messages A, B, and C are still pending from Relayl. Device2 ack for
message D is still pending from Relayl. Relayl receives Noop (MessageCount=1) from
Relay3, as ack for message C:
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Client Message Lists Relayl Message Lists

Devicel to Relayl Originators Devicel to Relayl Rec eivers
OutboundMessageList InboundMessagelList
sequence session message sequence | session message state
sequence
1st 1 A 1st 1 A processing
2nd 2 B 2nd 2 B complete
3 3 C 3 3 C complete
Device2 to Relayl Originators Device?2 to Relayl Receivers
OutboundMessageList InboundMessageList
sequence session message sequence | session message state
sequence
1st 1 D 1st 1 D processing
Relayl to Relay2 Originators
OutboundMessageList
sequence | session message
1st 1 A
2nd 2 D
Relayl to Relay3 Originators
OutboundMessagelList
sequence | session message

Devicel acks for messages A, B, and C are still pending from Relayl. Device2 ack for
message D is still pending from Relayl. Relayl receives Noop (MessageCount=2) from
Relay2, as ack for messages A and D:

Client Message Lists Relayl Message Lists
Devicel to Relayl Originators Devicel to Relayl Receivers
OutboundMessageList InboundMessageList
seqguence session message sequence | session message state
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Client Message Lists

Relayl Message Lists

sequence
1st 1 A 1st 1 A complete
2nd 2 B 2nd 2 B complete
3 3 C 3 3 C complete
Device2 to Relayl Originators Device?2 to Relayl Receivers
OutboundMessageList InboundMessageList
sequence session message sequence | session message state
sequence
1st 1 D 1st 1 D complete
Relayl to Relay2 Originators
OutboundMessagelList
sequence | session message
Relayl to Relay3 Originators
OutboundMessagelList
sequence | session message

Relayl sends Noop (MessageCount=3) to Devicel and removes 3 entries from
InboundMessagelist. Relayl sends Noop (MessageCount=1) to Device2 and removes 1 entry
from InboundMessagelist. Devicel receives Noop (MessageCount=3) and Device2 receives

Noop (MessageCount=1) from Relay1l:

Client Message Lists

Relayl Message Lists

Devicel to Relayl Originators

Devicel to Relayl Receivers
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sequence session message sequence | session message state
sequence
Device2 to Relayl Originators Device?2 to Relayl Receivers
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All sequences acknowledged.

All sequences acknowledged.

When viewed as a protocol exchange sequence, this exchange would be as in the following diagram:
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Ack Aggregation
-Consider MS(n) as notation for a full message sequence on session n.

-Assume Devicel has 3 outbound session to Relayl as:
session 1 single-hop fanout to Relay2
session 2 direct enqueue to Relayl
session 3 single-hop fanout to Relay3

-Assume Device2 has 1 outbound session to Relayl as:
session 1 single-hop fanout to Relay2

-One SSTP connection between Relayl and Relay2.

Devicel Device2 Relay1l Relay2 Relay3

__'—'—'—'*‘*‘—'-MS:(l)_.___________»
———MS(A1)

———MS(B1) —

"—-—-_.___‘_‘_‘_‘_ i --_‘._ .
MS_(2)————____> .. Relayl SSTP to Relay2
i i now has 2 pending acks

_‘—'—'—'—'_‘_‘—'—MSB)._______‘____»

i I
Noop (MC=1)

Relayl cannot proxy Relay 3
ack since Client A will expect ..
i the MS(1) [Relay2] ack first | .. -«

" g Noop (MC=2)— ™, iRelay2 returns
P ) i connection level i

: I
Noop (MC=3) ack for MS(A1)
- ; and MS(B1)

_4__ Noop (MC=1)"‘:"— B

: i Noop of 2 pending acks from Relay2 means that:
-Relayl can now pass on the ack to client A
i -Relayl can now ack MS(1) from client B

Figure 26 : Multiple client single - hop fanout message sequence

4.4 Flow Control Example

Session flow control is managed by the receiving end of a session, by transmission of the
OpenResponse message with Responselds StopSe nding and StartSending. Session flow control is
triggered by changes in ResourceHandlerAvailability ~ which can cause the session state to toggle
bet ween éreadydé and O6bl ockedd.

Consider again the e xample from section  4.3.1 , where a device sends the message sequences Al, A2

on session 1, and message sequences B1, B2 on session 2. If the resource handler for session 1

causes that sessionto b e flow controlled during the transmission, the order in which the message

sequences are sent over the SSTP connection (1) , as well as the acknowledgment messages, could

be different than was see  n previously in the Figure titled Multiple Session Acknowledgments - Message
Sequences in section 4.3.1.  The method for managing MessageCount acknowledgments across all extant
sessions remains unchanged.
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Device 1

>_._______‘__—‘_ .
MS(Session 1) - Ay

OpenResponse(Session 1) StopSending
-— )
MS(Session 2) - By

>_.__________—-_ .
MS(Session 2) - B3

-

OpenResponse(Session 1) StartSending

— _
MS(Session 1) - A,

OpenResponse(Session 1) StopSending

-

OpenResponse(Session 1) StartSending

Figure 27 : Flow control

441 Receiving Message Sequences while Blocked

Device 2

——

—

—
Noop(MC=3)—— |

—

I
Noop(MC=1)

Because of the latency of the underlying transport, situations can arise where the
has already transmitted message sequence MS(1) -B before it receives the session related flow control
indication. The connection (1) level ackno wledgment message counts are preserved even when such
unexpected message sequences are received while the receiving resource handler is in a blocked

state.

session

originator
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Figure 28 : Message sequences in blocked state
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